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BACKGROUND OF 
THE LAST 15 YEARS.

2007-2014: FROM ESTONIAN 
CYBERWAR TO THE UKRAINIAN 
CRISIS.

Starting in 2007, the Russians at-
tacked former Soviet satellites like 
Estonia, Georgia, and Ukraine, and 
then expanded to Western coun-
tries like the United States
and Germany. U.S. intelligence offi-
cials and cybersecurity experts say a 
strategy that associates
cyberattacks with online propagan-
da was launched by Russian intel-
ligence a decade ago and has been 
refined and expanded ever since, 
with the blessing of President Vla-
dimir Putin.1

CASE OF ESTONIA
The Estonian cyberattack began on 
Friday, April 27, 2007 and ended on 
Friday, May 18, 2007. The attack 
was precipitated by the Estonian 
government’s decision to move a 
Two-meter-high Soviet World War 
II memorial from the center of Tal-

Dates of appearance/discovery of the main sponsored Russian and Belarusian MOAs.

linn, Estonia’s capital, to a military 
cemetery. 
There was almost universal access 
to the Internet in Estonia, where the 
government promoted information 
technology to increase administra-
tive capacity to foster communica-
tions between Estonian citizens and 
their government and became vir-
tually paperless in 2001. 

1st phase 1 
The Russian attackers therefore 
used three methods against the Es-
tonian government and Estonian 
institutions. The attacks consisted 
of denial of service (DoS) attacks, 
distributed denial of service (DDoS) 
attacks, website degradation, at-
tacks on data name servers (DNS), 
and mass phishing campaigns. 

2nd phase
In the second phase of the attack, 
the first wave began on May 04, 
involving intense and accurate at-
tacks against websites and data 

name servers using botnets, routing 
attacks from proxy servers. DDoS 
attacks increased by 150% against 
government websites during the se-
cond phase, which lasted from 09 
to 10 May. 

3rd phase3 
The third wave, which took place 
from noon to midnight on 15 May 
2007, involved the takeover of more 
than 85,000 Estonian computers. 
The attack on the website of SEB 
Eesti Ühispank, Estonia’s second 
largest bank, lasted about an hour 
and a half for Estonian customers 
and extended further for customers 
outside the campaign. 

4th phase
On May 18, the fourth wave, govern-
ment and banking websites again 
suffered DDoS attacks.5
It is important to recall that the 
Russian Federation has denied res-
ponsibility for its attacks on Estonian 
organisations. Indeed, the source of 

the attacks has been attributed to 
computers in 178 different countries. 
However, it was found that the at-
tacks were politically motivated by 
individuals following instructions on 
Russian-language websites, there-
fore showing clear involvement of 
Russian individuals.
The consequences of these attacks 
are manifold. This had a significant 
effect on the Estonian economy, 
affecting trade, industry and gover-
nance that were based on informa-
tion and communication technolo-
gy (ICT) infrastructure. In addition, 
banks, media companies, govern-
ment institutions and small and me-
dium-sized enterprises have all been 
affected.6 
Ambiguity was a key feature of Rus-
sia’s cyberattacks against Estonia. 
As the attacks were apparently 
carried out independently by indi-
viduals using their own resources, 
any state sponsor responsible for 
orchestrating the attack was able to 
disguise themselves and deny being 
the source. 
In addition, in addition to the phy-
sical effect on infrastructure, cybe-
rattacks have an important psycho-
logical dimension. In this case, the 
attackers could have inflicted much 
more damage in the cyber domain if 
they had wanted to, but it is highly 
likely that one of the main objectives 
was to test and demonstrate cyber 
capabilities, as well as to sow confu-
sion and uncertainty. Indeed, this 
approach is clear from Vladimir Pu-
tin’s 2007 speech that «soft power» 
is increasingly being used. This im-
plies a matrix of tools and methods 
to achieve foreign policy objectives 
without resorting to weapons but 
by exercising information and other 
levers of influence.» The example of 
the attacks on Estonia shows a wil-
lingness on the part of the Russian 
government to test a new form of 
destabilization through cyberattacks.  
In this case, as well as in similar cy-
berattacks against Lithuania (June 
2008), Georgia (July/August 2008) 
and Kyrgyzstan (January 2009), cy-
ber activities have been integrated 
and synchronized with a wide range 
of other measures, such as econo-
mic or diplomatic pressure, with the 
result of increasing strategic effects. 

CASE OF GEORGIA
Georgia has a long history of 
conflicts with Russia, both physical 
and digital. In 2008, Russia invaded 
the country with the intention of 

protecting Russian-speaking mino-
rities, seizing about 20% of Geor-
gian territory, which it still controls. 
This physical incursion was accom-
panied by a wave of relatively crude 
cyberattacks that disfigured and 
destroyed Georgian websites, one 
of the first clear examples in history 
of a «hybrid» war involving combined 
physical and digital attacks. Indeed, 
regarding the characterization of 
these cyberattacks, a website that 
helped coordinate them, StopGeor-
gia.ru, was hosted on an IP address 
belonging to a company whose 
headquarters were next to a milita-
ry research institute connected to 
the GRU, the Russian military intel-
ligence service.7 
On the night of 7 to 8 August 2008, 
the Georgian army launched an of-
fensive against the capital of South 

Ossetia, Tschkinvali, and especial-
ly against the battalion of Russian 
forces entrusted with a United 
Nations peace mission. According 
to Tbilisi, this is to respond to the 
fire of Ossetian separatists targe-
ting Georgian villages in the enclave 
such as Zemo-Nikozi or Nuli. Russia 
responded on August 8 by bombing 
the Georgian city of Gori and then 
on August 9 by sending the 58th 
Army.8 
Then began a blitzkrieg in which 
the Russian Army annihilated the 
Georgian Army, although equipped 
with recent equipment and trained 
by the American Army. In 48 hours, 
the Russian Army deployed 20,000 
men and 2,000 tanks in Georgia. 
Therefore, on 10 August, Georgia 
withdrew its troops from South 
Ossetia and unilaterally proclaimed 

Timeline of key events
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a ceasefire. The Georgian cities of 
Gori, and the port of Poti, however, 
remained the targets of bombing 
for several days. Russia finally com-
pleted its troop withdrawal on 22 
August 2008. The conflict in Sou-
th Ossetia is causing the death of 
more than a thousand people, more 
than half of them civilians.9 
In 2007 and 2008, at the time 
of the Russo-Georgian war, the 
ATK5 group (APT28) really began 
to structure its attack campaigns. 
From 2007 to 2014, ATK5 (APT28) 
massively targeted Georgian go-
vernment agencies, including the 
Ministry of Interior and the Ministry 
of Defence, as well as civilians.
In August 2008, the Russian armed 
forces invaded Georgia, after which 
the main phase of the cyberattack 
began.10 :
Because in 2008 Georgia was not 
very dependent on information 
technology (seven Internet users 
per 100 inhabitants compared to 
57/100 in Estonia and 32/100 in 
Lithuania), the cyberattack did 
not have a serious detrimental ef-
fect on the state. However, the 
Kremlin has still partially succee-
ded in stifling news channels and 
establishing a Russian narrative 
about the Russo-Georgian war.11 
The 2008 attack on Georgia is 
considered the first case of mass 
cyberattack undertaken alongside 
ongoing military operations. The 
local academic computer incident 
response group, with the help of Es-
tonia, the United States and Poland, 
was able to implement countermea-
sures as soon as possible.
Russia has therefore long used tra-
ditional coercive tools and tactics in 
its relations with neighboring states 
characterized by threats of cutting 
off energy supplies, capturing poli-
tical and economic elites, co-opting 
organized crime, spreading targeted 
disinformation and propaganda, and 
manipulating Russian-speaking mi-
norities abroad. 12
Between 2007 and 2014, Russia 
therefore began to deploy new coer-
cive tools in the field of cyberspace 
and to launch low- and high-inten-
sity cyberattacks as well as disinfor-
mation campaigns on social media 
in states serving as experiments in 
terms of cyberattacks. 

2011-2022: FOCUS SYRIAN CIVIL WAR.

The Syrian Civil War - initially the 
Syrian Revolution - is an ongoing 
armed conflict in Syria since 2011. 
It began in the context of the Arab 
Springs and resulted in the involve-
ment of many cyber actors, inclu-
ding Russia. 
Russia entered the Syrian conflict 
in September 2015 and intervened 
with a set of special forces and lo-
gistics to support the Syrian regime. 
This large-scale operation gave the 
advantage to the regime and allowed 
Russia to reassert its geopolitical 
presence in the Middle East by ins-
talling bases and forces in the face 
of the American deployment in Iraq 
and then in southern Syria. 
As a result, the regime won many 
key victories, as Russia intervened 
alongside them on the battlefield 
against the Islamic State and the re-
bel forces affiliated with them. Rus-
sian support is mainly focused on 
air support and material supply, but 
also includes support for electronic 
warfare and cyber actions. 
These Russian actions in cybers-
pace consist mainly of propaganda 
and espionage campaigns focused 
on gathering information on an-
ti-government groups and NGOs, 
with spyware being disseminated 
through targeted phishing emails 
and fake websites with malicious 
links after upstream intelligence 
campaigns. 
These targeting campaigns via the 
cyber bubble are intended to make 
certain targets actionable. This tech-
nique has already been tried out by 
Russia in Ukraine since 2014: loca-
ting mobile phones or tracking them 
via cyber actions or electronic war-
fare to carry out intelligence enables 
warfare actions such as air strikes 
or artillery attacks. These first tests 
of hybrid warfare were then repro-
duced in Syria to support the Syrian 
army against the rebels. 
A classic example is to trigger a 
false remote call on a mobile device 
to attach it to the network and to 
have a more or less precise com-
munication data and location to eli-
minate the user. 
It has also been argued by many 
Turkish media and politicians that 
Russia has intervened against Tur-
key in cyberspace by launching 
DDoS attacks against Turkish we-
bsites in retaliation for the shooting 
down of a Russian plane by the Tur-
kish authorities13,14,15.

NOTE 
As with other conflicts in which 
Russia has been involved, many 
hybrid warfare tactics were tested 
with great effectiveness during the 
Syrian conflict. The latter served 
as training for Russian Advanced 
Persistant Threats (APT) groups 
and as examples for today’s hack-
tivists such as KillNet. All these 
tactics are now implemented in 
Ukraine, where Russia can develop 
them in a high-intensity conflict 
long before any other nation. 

What do we observe?
With all the attacks carried out by 
Russian-sponsored groups since 
2007, it is possible to see that 
the Russian authorities wish to 
maintain influence over regional 
geopolitics by using the cybernetic 
tool as an ideal lever to ensure its 
dominance in Eastern Europe. The 
cyber abuses we are witnessing 
today in Ukraine are the result 
of the continuation of a form of 
cyber capability training that goes 
back at least to the «cyber war» in 
Estonia (2007).
As we have seen with the So-
larWinds attack, all the weak and 
strong signals clearly show the 
preparation of the Russian autho-
rities for the control of the infor-
mation space. There is a desire for 
modernization in the attacks, with 
different levels of intensity and 
much more sophisticated attacks 
as was the case with the 2015 at-
tack (against Ukrainian energy in-
frastructure).
The cyberwar exerted by the Rus-
sian state is above all informatio-
nal. Even if there is a desire to mo-
dernize the Maskirovka (the art of 
deception), with the military inva-
sion of Ukraine by Russia and the 
cyber means put in place, the doc-
trine of Chief of Staff Valery Gera-
simov remains (see chapter 3). 
The primary objective is to desta-
bilize its victims. This erroneous, 
incorrect information helps to 
create cognitive biases in vic-
tims. Vladimir Putin has already 
started spreading messages such 
as «Ukraine is historically illegiti-
mate», «It is run by a junta of drug 
addicts and neo-Nazis», «It is guilty 
of anti-Russian genocide», «it is 
a NATO puppet». Even if these 
themes have found little traction 
abroad, it is important to remain 
vigilant with social networks that 
can serve as a payload for disin-
formation in France in the form of 
a Computer Struggle of Influence 
(L2I). 

Evolution of cyberattacks in Georgia during 2008.

From the Crimean invasion to the Ukraine war, eight years of tension.
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How well are Russian groups 
performing?
If we take all the cyberattacks 
since the beginning of the inva-
sion of Ukraine, it is possible to 
see that the Russian Federation 
had prepared, it does not impro-
vise. Ukraine has been subjected 
to cyberattacks very regularly 
since 2014 and the country is a 
real «open-air laboratory». Thanks 
to this training of the Russian 
state since 2007, Russian groups 
can carry out any type of cyberat-
tacks from low impact to desta-
bilize clearly devastating attacks. 
For example, in recent months, 
there has been a new wave of 
cyberattacks targeting Ukrainian 
entities, including attacks on the 
website of the Ukrainian Ministry 
of Defence and regional banks. 
Some websites were attacked and 
modified, DDOS attacks were car-
ried out, as well as a sophisticated 
ransomware-type attack paralyzed 
many Ukrainian organisations. Fi-
nally, three wiper-type software 
not known before the conflict 
were used on an ad hoc and tar-
geted basis. 
This ability to interoperate 
between broad-spectrum cyber-di-
sinformation (phishing/smishing/
defacement), medium-spectrum 
cyber-nuisance (DDoS) and des-
truction on specific targets with 
prepositioned charges demons-
trates significant capabilities and 
tactical means.

What should we remember?
Looking at all this information, the 
vision to be taken to be in preven-
tion and not in response would be 
to strengthen and maintain resi-
lience capabilities with a business 
continuity plan so that critical in-
frastructure functions and opera-
tions can continue to function if 
critical systems are disrupted or 
need to be taken offline.
It is imperative, in view of the 
events set out above, to also opti-
mize the «cyber posture» of public 
and private organisations (against 
social engineering techniques) 
while following best practices in 
identity and access management, 
controls and protection architec-
ture, as well as vulnerability and 
configuration management (re-
commended by ANSSI).
The Russian cyber threat, in all 
these forms, is more than present 
today and is to be considered if 
lateralization (chapter 6) becomes 
more and more widespread. It is 
therefore important to stay up to 
date on events whether cyber or 
not so as not to be overwhelmed 

and to constantly have a proactive 
view of the cyber threat.

2014-2022: FOCUS ON 
UKRAINE.

CHANGES IN TENSIONS 
UNDERPINNED BY CYBER 
ACTIVITIES.

The timeline below presents the 
various cyberattacks targeting 
Ukrainian infrastructure (left part 
of the frieze) as well as the evo-
lution of the conflict between 
Ukraine and Russia since 2014 
(right part of the frieze). Sche-
matically, the conflict alternated 
between 3 levels of intensity:
•  Level 1: phases of détente (es-

pecially from May 2019 to April 
2020) marked by the decrease 
in intensity of armed clashes on 
the military level and the signing 
of agreements on the geopo-
litical and economic level (gas 
agreement of December 2019 
between Moscow and Kiev).

•  Level 2: phases marked by di-
plomatic escalation and me-
dium-intensity military confron-
tations, periodically reaching a 
high intensity. The stalemate of 
the conflict since 2016 and the 
various violations of the cease-
fire are characteristic of these 
phases.

•  Level 3: Continuous, high-in-
tensity military clashes fol-
lowing a diplomatic escalation. 
The conflict between Moscow 
and Kiev has reached this level 
twice, between 2014 and 2015 
and a fortiori since the invasion 
of February 2022. 

The comparative study of the main 
cyber events targeting Ukrainian 
infrastructures and the evolution 
of the intensity of the conflict 
makes it possible to highlight cer-
tain elements. 
•  The phases of détente seem to 

be marked by a decrease in the 
cyber threat targeting Ukraine.

•  If level 3 corresponds to a strong 
cyber activity, the latter is not 
necessarily more sustained than 
during level 2 phases. In other 
words, the increase in intensity 
of fighting on the ground does 
not seem to be systematical-
ly correlated with the intensi-
fication of cyber activity. The 

TRENDS SINCE THE BEGIN-
NING OF THE CONFLICT ON 
A GLOBAL AND EUROPEAN 
SCALE (GRAPHS).

The Russian-Ukrainian conflict 
has profoundly changed the cyber 
threat landscape. With the graphs 
presented on the following pages, 
we would like to show the evo-
lution of the conflict from a cy-
ber perspective, but also illustrate 
trends that go beyond the Ukrai-
nian and Russian territories.

PERMANENT CYBER-WAR 
OR HIGH-INTENSITY HYBRID 
CYBER-CONFLICT?

The question of the existence of 
a first ‘real’ cyberwar between 
Russia and Ukraine has been 
asked many times to qualify the 
ongoing events and incidents in 
the conflict. When looking at the 
trends presented in the graphs, 
the qualifier does not fully corres-
pond to the observed situation (at 
least not anymore). 
From concentrated destruction 
campaigns to all-out DDoS
We prefer to refer to this as high-in-
tensity hybrid cyber conflict. This 
notion obviously includes acts of 
cyberwarfare, as was seen at the 
beginning of the conflict and even 
before the invasion in January 
2022. Destructive military sof-
tware (wipers) were pre-positioned 
in Ukrainian systems by Russia 
(see Figure 5) in the attempt to 
carry out a cyberwar as a coun-
terpart to the lightning war on the 
ground. These software programs 
are presented in Chapter 4. 
However, it is also clear that the 
conflict has evolved during the 
year from a cyber perspective. 
Harassment and cyber disruption 

main cyber attacks, which will 
be detailed below (see frieze), 
occur mainly when the conflict 
reaches a level 2 in terms of in-
tensity. Indeed, we are then in a 
grey area where the search for 
strategic objectives can only be 
accomplished through the use 
of unconventional forces.16  

Russia’s cyber attacks against 
Ukraine can be analysed in two 
ways. The first is to highlight the 
search for strategic objectives, 
specifically shake the confidence 
of Ukrainian citizens in their go-
vernment and influence national 
politics. The second focuses on 
Ukraine as a laboratory for Rus-
sian hackers to test their arsenal, 
tools, and techniques.17  

SOPHISTICATED ATTACKS: THE 
EXAMPLE OF THE DECEMBER 
2015 ATTACK

It is worth returning to the at-
tack of 23 December 2015, with 
Prykapattyapblenergo, a Ukrainian 
regional electricity distribution 
company stating that the ser-
vice interruptions suffered by its 
customers were due to the ille-
gal entry of a third party into the 
company’s computer and surveil-
lance control and data acquisition 
(SCADA) systems. The outage be-
gan at 3:35 p.m. local time. Seven 
substations of 110 kilovolts (kV) 
and twenty-three of 35 kV were 
disconnected from the Ukrainian 
power grid for three hours. The 
cyberattack hit other parts of the 
distribution power grid, forcing 
the company to switch to manual 
mode. 
Ukrainian news agencies conduc-
ted interviews and concluded that 
a foreign government had remo-
tely controlled the SCADA elec-
trical distribution system. It was 
initially estimated that the outage 
affected only 80,000 customers. 
However, it was later discovered 
that the electrical distribution 
networks of Chernivtsioblener-
go and Kyivoblenerogo were af-
fected. In total, about 225,000 
customers lost electricity due to 
the attack. These cyberattacks 
in Ukraine were the first attacks 
publicly acknowledged to have re-
sulted in power outages.
There were a variety of capabili-
ties demonstrated by the Ukrai-
nian attacks, including phishing 
emails, variants of the Black En-

ergy malware, and modifying Mi-
crosoft Office documents contai-
ning the malware. The attack 
collected credentials and informa-
tion to gain admission to Ukrai-
nian ICT. The attackers advanced 

EVOLUTION OF THE CONFLICT 
SINCE FEBRUARY 23, 2022.

two SCADA hijacking approaches. 
The attackers managed to use 
them in different types of SCA-
DA/ICS implementations. The at-
tackers showed a desire to target 
field devices in substations, write 

custom malicious firmware, and 
ensure that specific devices were 
inoperative.

operations, carried out by aligned 
but not definitively sponsored 
hacktivists, have marked the cy-
ber-conflictuality of the conflict 
since the third quarter of 2022. 
These operations, which take the 
form of a wave of DDoS attacks, 
account for 75% of the incidents 
recorded since the beginning of 
the conflict and are carried out 
by groups that for the most part 
were created in the wake of the 
conflict itself. Destructive cy-
ber-military operations account 
for only 2% of the total volume of 
incidents and are mainly concen-
trated on Ukrainian public organi-
sations (see Figure 5). 
From the fear of APTs to the age 
of war hacktivism
The overwhelming majority of 
cyber actors in the conflict are 
mainly unsponsored groups that 
have participated in the globali-
sation but also the hybridisation 
of the conflict. The KillNet galaxy, 
the Noname057(16) hacktivist 
network and the main pro-Rus-
sian hacktivist groups alone are 
responsible for more than 60% of 
the incidents (see Figure 1).
This phenomenon of hybrid cyber 
conflict is evident when looking at 
the volume of incidents per day 
and per month from July 2022 
(see Figures 2 and 3). From 1.6 
incidents per day between Janua-
ry and mid-July 2022 to 3.8 on 
average since then (from 45.9 to 
117 per month over the same two 
periods). 
Similarly, while at the beginning 
of the conflict the majority of in-
cidents focused on the organs of 
the Ukrainian defence industrial 
base, on its public and govern-
mental administrations, the focus 
has changed with this war hack-
tivism. 

Lateralisation of the conflict in 
Europe
The aviation sector, especially in 
the Nordic countries, the energy 
sector throughout Europe, the 
health sector, the banking, and 
finance sector and also the Euro-
pean public administration sector 
have seen a drastic increase in 
the number of incidents, as can 
be seen in Figure 4.
This transition from targeted cy-
ber warfare to hybrid cyber guer-
rilla warfare is also visible from 
the point of view of the lateralisa-
tion of the conflict to other geo-
graphical areas.
As can be seen in Figure 8, while 
at the very beginning of the 
conflict the majority of incidents 
were concentrated in Ukraine, 
EU countries have seen their 
conflict-related incidents increase 
dramatically. 
In the third quarter of 2022, there 
were almost as many conflict-re-
lated incidents in EU countries 
as in Ukraine (85 versus 86), 
and in the first quarter of 2023, 
the overwhelming majority of in-
cidents are concentrated in EU 
countries. 
In these incidents in the Euro-
pean area, certain trends can also 
be observed. Candidate countries 
for European integration such as 
Montenegro and Moldova are in-
creasingly targeted, Poland is 
constantly harassed, and a parti-
cular focus of war hacktivists is 
directed at the Baltic and northern 
countries (visible in Figure 7).

FROM EPISODIC CYBER 
WARFARE TO PERMANENT 
CYBER GUERILLA WARFARE

The visible transition in the 
context of the conflict can the-
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refore be summarised as follows: 
the transition from a cyber-war 
focused on Ukraine and Russia, to 
a high-intensity hybrid cyber-war. 
Information warfare: low opera-
tional impact but high moral im-
pact
It is true that DDoS attacks do 
not have a significant operational 
impact, unlike wiper attacks that 
can destroy adversary systems 
or long-term strategic espionage 
that can undermine an adversa-
ry’s security integrity. 

Here, however, let us recall an 
element of doctrine developed la-
ter in this work. Russia does not 
necessarily consider digital space 
in the same way as we do in the 
West from a strategic point of 
view. 
We will talk about cyber secu-
rity and cyber defence. Russia 
will talk about information war-
fare. Information is seen not only 
as a vector or a means, but also 
as a space to be exploited. Cyber 
is therefore an ideal tool for ha-

rassing one’s adversary without 
entering into direct confrontation 
with him, which Russia has un-
derstood well. 
Although some observers have 
claimed that the large pro-Rus-
sian hacktivist groups are directly 
driven by Russian military bodies, 
there is no definitive evidence in 
this development. Nevertheless, 
the objective remains clear. 
Cyber-harassment as a vector of 
confusion
Pro-Russian hacktivist groups are 

now mostly attacking European 
countries that take positions or 
actions in favour of Ukraine. Their 
attacks do not have a strong ope-
rational impact as we have said, 
but the waves of DDoS seem 
uninterrupted. 
This systematic, low-impact ha-
rassment can maintain anxiety 
among security teams and deci-
sion-makers by lateralising the 
conflict across the Russian-Ukrai-
nian border at little cost. 
The objective is to occupy the Eu-

ropean cyber space and to alarm, 
with attacks on airports and hos-
pitals for example, to divert atten-
tion from what is happening in 
Ukraine and to prevent any inter-
vention/assistance for the benefit 
of the aggressed Nation. 
Acts of cyber warfare are still ta-
king place in Ukraine as we have 
seen with the ATK256 (UAC-
0056) attack against several 
Ukrainian public bodies on the an-
niversary of the conflict (February 
23, 2023 ), yet they are drowned 

out in the eyes of Westerners by 
constant cyber harassment.
This cyber-diversion, which is 
either deliberate or has developed 
naturally with the evolution of 
the conflict, is all the more visible 
with the countries targeted, main-
ly within the European Union, no-
tably Poland, the Baltic States 
and the Nordic countries. 

Figure 1: Number of attacks per attacker group (global scale)
Pro-Russian hacktivists overrepresented among cyber attackers linked to Ukraine conflict

61%
Main Pro Russian 
kacktivist groups

Figure 2: Number of incidents per day since the beginning of the conflict (global scale)
An acceleration in the number of attacks from the 2nd quarter of 2022

Figure 3: Number of incidents per month since the beginning  
of the conflict (global scale)
An acceleration in the number of attacks from the 2nd quarter of 2022
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_THE PUBLIC SECTOR, BANKS AND TRANSPORT ON THE PODIUM OF THE MOST 
ATTACKED SECTORS

Figure 4: Number of incidents per day since the beginning of the conflict (global scale)

_AN INCREASE IN THE NUMBER OF ATTACKS COUPLED WITH A DIVERSIFICATION OF 
SECTORS: HEALTH, AVIATION AND THE FINANCIAL SECTOR ARE AMONG THE EMER-
GING TARGETS 
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Figure 5: Breakdown of incidents by type of attack and motivation  
since the beginning of the conflict (global scale)
From the initial diversification of the typology of cyber attacks
to the massive use of DDOSS at the turn of the third quarter of 2022

3/4 of attacks are DDOS, massively supplanting 
other types of attacks such as data theft, phi-
shing or espionage used at the margin.

Figure 6: Breakdown of incidents by mode of attack and motivation 
throughout the conflict (global scale) 
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Figure 7: Distribution of incidents by country and geographical area  
(European scale)
Poland, Latvia, Sweden, among the most targeted countries after Ukraine and Russia
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Figure 7: Trend in the volume of incidents by geographical area (global scale)
European countries largely overtake Ukraine as victims of cyber attacks  
in the first quarter of 2023

Facebook post of CERT-UA (02/25/2022: 12h40 CET)In parallel with this risk, which 
seems to be maintained in an or-
ganized manner, we warn of the 
potential role of Russian-speaking 
cybercrime actors who, because 
of their means and skills, could 
have a strong power of nuisance 
against Russia’s adversaries. 
 
MAIN ATTACKS SINCE THE BE-
GINNING OF THE CONFLICT

A complete compilation of cyber 
incidents related to the conflict 
can be found on the CyberPeace 
Institute website . The incidents 
reported here are a representative 
sample of the dynamics of the 
conflict since January 2022.

We find as follows:
1.First, destruction campaigns 
with wipers to weaken Ukrainian 
organisations (WhisperGate, then 
HermeticWiper),
2. This is followed by sabotage/
obstruction campaigns via the 
defacement of government sites 
and distributed denial-of-service 
attacks carried out by the Belaru-
sian secret services with ATK254 
(UNC1151) or by the GRU with 
ATK5 (APT28). 
3. Thirdly, disinformation cam-
paigns among the general popula-
tion are being carried out to dis-
credit the Ukrainian government. 
For the moment, and considering 
this pattern as stable, we see two 
cycles, the first between 13/01 and 
22/02, the second since 23/02. 

 
 
 
 
 
 
 

Below you will find a summary of 
the attacks observed from mid-Ja-
nuary2022 to today 02.2023. The 
latter seem to follow a highly orga-
nized pattern and therefore a cen-
tralized strategy typical of Russia’s 
classic information warfare tech-
niques. As explained above, this 
cyclical pattern now seems to be 
masked by the guerrilla approach 
taken by pro-Russian hackti-
vists against European countries 
and to some extent in Ukraine. 
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2022 - JANUARY 13: 
«WHISPERGATE» WIPER 
ATTACK
Microsoft has identified a destruc-
tive malicious operation (dubbed 
WhisperGate) targeting several 
organisations in Ukraine. This 
malware first appeared on victims’ 
systems in Ukraine on January 13, 
2022. The malware is considered 
designed to look like ransomware 
but lacks a ransom recovery 
mechanism and is intended to 
be destructive, rendering the tar-
geted devices inoperable rather 
than getting a ransom. The vic-
tims come from several govern-
mental, non-profit and informa-
tion technology organisations.   
 

NOTE 
Unknown attribution [as of Fe-
bruary 23, 2022]  

 
2022 - JANUARY 14-15: DEFACE-
MENT OF GOVERNMENT SITES

On January 14, 2022, the Or-
thodox New Year, more than 70 
Ukrainian government websites 
were degraded by political images 
and a statement in Russian, 
Ukrainian and Polish before tem-
porarily disappearing. Most of the 
sites were restored within a few 
hours. The attack crippled much 
of the government’s public digital 
infrastructure, including the most 
widely used site to manage online 
government services, Diia. Diia is 
also playing a role in the corona-
virus response in Ukraine and in 
encouraging vaccination. It also 
paralyzed the sites of the Cabinet 
of Ministers and the Ministries of 
Energy, Sports, Agriculture, Vete-
rans affairs and Ecology22, 23, 24.

NOTE 
Attribution: Belarusian APT Group 
– ATK254 (UNC1151) (by Ukraine)

2022 - FEBRUARY 15-16: 
GLOBAL DDOS ATTACKS

A DDoS attack described as the 
largest in Ukraine to date. Seve-
ral Ukrainian websites were taken 
offline and had an impact on the 
websites of banks, the govern-
ment and the military. The scale 
of the attacks was moderate, and 
the sites recovered within hours25, 

26, 27, 28, 29, 30, 31.

NOTE 
Attribution: Nation-State – Rus-
sia (by the United Kingdom, the 
United States and Australia)

At least 10 Ukrainian websites 
were inaccessible, including those 
of the Ministry of Defence, the Mi-
nistry of Foreign Affairs and the 
two largest state-owned banks. 
Bank customers have reported 
problems with online payments, 
banking apps and, in very limited 
cases, access to ATMs. These at-
tacks were compounded by frau-
dulent text messages sent to 
Ukrainian phones in an attempt 
to sow panic.

2022 - FEBRUARY 15: SMS 
SPAM AND DISINFORMATION 
CAMPAIGN

Customers of one of the state-
owned banks began receiving 
information via SMS about the 
technical malfunctions of ATMs. 
The Ukrainian cyber police confir-
med that this information was 
false.32, 33

NOTE 
Attribution: Not yet known

Spread of disinformation among 
the civilian population.

2022 - FEBRUARY 23: DDOS 
ATTACKS ON BANKS AND 
GOVERNMENT DEPARTMENTS

The websites of several Ukrainian 
banks and government depart-
ments, including the Ministry of 

Foreign Affairs, the Ministry of 
Defence, the Ministry of the Inte-
rior, the Security Service (SBU) 
and the Cabinet of Ministers be-
came inaccessible following a 
large-scale DDoS attack. Most 
other sites went live within two 
hours of the attack, but latency 
and outages continued the next 
day for others34, 35, 36, 37, 38, .

NOTE 
Attribution: Nation-State – Rus-
sia (Technical attribution by Bel-
lingcat)

2022 - FEBRUARY 23: 
«HERMETICWIPER» MALWARE 
ATTACK

Several organisations in Ukraine 
have been affected by a cyberat-
tack, infecting hundreds of com-
puters. The attack involved a 
new data erasure malware called 
HermeticWiper – a destructive 
malware that can delete or cor-
rupt data on a targeted computer 
or network. The wiper has been 
detected in Ukraine, Latvia and Li-
thuania and targets include finan-
cial organisations and government 
entrepreneurs. Symantec’s techni-
cal analysis indicates that the at-
tack mechanism was built at least 
six weeks before the attack 39, 40, 41, 42.  

NOTE 
Attribution: Not yet known

More than 100 Ukrainian orga-
nisations from the financial, de-
fence, aviation and IT services 
sectors were affected.

Number of cyber incidents by quarter
for each geographical area
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2022 - FEBRUARY 24: 
CYBERATTACKS ON NEWS 
WEBSITES

The Kyiv Post reports that its 
site has been subject to constant 
cyberattacks since the moment 
Russia launched its military offen-
sive against Ukraine.

NOTE 
Attribution: Not yet known

Attempt to limit public access 
to timely and accurate informa-
tion during the escalation of the 
conflict.

2022 - FEBRUARY 25: 
BELARUSIAN DDOS ATTACKS

Ukrainian officials said Friday that 
Belarusian state-sponsored hac-
kers are trying to compromise 
the email accounts of its military 
personnel. «Mass phishing emails 
have recently been observed tar-
geting the ‘i.ua’ and ‘meta.ua’ pri-
vate accounts of Ukrainian milita-
ry personnel and related persons,» 
the Ukrainian Computer Emer-
gency Response Team (CERT-UA) 
wrote in a Facebook post earlier 
in the day. «The group ‘ATK254 
(UNC1151)’, based in Minsk, is at 
the origin of these activities. Its 
members are officers of the Mi-
nistry of Defence of the Republic 
of Belarus,» the officials added.44, 45

NOTE 
Award: Belarus – ATK254 
(UNC1151) (by the Ukrainian Natio-
nal CERT)

2022 - FEBRUARY 25: CYBE-
RATTACK ON BORDER CHECK-
POINT.

A Ukrainian border checkpoint 
was hit by a cyberattack wiper that 
slowed down the process for re-
fugees to cross into Romania.46,47

NOTE 
Attribution: Not yet known

2022 - FEBRUARY 25: UKRAI-
NIAN UNIVERSITY WEBSITES 
COMPROMISED

The Wordfence team identified a 
cyberattack on Ukrainian univer-

sities that coincided with Rus-
sia’s invasion of Ukraine and re-
sulted in at least 30 compromised 
Ukrainian university websites. The 
threat actor has publicly stated 
that he supports Russia in the 
conflict.48, 49.

NOTE 
Attribution: Brazil Threat Actor 
Group – theMx0nday (Technical 
attribution by Wordfence)

2022 - FEBRUARY 25: 
COORDINATED INAUTHENTIC 
BEHAVIOUR ON SOCIAL MEDIA 
PLATFORMS FACEBOOK

Meta dismantled a network run 
by people in Russia and Ukraine 
targeting Ukraine for viola-
ting their policy against coordi-
nated inauthentic behaviour. The 
network ran websites masquera-
ding as independent news entities 
and created fake characters on 
social media platforms, including 
Facebook, Instagram, Twitter, 
YouTube, Telegram, Odnoklassniki 
and VK.

NOTE 
Attribution: Temporary links found 
with a 2020 operation linked to 
individuals in Russia, the Donbass 
region of Ukraine and two media 
organisations in Crimea (Techni-
cal attribution by Meta)

2022 - FEBRUARY 27: 
DISINFORMATION CAMPAIGNS 
USING COMPROMISED 
ACCOUNTS

Meta said it has seen an upsurge 
in hacking attempts against Ukrai-
nians in recent days. He identified 
some hacking attempts by a threat 
actor who attempted to hack into 
the accounts of high-level Ukrai-
nians, including military officials 
and public figures, although he 
did not identify any individuals. 
The threat actor typically targets 
people through email compromise 
and then uses it to access their 
social media accounts and post 
misinformation as if it came from 
legitimate account owners 50,51,52,53.

NOTE 
Attribution: Belarus – ATK254 
(UNC1151) (Technical attribution by 
Meta)

2022 - MARCH 04: MALWARE 
ATTACKS AGAINST NGOS

Amazon reports seeing several si-
tuations where malware has been 
specifically targeted at charities, 
NGOs, and other humanitarian 
organisations to sow confusion 
and cause disruption.54

NOTE 
Attribution: Not yet known

2022 - MARCH 05: PHISHING 
ATTACKS USING COMPRO-
MISED ACCOUNTS

CERT-UA has warned of new phi-
shing attacks targeting its citizens 
by taking advantage of compro-
mised email accounts belonging 
to three different Indian entities 
with the aim of compromising 
their inboxes and stealing sensi-
tive information.55,56

NOTE 
Attribution: Not yet known

2022 - MARCH 07: CREDENTIAL 
PHISHING CAMPAIGN 
TARGETING A MEDIA COMPANY

One threat actor conducted seve-
ral major credential phishing cam-
paigns targeting users ukr.net; 
UkrNet is a Ukrainian media com-
pany. In two recent campaigns, 
attackers used newly created 
Blogspot domains as their initial 
landing page, which then redirec-
ted targets to credential phishing 
pages.57

NOTE 
Attribution: Russia APT Group – 
ATK5 (APT28) (Technical attribu-
tion by Google TAG)  

2022 - MARCH 07: PHISHING 
CAMPAIGN DELIVERING «MI-
CROBACKDOOR» MALWARE

A phishing campaign targeting 
Ukrainian government agen-
cies with the «MicroBackdoor» 
malware has been confirmed by 

CERT-UA. The latter claims that 
the malware campaign has simi-
larities to the activities of threat 
actor UAC-0051, also known as 
«UNC1151», which Mandiant says 
has links to the Belarusian go-
vernment58,59,60,61.

NOTE 
Award: Belarus – ATK254 
(UNC1151) (Technical Attribution 
by CERT-UA)

2022 - MARCH 09: CYBERAT-
TACK AGAINST A TELEPHONE 
OPERATOR

Reports have circulated sugges-
ting that telecommunications 
service provider Triolan was hit 
by a cyberattack. Three sources 
within the company and a former 
co-founder of the company said 
a cyberattack had occurred, with 
one claiming that some of Trio-
lan’s internal computers had stop-
ped working because the «attac-
kers were resetting factory-level 
settings.»62,63

NOTE 
Attribution: Not yet known

2022 - MARCH 09: «FORM-
BOOK» SPAM CAMPAIGN TAR-
GETS CITIZENS

A malicious spam campaign re-
moving the Infostealer Formbook 
specifically targeting Ukrainians 
has been discovered by Malware-
bytes. The email lure is written in 
Ukrainian and prompts victims to 
open a letter of alleged approval 
to receive funds from the govern-
ment.

2022 - MARCH 14: CADDYWI-
PER MALWARE ATTACKS 
AGAINST ORGANISATIONS

ESET researchers have discovered 
another wiper that has been used 
in attacks on a limited number of 
organisations in Ukraine. No code 
similarities with HermeticWiper or 
IsaacWiper were identified. There 
is evidence to suggest that the 
threat actors behind CaddyWiper 
infiltrated the target’s network be-
fore executing the wiper.66,67

NOTE 
Attribution: Not yet known

2022 - MARCH 16: CYBE-
RATTACK ON UKRAINE 24 
SPREADS DISINFORMATION

The Ukraine 24 TV channel fal-
sely reported on Wednesday that 
the Ukrainian president had urged 
Ukrainians to stop fighting and 
give up their weapons in what 
was reported as disinformation. 
The program’s news teletypewri-
ter was hacked to display mes-
sages to appear as if they came 
from the president. The TV sta-
tion confirmed that the news te-
letypewriter had been hacked and 
that the messages were fake. On 
the same day, a Telegram channel 
reported that hackers had posted 
a deepfake video of the president 
repeating similar messages on 
Ukrainian websites68,68,70,71.

NOTE 
Attribution: Not yet known

2022 - MARCH 17: CYBER 
ATTACK BY THE GROUP 
UAC-0020 (VERMIN) 
AGAINST UKRAINIAN STATE 
ORGANISATIONS USING THE 
SPECTR MALWARE

The Ukranian Ministry of Defence 
notified CERT-UA about the distri-
bution of e-mails containing mali-
cious files and targeting Ukrainian 
government and military entities. 
As a result of the attack, the vic-
tim’s computer would be infected 
with SPECTR malware72,73.

NOTE 
Attribution: Ukraine Hacking Col-
lective – VERMIN / UAC-0020

2022 - MARCH 17: WIPER 
MALWARE ATTACKS ON 
ENTERPRISES USING 
“DOUBLEZERO”

On March 17, 2022, the Ukrai-
nian CERT began observing phi-
shing campaigns on Ukrainian 
infrastructure. Indeed, CERT-UA 
cybersecurity researchers have 
observed malware-based attacks 
against Ukrainian organisations 
using a wiper called DoubleZero. 
Specifically, CERT-UA discovered 
several ZIP archives, one of which 
was titled «Extremely Dangerous.... 
Virus!!!. Zipper,» says the notice 
published by CERT-UA. As a re-

sult of the analysis, the identified 
programs are classified as Dou-
bleZero, that is, a malicious des-
tructive program developed using 
the C# programming language. 
DoubleZero has escape capabi-
lities and checks if security sof-
tware is present. It also performs 
system discovery, processes, and 
network shares. However, no 
signs of an automatic propagation 
mechanism or persistence tech-
nique were detected. If it achieves 
this through credential dumping, 
it will try to get the root user’s 
privileges.
A more accurate technical analy-
sis of the Wiper Double in chapter 
4 is available. 

NOTE 
Attribution: UAC-0088 - Techni-
cal attribution by CERT-UA

2022 - MARCH 22: CHINESE 
THREAT ACTOR SCARAB 
TARGETING UKRAINE

CERT-UA published an alert where 
they shared a quick summary and 
indicators associated with a re-
cent intrusion attempt through a 
delivery of a malicious RAR file. 
No further details available right 
now74,75.

NOTE 
Attribution: China APT – Scarab / 
UAC-0026 - Technical attribution 
by Sentinelone

2022 - MARCH 28: 
COMPROMISED WORDPRESS 
SITES FORCE VISITORS TO 
DDOS UKRAINIAN TARGETS

Threat actors are compromi-
sing WordPress sites to insert a 
malicious script that uses visi-
tors’ browsers to perform distri-
buted denial-of-service attacks on 
Ukrainian websites76,77.

NOTE 
Attribution: Not yet known

 

2022 - MARCH 28: CYBERAT-
TACK AGAINST UKRTELECOM

A major internet disruption 
caused by a cyberattack has been 
registered across Ukraine on na-
tional provider Ukrtelecom. Real-
time network data show connec-
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Overview of the malware deployed in the attack2022 - APRIL 08: 
INDUSTROYER2: INDUSTROYER  
RELOADED

ESET cybersecurity researchers, 
in collaboration with CERT-UA 
have discovered a new variant 
of the Industroyer malware, na-
med Industroyer2. Industroyer is 
a malware that was used in 2016 
by the Sandworm group to shut 
down power in Ukraine.
In addition to Industroyer2, Sand-
worm has used several destruc-
tive malware families, including 
CaddyWiper, ORCSHRED, SO-
LOSHRED and AWFULSHRED. 
Indeed, a variant of CaddyWiper 
was used again on 08 April 2022 
against the Ukrainian energy pro-
vider mentioned above. In other 
words, the attackers first deployed 
CaddyWiper on some Windows 
machines and destructive Linux 
and Solaris malware at the energy 
provider and then launched Indus-
troyer2 to cut off the electricity 
supply in a region of Ukraine. Fi-
nally, to erase the traces of the 

Industroyer2 malware, the Cad-
dyWiper malware was executed. 
At this stage, it is still too early to 
know how the attackers compro-
mised the victim or how they mo-
ved from the computer network 
to the Industrial Control System 
(ICS) network. 

NOTE 
Attribution: Russia- affiliated 
ATK14 also known as Sandworm

2022 - APRIL 11 CYBERATTACK 
ON A GERMANY-BASED WIND 
ENERGY COMPANY.

According to Deutsche Wind-
technik AG, a Germany-based 
wind-energy, remote control sys-
tems for approximately 2,000 
wind turbines were affected by a 
cyberattack. The wind turbines 
did not suffer any damage but the 
remote data monirtoring connec-
tions were shut down for two 
days . 

NOTE 
Attribution: BlackBasta gang (who 
allegedly have former members of 
Pro-Russian Conti group)
As the energy sector is the main 
element of Europe’s dependence 
on Russia, hackers possibly aimed 
to respond to states’ political sta-
tement about their will to refuse 
Russian gas and oil and choose 
green energy.

2022 - APRIL 14 CYBERESPIO-
NAGE USING ICEID BANKING 
TROJAN AGAINST UKRAINIAN 
CITIZENS

CERT-UA reported a mass dis-
tribution of malicious XLS-docu-
ments among Ukrainian citizens. 
Once opened they will download 
and first run the GzipLoader and 
subsequently the IcedID, a banking 
Trojan that can harvest user cre-
dentials85.

NOTE 
Attribution: Not yet known

2022 - MAY 9 CYBERATTACKS 
AGAINST RUSSIAN AND 
UKRAINIAN TELECOMMUNICA-
TION SECTOR

A large-scale DDoS affected the 
websites of Ukrainian leading te-

tivity collapsing to 13% of pre-war 
levels. The attack was foiled, and 
the company resumed its ser-
vices 78,79,80,81,82.

NOTE 
Attribution: Not yet known

2022 - APRIL 07: “STRONTIUM” 
TARGETS UKRAINIAN MEDIA 
ORGANISATIONS 

Microsoft observed attacks tar-
geting Ukrainian entities from 
“Strontium” including media orga-
nisations. According to Microsoft 
nearly all of Russia’s nation-state 
actors are engaged in the on-
going full-scale offensive against 
Ukraine’s government and critical 
infrastructure83.

NOTE 
Attribution: Nation State APT – 
Russia - Technical Attribution by 
Microsoft

Timeline of major cyber operations until March 2022

lecom operators. It is suspected 
that it was an attempt at filtering 
and re-routing online traffic to oc-
cupied territories and disrupt In-
ternet access in Ukraine86. 
On the same day, an anti-war 
message alerting on information 
manipulation by the Kremlin ap-
peared on Russian smart TVs and 
Yandex platforms. Other Russian 
platforms such as Rutube, Chan-
nel One and Russia-1 were targe-
ted the same week87. 

NOTE 
Attribution: Not yet known
These attacks took place on Vic-
tory Day, a national holiday in 
both Russia and Ukraine comme-
morating the Soviet victory over 
Nazi Germany in 1945. It was an 
important day for national propa-
ganda for both parties as the mas-
sive parade and the Presidents’ 
speeches were to be broadcasted 
live. 
Additionally, a massive rocket at-
tack on Odesa occurred the eve-
ning, while the President of the 
European Council was visiting the 
city . The synchronous attacks 
were likely meant to send a mes-
sage to both Ukraine and Europe. 

2022 - MAY 13 CYBERATTACK 
ON LVIV CITY HALL

A cyberattack targeted at Lviv City 
Hall aimed to disable the city ma-
nagement system. According to 
the mayor, the threat actor leaked 
stolen files on Russian Telegram 
channels. Services were restored 
within two days.

NOTE 
Attribution: Not yet known
Two days later, four rockets hit a 
military facility in Lviv’s Yavoriv 
district90. The simultaneity of the 
conventional and cyberattack’s 
goal was likely to increase panic 
among the Ukrainian population.

2022 - JULY 19 RUSSIA-MADE 
DDOS APPLICATION TARGETS 
UKRAINIAN ACTIVISTS

Google TAG reported that noto-
rious Russian state-sponsored 
hackers developed a fake ‘Cyber 
Azov’ DDoS application using 
the StopWar Android app deve-
loped by pro-Ukrainian developers. 
The app was hosted on a domain 
controlled by the threat actor and 
disseminated via links on third 
party messaging services91.

NOTE 
Attribution: Not yet known

2022 - JULY 20 DESTRUCTIVE 
CYBERATTACK ON RUSSIAN 
POWER PLANT

A cyberattack targeted the Indus-
trial Control System of the Gysi-
noozerskaya hydro-power plan in 
Russia and caused an explosion 
and an emergency shutdown. The 
threat actor said it was a retalia-
tory attack for the Russian inva-
sion92. 

NOTE 
Attribution: Anonymous-affiliated 
Ghost Sec hacktivist group

2022 - AUGUST 17 MASSIVE 
DDOS ATTACK ON ESTONIAN 
ORGANISATIONS

Estonia suffered its most extensive 
cyberattack since 2007. This DDoS 
attack affected organisations both 
from the public and private sector 
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(IT, healthcare, finance, education, 
insurance, arts) 93.

NOTE 
Attribution: Pro-Russian KillNet
This retaliatory attack occurred 
after the Estonia government an-
nounced the day before its inten-
tion to remove six monuments 
with Soviet military symbols in 
Narva94.

2022 - OCTOBER 11 PRES-
TIGE RANSOMWARE IMPACTS 
ORGANISATIONS IN UKRAINE 
AND POLAND

Microsoft discovered a ran-
somware campaign targeting or-
ganisations in the transportation 
and related logistics industries in 
Ukraine and Poland. The attacks 
occurred within an hour of each 
other across all victims95. 

NOTE 
Attribution:Russia-affiliated ATK14 
also known as Sandworm

2022 - OCTOBER 27 DDOS 
ATTACK AGAINST THE POLISH 
GOVERNMENT

The Polish Parliament’s website 
was hit by a DDoS attack that 
lasted 40 minutes96. 

NOTE 
Attribution: Pro-Russian People’s 
Cyber Army hacktivist group
The day before, the Senate of Po-
land unanimously adopted a reso-
lution on recognizing the Russian 
Federation government as a terro-
rist regime.

2022 - NOVEMBER 8 PHISHING 
CAMPAIGN TARGETING 
UKRAINE

CERT Ukraine reported a cam-
paign using an email pretended to 
be from the State Special Com-
munication Service of Ukraine to 
distribute malwares including in-
fostealers97. 

NOTE 
Attribution: Pro-Russian ATK111

2022 - NOVEMBER 11 CYBER 
ATTACKS AGAINST UKRAINIAN 
ORGANISATIONS

CERT Ukraine reported a cam-
paign against Ukrainian organisa-
tions using the Somnia malware98. 

NOTE 
Attribution: Russian FRwL

2022 - NOVEMBER 16 CYBER 
ATTACK AGAINST UKRAINIAN 
FINANCE MINISTRY

The threat actor claimed an hack 
on Ukraine’s Finance Ministry 
that allowed them to extract more 
than a million files and e-mails 
of officials on the span of several 
months99. 

NOTE 
Attribution: Pro-Russia XakNet 
(Russia-affiliated accorded to 
Mandiant)

2022 - NOVEMBER 18 CYBER 
ATTACK AGAINST RUSSIAN 
GOVERNMENT ORGANISATION`

The threat actor allegedly hacked 
the Russian federal executive 
agency responsible for monitoring 
and controlling Russian mass me-
dia, stole 2 TB of information and 
encrypted the employee’s worksta-
tions100.

NOTE 
Attribution: Belarusian collective 
Cyber Partisans

2022 - NOVEMBER 22 HACK-
AND-LEAK ON MOLDOVAN 
GOVERNMENT

The private conversations from the 
Telegram accounts of members of 
the Moldovan administration, in-
cluding the President, were leaked 
online. The messages implied that 
some Moldovan politicians had 
won rigged elections or had been 
installed improperly in their posi-
tions. Chisinau has claimed that 
some of the content of the alleged 
conversations was fake101. 

NOTE 
Attribution: Russian state-spon-
sored (according to the Moldovan 
government)
Pro-Europe policies have allowed 
Moldova to be granted with the 
EU membership candidate status 
in June. Chisinau has therefore 
speculated that this attack was 
meant to destabilize Moldovan pu-
blic opinion on the government, 
who has had to face Russian in-
fluence campaigns and corruption, 
and to deter the EU from granting 
it its membership. 

2022 - NOVEMBER 28 RAN-
SOMWARE ATTACKS AGAINST 
UKRAINIAN ORGANISATIONS

ESET researchers discovered a 
campaign targeting multiple Ukrai-
nian organisations using Ransom-
boggs ransomware with simila-
rities to the Industroyer2 April 
attack102

NOTE 
Attribution: Russia-affiliated 
ATK14 also known as Sandworm

2022 - DECEMBER 15 
CYBERATTACK AGAINST 
UKRAINIAN GOVERNMENT 
ORGANISATIONS

Mandiant discovered a campaign 
targeting Ukrainian government 
organisations using trojanized 
Windows 10 Operating System 
installers distributed via torrent 
sites in a supply chain attack103. 
The goal of these attacks was li-
kely reconnaissance at first, then 
intelligence and data theft. 

NOTE 
Attribution: Not yet known

2022 - DECEMBER 30 
DEFACEMENT OPERATIONS 
AGAINST SEVEN RUSSIAN 
DISTRICT ADMINISTRATIONS

Pro-Ukraine hackers claimed to 
have hacked Gazprom, the Rus-
sian energy giant. They allegedly 
stole 1.5 GB archive of confidential 
files and released a statement of 
confidentiality as proof104.

NOTE 
Attribution: IT Army of Ukraine

Which lessons?
in terms of the volume of attacks, 
we do see an upsurge in Russian 
and Ukrainian attacks, whether or-
chestrated by the states themselves, 
cybercriminals or hacktivists. DDoS 
attacks targeting government web-
sites or other private organisations, 
cyber disruption of satellite Internet 
services, phishing campaigns, and 
especially disinformation campaigns, 
are still widely used. 
Indeed, the cyber-activities related 
to the ongoing war in Ukraine cover 
the whole range of classic malware 
but also other much more destruc-
tive malware such as wipers that hit 
organisations and border control in 
Ukraine. These types of malware are 
very powerful because they can be 
used to cover the traces of a sepa-
rate data theft.

Therefore, in the short term, at-
tacks on critical infrastructure such 
as those in the energy sector must 
be considered in Western Europe 
in the event of an overflow of the 
conflict. The example of the German 
wind farm (chapter 6) is very inte-
resting because this attack shows 
that, while broad-spectrum attacks 
(DDoS, Defacement, Phishing) are 
possible and disabling, more targe-
ted and chiselled attacks can lead to 
much more decisive consequences. 
This type of attack is not an obs-
tacle for Russian groups in terms 
of capabilities. So, we have an in-
crease in the performance of some 
attacks coming from Russia against 
Ukraine. 

What can be deduced from 

this?
It is therefore possible to see an 
offensive update with three new 
wipers used. However, as shown 
above, Russia continues to carry 
out classic attacks against Ukraine. 
If in the short-medium term an 
overflow extends to France, it will 
be necessary to prepare for massive 
cyberattacks such as DDoS, defa-
cement, phishing campaigns before 
any other attacks. It will also be 
necessary to remain vigilant about 
more destructive attacks where 
malware such as Wipers can hit 
public and private organisations di-
rectly on French territory. 
This destruction software was 
pre-positioned in the systems of the 
targets before the conflict on spe-
cific organisations. Some French 
organisations in the energy sector 
and the government especially could 
already be victims of this type of 
pre-positioning. 
The objective of these attacks on 
French territory could be the same 
as that already observed in Ukraine: 
destabilization through cyber espio-
nage campaigns, phishing/smishing/
defacement, and sabotage, which 
can lead to major consequences 
against essential infrastructure. As 
explained in Chapter 6, we should 
also expect an increase in disinfor-
mation. The art of deception is a 
strategy regularly employed by the 
Russian state and will be able to go 
through channels that will target the 
entire population: social networks.
As a reminder, if in the West we 
talk about «cybersecurity» or «cyber 
defence», the Russian conception 
takes the form of an «information 
war». The latter includes cyber-of-
fensive, Computer Influence Strug-
gle (L2I) and psychological warfare. 
To prevent this, many recommen-
dations are provided in Chapter 6. 

2023 - JANUARY 17 CYBER 
ATTACK AGAINST THE UKRAI-
NIAN NATIONAL INFORMATION 
AGENCY

CERT-UA discovered a destructive 
cyberattack using CaddyWiper af-
ter the threat actor announced it 
on Telegram105.

NOTE 
Attribution:Russia-affiliated ATK14 
also known as Sandworm

2023 - FEBRUARY 1 CYBERES-
PIONAGE CAMPAIGN AGAINST 
UKRAINE AND POLAND

CERT-UA, CSIRT MON and CERT 
Polska observed a phishing cam-
paign mimicking official Ukrainian 
and Polish governmental websites 
to distribute malware106.

NOTE 
Attribution: Not yet known

2023 - FEBRUARY 6 
CYBERESPIONAGE AGAINST 
UKRAINIAN PUBLIC 
ADMINISTRATIONS

CERT-UA reported mass phishing 
emails impersonating Ukrtelecom 
distributing the Remcos malware 
to Ukrainian state bodies. 

NOTE 
Attribution: Not yet known

2023 - FEBRUARY 14 HACK 
AND LEAK OPERATION 
AGAINST PAKISTANI POLICE

The threat actor gained access to 
the Pakistani police’s information 
system via a phishing email with a 
file embedded with an infostealer. 
They allegedly stole confidential 
official data and personal data of 
citizens107.

NOTE 
Attribution: Pro-Russian Phoenix 
group
The threat actor said it was a re-
taliatory attack after the Pakistani 
government announced the trans-
fer of more than 10 000 shells for 
Grad multiple rocket launcher sys-
tems to Ukraine

2023 - FEBRUARY 23 CYBER 
ATTACK AIMED AT VIOLATING 
THE INTEGRITY AND AVAILABI-
LITY OF STATE INFORMATION 
RESOURCES

A previously known encrypted 
webshell was detected on one of 
the websites, and the fact of its 
use was confirmed in the period 
from 22:00 on 22/02/2023 to 
05:30 on 23/02/2023, because 
of which, among other things, the 
file «index.php» was created in the 
root web directory, which made 
it possible to change the content 
of the main page of the web re-
source. The interaction with the 
webshell was carried out from IP 
addresses, which belong, among 
others, to devices of other relevant 
organisations. This became pos-
sible through the compromise of 
accounts and subsequent connec-
tion to the VPN hubs of the affec-
ted organisations108. 
In addition, the previously known 
CredPump SSH backdoor (PAM 
module) was identified, which pro-
vides masked remote SSH ac-
cess (with a static password va-
lue) and logging of credentials and 
passwords when connecting via 
SSH.

NOTE 
Attribution: ATK256 (UAC-0056)
The attacker is not yet fully iden-
tified. The Ukrainian CERT has 
drawn preliminary conclusions wi-
thout making it clear that it was 
this group.
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OFFENSIVE COMPONENT REACTION CAPABILITIES

It was possible to see 
that there are several 
operations carried out 
by Ukraine. There are 
2 of them: Operation 
Groundbait, Operation 
Poison Needles.

OPERATION GROUNDBAIT

ESET cybersecurity researchers 
have discovered another cyber 
espionage operation in Ukraine: 
Operation Groundbait. The main 
point that distinguishes Opera-
tion Groundbait from other at-
tacks is that it mainly targe-
ted anti-government separatists 
in the self-proclaimed Donetsk 
and Luhansk People’s Republics. 
While the attackers appear to 
be more interested in separatists 
and self-proclaimed governments 
in eastern Ukrainian war zones, 
many other targets have also 
been targeted, including Ukrainian 
government officials, politicians 
and journalists (the reason for the 
targeting of the latter targets is 
not known).109

The infection vector for the 
spread of the malware was main-
ly through spear phishing emails 
(which is sort of the norm for 
targeted attacks). During our re-
search, ESET observed many 
samples, each with its designated 
campaign IDENTIFIER, an at-
tractive file name to arouse the 
interest of the target and decoy 
documents with various themes 
related to the current Ukrainian 
geopolitical situation and the war 
in the Donbass. We chose the 

name Groundbait, the translation 
of the Russian word Prikormka 
(Прикормка), because of a confu-
sing theme used in a campaign 
that stood out among the others, 
which used themes related to the 
armed conflict. The name of the 
malicious file was prikormka.exe 
and it displayed a price list of fi-
shing baits, a choice of lure docu-
ment that we have so far not been 
able to explain.
This operation has impacted go-
vernments, the pro-Russian po-
litical and journalistic world in 
Ukraine.

OPERATION POISON NEEDLES

On the evening of November 29, 
2018, shortly after the outbreak of 
the Kerch Strait incident, it was 
possible to uncover the espio-
nage-related attack on the FSBI 
«Polyclinic Number 2» affiliated 
with the Russian presidential ad-
ministration. The decoy docu-
ment used to launch the attack 
was a carefully falsified employee 
questionnaire, which exploited 
the latest Flash 0day vulnerabi-
lity CVE-2018-15982 and a cus-
tom Trojan with a self-destruct 
feature. All the technical details 
recovered by 360 Core Security 
indicate that the APT group is de-
termined to compromise the tar-
get at all costs, but at the same 
time, it is also very cautious. The 
operation affected the health sec-
tor in Russia.110
Finally, it is important to note 
that some groups engaged in acti-
vism can work with the Ukrainian 
government. This concerns the 

Ukrainian Cyber Alliance (UCA/
UKR). This group is a community 
of Ukrainian cyberactivists from 
different cities in Ukraine and 
around the world. The alliance 
was born in the spring of 2016 
from the merger of two cyber-ac-
tivists, FalconsFlame and Trinity, 
and was later joined by the RUH8 
group and individual cyberacti-
vists from the CyberHunt group. 
Hacktivists have united to counter 
Russian aggression in Ukraine.
The Ukrainian Cyber Alliance ex-
clusively transmits the extracted 
data for analysis, recognition and 
publication to Inform Napalm, a 
voluntary initiative aimed at infor-
ming the public about the conflict 
between Russia and Ukraine, as 
well as to Ukrainian law enforce-
ment agencies.
In the spring of 2016, the UCA 
conducted a hundred success-
ful attack campaigns on websites 
and mailboxes of activists, propa-
gandists, their conservatives and 
terrorist organisations operating 
in the occupied territories. Among 
the targets was the mailbox of the 
Russian organisation «Union of 
Donbass Volunteers». From there 
were obtained passport data and 
photo documents of Italian, Spa-
nish, Indian and Finnish citizens, 
who fight in the ranks of the 
Prizrak Brigade, for which Russia 
opens and, if necessary, extends 
visas. It was discovered that Rus-
sian terrorists wounded in the 
fighting in eastern Ukraine were 
being treated in military hospitals 
of the Ministry of Defence.111

Ukraine began on Friday, Februa-
ry 25 to mobilize about forty 
thousand of its reservists, voted 
the state of emergency and an-
nounced that it was the target of 
a new «massive» cyberattack tar-
geting official websites.
Indeed, the Ukrainian parliament 
adopted on Wednesday evening 
(23 February) by a large majority 
the introduction of a state of na-
tional emergency in the face of 
the threat of a Russian invasion. 
Oleksiy Danilov, Secretary of the 
Security Council and National De-
fence, told the deputies that «Rus-
sia’s aggressive policy towards our 
country has been and remains the 
main challenge to our security.»112
As can be seen, Ukraine’s cyber 
capabilities remain weaker than 
Russia’s, which limits the res-
ponses that can be made against 
adversary cyberattacks. There-
fore, it was announced by the 
Ukrainian government that a call 
for volunteers, hackers from the 
country, would be launched to 
help Ukraine protect critical in-
frastructure and carry out cyber 
espionage missions against Rus-
sian troops. 
More specifically, according to 
Reuters, calls to this effect, sup-
ported by the Ukrainian authori-
ties, appeared on DeepWeb and 
DarkWeb online forums on Fe-
bruary 24. 
Yegor Aushev, co-founder of Cy-
ber Unit Technologies and a well-
known figure in Ukrainian circles, 
said he wrote one of these calls at 
the request of a senior official of 
the Ukrainian Ministry of Defence. 
Indeed, the publication of one of 
these messages was issued on 

the morning of the 24th at the be-
ginning of Russia’s abuses against 
Ukraine.
The message reads: «Ukrainian 
cybercommunity! It’s time to 
get involved in our country’s cy-
ber defence.» Concretely, the vo-
lunteer cyber fighters would be 
divided into defensive and offen-
sive teams. On the one hand, vo-
lunteers would focus on protec-
ting critical infrastructure such as 
essential goods including energy 
and water utilities. As for the of-
fensive team, they aim to help the 
Ukrainian army with cyber espio-
nage and surveillance of the inva-
ding forces.113

NOTE 
The government is calling on 
volunteers from civil society to 
counterbalance the balance of 
power and carry out disorgani-
sation campaigns (see part 2). 
Ukraine is adapting to this new 
type of cyber conflict while im-
plementing conventional strate-
gies. As we explain at the end of 
this sheet, this tactic is a double-
edged sword since the disorgani-
sation generated can also hinder 
Ukraine and its allies (example of 
radiocommunications). 

However, from a strategic point 
of view, Ukraine is also asking 
for help from the states of the 
European Union. That’s why as 
early as February 21, the Euro-
pean Union said it was about to 
activate its cyber defence team 
to help Ukraine. EU foreign poli-
cy chief Josep Borrell said the EU 
«will send a mission of experts to 

help Ukraine deal with cyberat-
tacks.» This is a strategic asset 
for both Ukraine and European 
states. Ukraine knows it lacks 
the cyber capabilities to counter 
Russian cyber threats, and Kiev’s 
Western allies fear that cyber at-
tacks will target other countries, 
including states that have passed 
sanctions against Russia.114
After several months of conflict, 
Ukraine’s call for international 
help to counter Russia has led 
to several reactions on the cyber 
front. Within the country, several 
groups have been created with of-
ficial or unofficial state support, 
and many hacktivists of all types 
have joined the international fight 
against Russia.
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PUBLIC-PRIVATE PARTNERSHIPS.

PUBLIC-PRIVATE 
PARTNERSHIPS

Despite a real government organi-
sation in cybersecurity, there are 
still gaps in collaboration between 
the public and private sectors to-
day. 
Indeed, regarding research and 
scientific aspects, Ukraine is so-
rely lacking in effective specialized 
research institutions in the field 
of cybersecurity. This has a real 
impact and leads to difficulties in 
public-private partnerships.115
The Ukrainian central government 
has established the cybersecurity 
coordination format at the natio-
nal level for the coordination of 
cybersecurity policies. This format 
includes relevant entities from the 
public, private and civil society 
sectors116. 
Indeed, several cybersecurity 
consulting firms providing cyber-
security services work for the 
Ukrainian government.117
Some companies are interesting 
because they are likely to provide 
their cybersecurity services in the 
context of the conflict:
1.   The Active Audit Agency, LLC 

is an audit firm based in Kiev, 
Ukraine. Founded in 2009, this 
company provides cybersecu-
rity services to customers of 
all sizes. This includes penetra-
tion testing while accessing the 
internal network of a software 
organisation seeking to identify 
vulnerabilities. They produced 
comprehensive recommenda-
tions and risk assessments.  

2.  IT Specialist, LLC is a cyber-
security company that was 
founded in 2014. The agency 
focuses on cybersecurity and 
IT services for various sectors 
and clients such as the Ukrai-
nian Prosecutor’s Bureau.118

3.  Innovation Development HUB 
is a technology partner founded 
in 2016. The team is based in 
Kiev, Ukraine, and offers cus-
tom software development in-
cluding cybersecurity services. 
This organisation provides its 

services for various sectors 
such as e-health, telecom, fin-
tech and also the Ukrainian 
public sector, therefore the go-
vernment.119

However, several studies show 
that Ukraine lacks financial incen-
tives to attract the best specia-
lists to work for the government, 
and there is a significant problem 
of interoperability between the 
public and private sectors, which 
can be crucial in the context of the 
conflict. Much of the strengthe-
ning of Ukraine’s cyber defence 
would not have been possible wi-
thout the financial assistance and 
training of Western partners. Ne-
vertheless, the field of public-pri-
vate partnerships in cybersecurity 
is still in its infancy.
Then, small Ukrainian companies 
also provided help to reinforce the 
cyber resilience of Ukraine, which 
completed financial support from 
biggest companies. 
For instance, HackenProof, which 
is a bug bounty platform, launched 
two bug bounties to defend Ukrai-
nian media and critical infrastruc-
tures from Russian cyberattacks 
and to counter Russian disinfor-
mation campaigns. 
The engagement of HackenProof 
in the conflict allows ethical hac-
kers to report vulnerabilities 
through the platform and help cy-
ber forces to fix them. The plat-
form TechForUkraine was also 

created to connect tech entities 
with any Ukrainian organisation 
who need help to provide digital 
solutions and improve cyberse-
curity, resource distribution, safe 
messaging, embedded payments, 
etc120.

PARTNERSHIPS WITH 
OTHER GOVERNMENTAL 
ORGANISATIONS

Since the beginning of the Ukrai-
nian crisis at the end of February 
2022, the Ukrainian government 
has been trying to fill its gaps by 
asking for partnerships from other 
actors, including the public sector. 
For example, a senior Ukrainian 
official in South Korea said on Fri-
day, February 25, 2022, that his 
country wanted to seek Seoul’s 
help in strengthening its cyberse-
curity capacity to defend against 
Russian attacks. However, a Sou-
th Korean Foreign Ministry official 
said that while it would step up its 
support for Ukraine, his country 
did not envisage possible deep cy-
bersecurity cooperation between 
the two states.121

Since 2017, Ukraine has been 
working with the NATO Cyber 
Defence Trust Fund to strengthen 
the country’s technical capabilities 
to counter cyber threats. Support 
includes the creation of an inci-
dent management centre to mo-
nitor cybersecurity events, as well 

IT Specialist clients including the Ukrainian 
Prosecutor’s Office

as labs to investigate cybersecu-
rity incidents, as well as training 
in the use of this technology and 
equipment. The Security Service 
of Ukraine plays the main role in 
the Trust Fund.122

In addition, Ukraine and the United 
States also maintain financial re-
lations in the area of cybersecu-
rity. In 2020, it was announced 
by the United States that it would 
provide more than $8 million in 
cybersecurity assistance funds. 
The $8 million will be used to fund 
a new cybersecurity project spon-
sored by the U.S. Agency for In-
ternational Development (USAID), 
with the goal of ultimately inves-
ting $38 million over the next four 
years to strengthen Ukraine’s cy-
bersecurity capabilities, including 
through the development of the 
cyber workforce.123

It is interesting to show that 
Ukraine also wants to cooperate 
with Lithuania in the fight against 
cyber threats to the energy sector. 
Indeed, under the chairmanship of 
Farid Safarov, Deputy Minister of 
Energy for Digital Development, 
the Ministry of Energy organized 
a meeting with representatives of 
the Lithuanian National Cyberse-
curity Center to strengthen their 
cybersecurity security countering 
cyber threats that can impact cri-
tical infrastructure in the energy 
sector.124

Then, since February 22, 2022, 
several European Union member 
states have activated a team of 
specialists to help Ukraine ward 
off Russian cyberattacks, which 
previously accompanied kine-
tic combat ordered by Moscow. 
Croatia, Estonia, the Netherlands, 
Poland, and Romania are also part 
of the project, sponsored by the 
EU’s Permanent Structured Coo-
peration initiative on defence and 
security. The project will aim to 
provide cyber defence capabilities 
to EU organisations and partners. 
Teams are equipped with «common-
ly developed deployable IT toolkits 
designed to detect, recognize, and 
mitigate cyber threats.» 125 

PARTNERSHIPS WITH 
FOREIGN COMPANIES

Several tech companies pulled out 
of Russia and stepped up their 
support to Ukraine in various 
ways. Notable examples are listed 
below.

To respond to the HermeticRansom 
 ransomware targeting Ukrainian 
systems at the end of February, 
Avast has released a decryptor 
and offered it as a free-to-down-
load tool to help Ukrainians to 
restore their data quickly and re-
liably126. 
On March 2, the CEO of Cisco 
Systems announced that all bu-
siness operations in Russia have 
been frozen, while devoting a 
team of 500 experts to operate 
security products for critical enti-
ties in Ukraine. 
Vectra AI, a company offering 
AI-driven solutions to detect and 
respond to cyber threats, provided 
immediate assistance during the 
conflict by offering free tools, sys-
tems, experts, and advice to or-
ganisations operating in support 
of Ukraine and that can be tar-
geted. They especially provided a 
free access to Sirius scan, which 
allows for immediate discovery of 
malicious Microsoft Azure Active 
Directory activity that could lead 
to the compromise of Exchange 
Online mailboxes128.
BitDefender also responded to the 
emergency by offering security 
products free of charge to indivi-
duals and businesses in Ukraine 
that need urgent protection.
Wordfence, a WordPress secu-
rity expert, lifted licensing res-
trictions to allow customers to 
upgrade to Premium protection 
and blocked malicious requests 
from IP addresses that have been 
linked to threat actors.
KeepSolid and Proton VPN also 
donated 30% and 10% of their 
subscription revenues to sup-
port the Ukrainian, while blocking 
Russian propaganda sites.
VPNUnlimited and ProtonVPN of-
fered free license renewals to their 
products to all citizens of Ukraine.
Cloudflare, a US-based web in-
frastructure and security com-
pany, offering DDoS mitigation 
services, removed all customer 
encryption keys from data centres 
located in Ukraine, Russia and 
Belarus and developed a technolo-
gy enabling organisations to use a 
cloud vendor for SSL/TLS encryp-
tion. It also offered security ser-
vices that covered the country’s 
government and telecom organi-
sations129.
Microsoft offered free calling into 
and out of Ukraine by Skype, de-
ployed cybersecurity technical 

protections in concert with the 
Ukraine government, provided 
the ability to move critical sof-
tware services from on-premises 
servers to the cloud and helped 
to identify cybersecurity vulnera-
bilities in Ukrainian government 
systems thanks to RiskIQ. It also 
shared information free of charge 
with the Ukraine government to 
strengthen the Ukrainian cyberde-
fense130.
Google helped by sharing infor-
mation collected and analysed by 
their Threat Analysis Group about 
threats. It also provided Air Raid 
Alerts system for Android phones 
in Ukraine to improve safety131. 
The eligibility for Project Shield 
has also been expanded to provi-
de free protection against DDoS 
attacks for Ukrainian government 
websites, embassies and foreign 
governments close to the conflict. 
In concert with Ukrainian autho-
rities, Google also temporarily di-
sabled some live Google Maps fea-
tures in Ukraine to help protect 
local communities. The Advanced 
Protection Program was also offe-
red to hundreds of high-risk users 
in Ukraine132.
In March 16, Facebook removed 
a deepfake video about Zelensky 
asking Ukrainian troop to lay 
down their arms133.

Analyst's observation
Ukrainian capabilities have been 
strengthened since the beginning of 
the conflict through the contribution 
of foreign technology companies 
operating cyber security services. 
This assistance has benefited the 
Ukrainian government, critical sec-
tors and citizens. It counterbalances 
the lack of interoperability between 
the public and private sectors in 
Ukraine in sharing information to 
secure cyberspace and the vulnera-
bility of Ukrainian national agencies 
contributing to cybersecurity, which 
depend mainly on volunteers and 
hybrid actors to respond to attacks. 
On the one hand, the assistance of 
foreign technology companies helps 
to strengthen Ukrainian defensive 
capabilities and to preserve the ca-
pacity to communicate and coor-
dinate operations at limited costs. 
Indeed, the cybersecurity solutions 
against DDoS, free licenses for in-
creased protection of critical sof-
tware, vulnerability detection sys-
tems, malware decryptors provided 
by these companies were particular-
ly relevant to respond to the types of 
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cyberattacks used against Ukraine, 
which were mainly malware, DDoS 
attacks and wipers. Unlike Russia, 
which demonstrated a high level 
of offensive cyber capabilities (al-
beit not very effective) but lacked 
defensive capabilities, as evidenced 
by major attacks on Russian minis-
tries and major national agencies, 
Ukraine improved its resilience by 
complementing its offensive capabi-
lities with a strong defence.
On the other hand, the solutions 
provided by foreign companies have 
limited the impact of Russian infor-
mation operations against Ukraine 
to destabilise the country. Indeed, 
the suppression of fake news on so-
cial media, the provision of secure 
VPNs and a warning system for air 
strikes have helped to ensure direct 
communication channels between 
Ukrainians and with the outside 

Ukrainian law defines the fields of 
action of the various actors in cy-
berspace based on two texts: 
1.  Founding Principles of Cyber 

Security in Ukraine (2017)135

2.  Ukraine’s Cybersecurity Strate-
gy for 2021-2025 

The first text defines the Ukrainian 
cyber doctrine (see doctrine). The 
second provides guidelines for the 
implementation of a policy that 
contributes to improving cyber 
capabilities at the state level. This 
document is adopted by the Natio-
nal Defence and Security Council 
of Ukraine (NSDC) which is the 
coordinating body for matters re-
lated to security and national de-
fence under the authority of the 
President of Ukraine. Since March 
2016, the NSDC has integrated 
an operating body: the National 
Coordination Center for Cyberse-
curity (NCCC) which supervises 
cybersecurity actors. The main 
entities of the national cybersecu-
rity system are the State Service 
of Special Communications and 
Information Protection of Ukraine, 
the National Police, the Security 
Service of Ukraine (SBU), the Mi-
nistry of Defence and the Gene-
ral Staff of the Armed Forces of 
Ukraine, the intelligence agencies 
as well as the National Bank of 
Ukraine. In addition, each of these 
agencies implements cybersecu-
rity measures only within its area 

Moreover, as demonstrated a re-
port of the Microsoft Threat In-
telligence Centre, cyberattacks 
against Ukrainian infrastructures 
seem being correlated to missile 
strikes, which justifies the rele-
vance of such measures to secure 
data outside the country with 
trusted solutions 134.

The main risk for these forei-
gn companies is their exposure 
to repressive cyberattacks lead 
by pro-Russian hackers, as they 
stand as direct allies of Ukraine. 
However, these companies sup-
port Ukraine because, in the 
context of increasing cyber threats 
all around the world and of the 
growing awareness regarding the 
consequences of cyberattacks for 
institutions and businesses, their 
action in the conflict is a way to 
promote their capacity to provide 
useful and secure services to their 
clients. It also helps them to be up 
to date to for the discovery of new 
security flaws to fix them as soon 
as possible.

world for accurate information, 
while preventing Russia from mani-
pulating the population or disrupting 
the army with disinformation. Final-
ly, Ukraine has also been able to de-
commission its digital infrastructure 
in data centres hosted in Europe to 
ensure the continuity of its critical 
operations and protect sensitive go-
vernment data. For example, at the 
beginning of the conflict, Microsoft 
provided services to Ukraine to qui-
ckly move data out of the country. 
As a result, national institutions 
were still able to access critical data 
for government digital operations. 
This was particularly relevant as 
Ukrainian data centres were one of 
the first targets of Russian air strikes 
against Ukrainian infrastructure.

Defending Ukraine: Early Lessons from the Cyber War, Microsoft (1/2)

DEFENCE STRUCTURE

of competence, while the NCCC 
has no direct power or regulato-
ry leverage over the key players 
in the national cybersecurity 
system.135,136,137,138,139    
The NCCC may make proposals 
on the training and refinement of 
Ukraine’s cybersecurity strategy 
to the President of Ukraine. The 
agency has a new modern loca-
tion in the business centre «Par-
kovy». Its capacities have also 
been expanded, integrating since 
a January 2020 decree of Pre-
sident Zelensky the possibility for 
private actors to contribute to the 
implementation of national pro-
jects and initiatives. 
The State Service for Special 
Communications and Infor-
mation Protection of Ukraine 
(Derzhspetszvyazok, SCIP) is one 
of the major players in Ukraine’s 
cybersecurity, in charge of the 
protection of information and 
national telecommunication 
networks. The agency regularly 
conducts security audits on cri-
tical infrastructure. In May 2021, 
the service inaugurated the UA30 
Cyber Center, with the aim of 
protecting not only government 
agencies but also businesses and 
ordinary citizens from cyberat-
tacks.140

The national police integrate a Cy-
ber police department within the 
criminal police, whose role is to 
fight crime within the IT.141
The Security Service of Ukraine 
(SBU) plays a role in preventing, 
detecting, and responding to 
crimes committed in cyberspace. 
The service ensures especially the 
fight against cyberattacks targe-
ting the country’s vital infrastruc-
tures as well as the response to 
computer incidents (cyber es-
pionage, cyber terrorism) in the 
state’s safe harbour. 
The CERT-UA is placed within the 
SCIP and intervenes in cybers-
pace by analysing the various cy-
ber incidents that have affected 
the national territory.142
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DOCTRINE AND MEANS

NOTE 
The following analysis only consi-
ders the doctrinal, strategic, 
and human structure of Ukrai-
nian cyber defence. It should be 
noted that despite a cyber defence 
that could appear incomplete in 
the perspective of a cyber war, 
Ukraine has remarkably well re-
sisted the attempts of destructive 
attacks (notably) led by Russia. 
This resistance is due in particular 
to several years of cyber-conflict 
and cyber-harassment led by Rus-
sia, which were in the end strate-
gically counter-productive as they 
allowed Ukraine to considerably 
strengthen its defences.

UKRAINIAN CYBER DOCTRINE 
AND STRATEGY

For a very long time, Ukraine has 
considered cybersecurity as an 
element of information security. 
The latter appears in Article 17 of 
the Ukrainian Constitution, de-
fined as an essential component 
of national sovereignty: «To pro-
tect the sovereignty and territorial 
integrity of Ukraine, to ensure the 
security of the economy and in-
formation, are the most important 
tasks of the State and those that 
concern the entire Ukrainian popu-
lation.»143
The consideration of the cyber 
field appears as early as 2003 
in a document entitled The Fun-
damentals of National Security 
of Ukraine which, if it does not 
directly use cyber terminology, 
refers to «computer crime» and 
«computer terrorism» as threats 
that are part of the broader field 
of information security. The im-
portance given to information as 
a threat can be explained by the 
history of Ukraine, which as a for-
mer Soviet Republic is subject to 
the Russian strategy of disinfor-
mation. The evolution of modus 
operandi and the use of Ukraine 
as a testing ground by Russian 
hackers has made a distinction 
between information warfare and 
cyber activities. This distinction 
has been reflected in a regulatory 

way by the appearance of agen-
cies dedicated to the fight against 
cyber threats and the adoption of 
a national strategy from 2016. The 
document enshrining this strate-
gy recognizes for the first-time 
cyberspace as a single field of hos-
tility that must be regulated.144,145
Ukraine perceives cyber as a 
threat to its territorial integrity, 
including from actors affiliated 
with Russia. In the civilian field, 
the Ukrainian strategy focuses on 
the defence of critical infrastruc-
ture and the fight against cyber-
crime. In the military field, units 
dedicated to cyber security play a 
supporting role vis-à-vis combat 
units during joint operations. 
Ukraine’s cyber strategy consi-
ders the importance of a systemic 
approach, based on collaboration 
between different public and pri-
vate actors, but is strongly criti-
cized for the effectiveness of this 
cooperation146.

HUMAN RESOURCES

In the event of a severe attack, 
Ukraine may not have a sufficient 
number of skilled cybersecurity 
workers to restore the systems 
targeted by the attack (i.e., resto-
ring power grids requires a trained 
and large workforce that could 
then be mobilized on other fronts). 
To meet this need for human 
strength to stand up to the Rus-
sians, the Ukrainian Minister for 
Digital Transformation announced 
in a tweet dated February 26 that 
he was creating an «IT army», cal-
ling at the same time all experts 
to join this unit to fight the Rus-
sian front in cyberspace.147,148 , 
Moreover, Ukraine could benefit 
from its first-hand experience of 
cyber attacks and Russian disin-
formation. The invasion of Ukrai-
nian territory was accompanied 
by SMS spam spreading rumours. 
This technique of disinformation 
has not made it possible to de-
ceive the Ukrainian population, 
resilient because accustomed to 
undergoing these methods.149

NOTE 
Cyber means largely dependent on 
international aid in the context of 
the conflict. 

Much of the improvement in 
Ukrainian cyber defence would 
not have been possible without 
the financial assistance and trai-
ning of Western partners.
Through various programs, the 
United States has participated 
in the rise in competence of the 
Ukrainian cyber weapon. On June 
11, 2021, the U.S. Department of 
Defence (DoD) announced the 
launch of a new $150 million pro-
gram, including conventional mili-
tary capabilities but also electro-
nic warfare equipment.150

As mentioned in section 1.3 the 
United States Agency for Inter-
national Development (USAID) 
launched in 2020 a massive in-
vestment plan covering 4 years 
and nearly $38 million. The plan 
was intended to improve the resi-
lience of Ukraine’s cyber strategy. 
Many experts have criticized the 
plan, pointing to an inefficient al-
location of funds – more for the 
purchase of software and hardware 
for private companies than for 
strengthening the security of in-
dustrial control systems (ICS). 151, 152

On 22 February 2022, Lithua-
nia announced that it will send 
a CRTT (Cyber Rapid Response 
Team) to Ukraine to assist the 
teams on the ground in the fight 
against cyberattacks. These CRTT 
teams, composed of 8 to 12 cyber 
experts, are part of a PESCO pro-
ject, enabling the collaboration of 
EU members in the fields of secu-
rity and defence.153 

From the point of view of cyber 
offensive means, Ukraine benefits 
from the support of the interna-
tional hacker group «Anonymous». 
The group, which has declared 
cyberwar against the Russian go-
vernment, has already claimed 
responsibility for the attack that 
led to the shutdown of Russian 

government sites on Saturday.154 
The consensus within the cyber 
community seems to be that des-
pite capacity building, enabled by 
Western investments, Ukraine 
does not have the capacity to res-
pond to a high-level attack on its 
critical infrastructure. Ukraine’s 
electricity system, for example, is 
not secure enough to combat a 
sophisticated cyber attack from 
Russia (such as the one in De-
cember 2015).155

What are Ukraine's resilience 
and response capacities? 
The Ukrainian population as well 
as professionals in the sector have 
developed a strong resilience, suf-
fering continuously cyber attacks 
from Russia in recent years. Espe-
cially, they have a better ability to 
detect phishing or misinformation 
attempts. The technology sector 
employs 200,000 people in Ukraine 
and has become a strong and ex-
porting industry. The private sector 
benefits from a skilled workforce. 
Government resources are far from 
being perfect: simple and well-or-
chestrated modus operandi allowed 
Russian hackers to infiltrate com-
promised systems for several weeks 
to carry out the January 14, 2022, 
attack (WhisperGate).
Despite U.S. investments, Ukraine’s 
power grids remain vulnerable, and 
Russia could decommission those 
grids. They have already done so 
twice in 2015 and 2016. These two 
incidents correspond to sophisti-
cated operating methods, of a hi-
gher level than the activity detected 
since the beginning of the war. 
The level of information sharing and 
communication between the go-
vernment and the private sector is 
better than in 2015 and has been a 
lifesaver in many ways throughout 
this year of conflict. Nevertheless, it 
should be noted that domestic Pu-
blic-private partnership is still mar-
ked by low interoperability, which 
can be problematic.
With the Ukrainian Security Ser-
vice (SBU) mobilised on defensive 
issues, Ukraine’s ability to react 
and respond offensively appears to 
be limited to the work of sponsored 
foreign actors, volunteers and hy-
brid actors (i.e., IT Army). The State 
Service for Special Communica-
tions and Information Protection of 
Ukraine (Derzhspetszvyazok, SCIP) 
is at the forefront of the organisa-
tion of Ukrainian cyber defence.

Should we fear a saturation 
of Ukrainian defences?
A saturation of Ukrainian defences 
is to be expected in the event of a 
major incident affecting a critical in-
frastructure (electricity grid, water 
treatment system, etc.). In this case, 
Ukraine would lack the manpower 
to both ensure the restoration of 
the compromised critical system 
and continue to address threats to 
other infrastructure. This scenario 
does not seem to be on the agenda 
now, given the limited effectiveness 
of Russia’s destruction operations 
so far and the defence now struc-
tured and reinforced by the assis-
tance of Ukraine’s allies.

Recommendations
Cyberattacks on Ukrainian govern-
ment systems have shown the im-
portance of pre-positioning Russian 
malware in strategic Ukrainian sys-
tems. The focus should therefore 
be on detecting malicious content 
on these systems. The various de-
tection measures are supported in 
chapter 6.
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HYBRID ACTORS  
SUPPORTING UKRAINE

ANONYMOUS AND ITS 
AFFILIATES NETWORK 
BATTALION 65’ (NB65)

About a week ago, following the 
invasion of Ukraine by the Rus-
sian Federation, more intense cy-
ber activity emerged than usual. 
EU states and NATO members 
strongly condemned the invasion 
of Russia and applied sanctions 
regimes. 
In addition, non-state cyber 
groups such as Anonymous, or 
NB65 have also taken positions 
against Russia by wishing to des-
tabilize the latter through cybe-
rattacks to take government sites 
offline (Anonymous’ main activity) 
or to directly attack Russia’s cri-
tical infrastructure by paralyzing 
ICS/SCADA industrial systems 
(NB65’s main activity).156,157

Many Anonymous accounts have 
recalled that their operations are 
aimed at the Russian government 
and that it is inevitable that the 
private sector will also be affected. 
One of the many Twitter accounts 
run by Anonymous tweeted that 
the «NB65» hacking group, af-
filiated with Anonymous, shut 
down the control center of the 
Russian space agency «Roscos-
mos Spy-Satelites» on March 2. 
Roscosmos chief executive Dmi-
try Olegovich Rogozin denied the 
claim, tweeting: «The information 
of these scammers and petty 
scammers is not true. All of our 
space activity control centers are 
operating normally. ». 
In addition, the NB65 Group has 
closed the gas supply supplied by 
Tvingo Telecom in Russia. Tvingo 
Telecom is owned by Rostelecom, 
a Russian state-owned telecom-
munications company.

Tweets about Anonymous and its NB65 affiliates

Key events of the Anonymous and NB65 attacks

List of designated targets.

Response from the CEO 
of Roscosmos

Tweet from NB65 about the 
cut in gas supply provided by 
Tvingo Telecom.

NOTE 
On Pastebin Anonymous desi-
gnated Russian ICS targets.158

However, the Anonymous group 
has gone further by directly des-
tabilizing Russian oligarchs who 
remain close to President Putin. 
In fact, at the end of March, Ano-
nymous announced the hacking 
of Thozis Corp, while on April 1, 
2022, the group claimed responsi-
bility for hacking the Marathon 
Group. Marathon Group is a Rus-
sian investment company owned 
by the oligarch Alexander Vinoku-
rov (the son-in-law of Russian Fo-
reign Minister Lavrov), who has 
been sanctioned by the EU.

IT ARMY

Ukrainian Deputy Prime Minister 
and Minister of Digital Transfor-
mation Mykhailo Fedorov an-
nounced in a tweet on Saturday 
the creation of an ‘IT159Army’ to 
fight Russia in cyberspace. The 
tweet includes the link of a Tele-
gram channel on which there is a 
list of Russian organisations cor-
responding to the targets of the ‘IT  
Army’. These 31 organisations are 
banks, government agencies, and 
private sector companies. This in-
cludes energy multinationals Ga-
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zprom and Lukoil, internet provi-
der Yandex, banks Sberbank, VTB 
and Gazprombank, the Kremlin 
and the Ministry of Defence. 
The Telegram channel ‘IT Army of 
Ukraine’ has more than 300,000 
subscribers (17/03). No technical 
prerequisites are necessary to 
join the ‘chat’, which is composed 
mainly of Russian speakers but 
also English speakers. Through 

regular posts, the group adminis-
trator sends URL links to sites to 
be targeted by DDoS attacks.

LISTS OF TARGETS 
MENTIONED BY THE IT ARMY 
ON THE TELEGRAM CHANNEL

The table below shows the targets 
that can be assigned with a high 
level of confidence to members 

of the IT Army based on Figure 1. 
The administrator posts the name 
of a specific victim 2. The victim’s 
site is made inaccessible within 
minutes. 
Rather than ginning out its tar-
gets one by one, the IT Army 
chose to make a reminder of the 
priorities in a post-dated March 3, 
2022. We see the prevalence of 
strategic targets.

Targets suggested by the IT Army URL link Site taken out of 
service

Objectives Date

Best exchange - Russian currency 
exchanger

https://www.bestchange.ru/tether-
trc20-to-visa-mastercard-euro.html

YES Strategic 28/02

Sberbank – state bank www.sberbank.ru YES Strategic 28/02 
and 
02/03

Объясняем.РФ, Russian news site Объясняем.РФ YES Information 
warfare

01/03

P2P exchange platforms Multiple / Strategic 28/02

FSB website https://www.fsb.ru/ YES Strategic 28/02 
and 
02/02

Moscow Stock Exchange https://www.moex.com/ YES Strategic 28/02

Belarusian information policy  aniform.gov.by YES Information 
warfare

27/02

Gosuslugi – Russian public services portal https://www.gosuslugi.ru YES Strategic 28/02

Electronic signature services Multiple / Strategic 01/03

STATED OBJECTIVES OF THE 
IT ARMY

-Objective   1:  counter  Russian pro-
paganda and allow Russian ci-
tizens to benefit from other 
sources of information. Every day, 
a specific topic is dealt with by the 
IT Army. This Tuesday, March 1, 
day 1 of the initiative deals with the 
“financial apocalypse” and aims to 
inform nearly 30 million Russians 
about the consequences of finan-
cial sanctions. Each member of 
the IT Army can participate in this 
information war in several ways: 
1.  For the least qualified profiles, 

the IT Army recommends repor-
ting content containing Russian 
propaganda on the various plat-
forms and especially Youtube,

2.  For slightly more technical pro-
files, the IT Army sends URL 
links to sites relaying Russian 
propaganda so that they can be 
taken out of service via DDoS,

For creative profiles (marketers, 
developers, engineers), the IT 
Army offers volunteers the oppor-

tunity to join a channel on which 
counter-propaganda messages 
are created. This channel is more 
secure since a verification of the 
identity of each member and his 
motivations is carried out. 
Objective 2: Objective of strate-
gic destabilization by attacking 
Russian multinationals, finan-
cial services, and large groups. 
If launching DDoS campaigns 
seems preferred, it is possible that 
the pursuit of this goal will lead 
the IT Army to turn to more des-
tructive methods. 
Objective 3: Signalling objective. 
The IT Army has received a signi-
ficant media craze, which explains 
the importance of the number of 
its subscribers on Telegram. This 
allows Ukraine to show a signifi-
cant level of engagement of the 
entire country and the internatio-
nal community against the Rus-
sian cyber front.160

IT Army Priority Targets.

Another proposal to launch an IT Army

Extracts from the IT 
Army conversation

ORGANISATION

If the number of subscribers to the 
Telegram channel makes it pos-
sible to send a strong message of 
solidarity from the Ukrainian cy-
ber front, it hinders unity and ef-
fective coordination of tasks. If the 
concept seems rather simple (the 
administrator posts the names 
of the targets to be attacked and 
the participants send multiple re-
quests to these sites to saturate 
them), the lack of instructions on 
how to proceed does not allow the 
participation of all profiles. The re-
cent opening of discussion spaces 
below the posts has made it pos-
sible to realize this. 
- Anthology: «Is there an instruc-
tion manual on what I can do 
if I am a newcomer?», «Please 
give instructions on the DDoS», 
«Somewhere in the fact sheet, 
leave instructions on the DDoS 
for dummies»
Faced with this request, several 
Internet users shared documents 
listing instructions for conducting 
DDoS attacks but also software 
projects to automate the process 
(see screenshot of left and middle). 
However, the discussion within 
the community remains chao-
tic and these messages can be 
drowned in the flow of messages 
posted. In addition, the use of the 
Cyrillic alphabet in conversations 
makes it difficult for English-spea-
king members of the community 
to cooperate and share informa-
tion. If an English version of the 
IT army was created on a Tele-
gram channel, its influence is less 
especially because of the limited 
number of its members (1300 to 
1er March 2022).
Other channels relay information 
from the IT Army and encourage 
their subscribers to join this cyber 
front. This is particularly the case 
of CyberSpace Ukraine or the of-
ficial Fedorov channel. Some have 
even tried to transpose this initia-
tive to other platforms. A Reddit 
user proposed a structure to set 
up a structure to meet the need 
for a Ukrainian cyber force to fi-
ght Russia. This structure would 
respond to the confused aspect of 
the Telegram channel.161
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OPERATION OF THE 
TELEGRAM IT CHANNEL ARMY 
BY CYBERCRIMINALS

We have mentioned just above the 
many DDoS software offers offe-
red by members of the IT Army 
for less experienced volunteers 
so that they can participate in 
the computer warfare effort and 
launch, from their computer, at-
tacks This primary organisation of 
supply and demand in the com-
ments of IT Army posts gave 
ideas to cybercriminals. The latter 
have therefore disguised malicious 
content, making it look like sof-
tware to attack Russia.
Cisco Talos analysed one of them. 
The scheme is simple: 1. the ma-
licious individual promotes on 
Telegram a tool to make DDoS 
attacks on Russian propaganda 
sites 2. The novice user wishing 
to participate in the war effort 
downloads this tool, in this case 
it is called «Liberator». It actual-
ly uploads a file containing an In-
foStealer that dumps a variety of 
credentials and a large amount 
of information related to crypto-
currencies, including wallets and 
metamask information, which are 
typically associated with non-fun-
gible tokens (NFTs).

TEAMONEFIST/GHOSTSEC

TeamOneFist is the first of the 
known pro-Ukraine hacktivist 
groups to have moved beyond at-
tacks with cyber attrition results 
to cyber attacks with physical at-
trition results. 
From the beginning of the Rus-
sian-Ukrainian war, various cy-
ber actors came together under 
names that changed relatively 
regularly until they became Tea-
mOneFist. Most of its members 
are disorganised and do not 
always seem to be working towar-
ds the same goals, or even coor-
dinating... Members or supporters 
can be found on social platforms 
via their nickname, usually en-
ding with the suffix «OneFist» (i.e., 
ThraxmanOnefist). Although ef-
fectively disorganised, unlike their 
Russian counterparts such as 
KillNet, the group’s members are 
assessed as being technically gif-
ted overall. 
Their ability to penetrate and un-
derstand target systems seems to 
be their strength, allowing them to 

The British branch of Anonymous claims to have neutralized the 
Buzzer UVB-76.

Infostealer disguised as a Russian attack tool on Telegram

TeamOneFist Logo

carry out unpredictable but often 
high impact material and moral 
actions. As a very disparate hack-
tivist group, unlike the IT army of 
Ukraine, TeamOneFist acts pa-
triotically in defence of Ukraine, 
and often carries out propaganda 
communication in this sense, but 
does not answer to the Ukrainian 
authorities, who probably tolerate 
or encourage them without fun-
ding them. 

NOTE 
This group is one of those capable 
of participating in a high-intensity 
conflict and reorienting it towards 
a type of ‘hybrid conflict’. Indeed, 
beyond propaganda or influence 
warfare, the material destruction 
attacks they can implement are 
part of the beginnings of future 
high-intensity hybrid warfare me-
thodologies and true cyberwarfare. 
Their diverse skill set allows them 
to participate in all aspects of it: 
DDoS attacks, sabotage, data des-
truction, etc...

ORGANISATION

The TeamOneFist group claims to 
have made its debut in a cyberat-
tack operation last April in support 
of Ukraine’s IT army. This opera-
tion, dubbed “Operation Dark Fi-
ber,” was their first anti-Russian 
related action, followed by several 
other attack campaigns targeting 
civilian infrastructures in nume-
rous Russian cities.
The group appears to be young 
and aligned with other more ma-
ture cyber-hacktivist groups such 
as the IT Army of Ukraine. Their 
main goal seems to be the desta-
bilisation of Russia’s civilian ener-
gy resources on its own territory, 
probably with the aim of creating 
blackout zones. The group claims 
that its main purposes are to des-
tabilise Russian forces and to seek 
justice for all countries that have 
suffered under Russian occupa-
tion (including Syria, Georgia, and 
Moldova). However, their ambi-
tions do not seem to stop at Rus-
sia with some limitations officially 
stated by the leaders, including 
not targeting medical facilities.

MODUS OPERANDI

In their various operations, they 
have mainly carried out DDoS 
attacks but also more complex 
attacks. The group has also pro-
ven that they have remote access 

to some critical networks as we 
have seen during the Meade ope-
ration. The leaders have repeate-
dly explained that they use routers 
such as Cisco’s to infiltrate and 
retrieve data from certain Russian 
organisations, such as the opera-
tor VimpelCom. `

COMMUNICATION

The group’s communication on its 
Telegram channel seems relatively 
inconsistent, with, for example, 
announcements of attacks before 
they are launched. The members 
seem to play on a strong com-
munication around their actions 
which are only slightly publicised 
outside their own network.

OBJECTIVES

Their main targets for long-term 
operations are concentrated in the 
government, energy, and financial 
sectors. However, the group also 
targets specific organisations. For 
example, the Moscow University 
departments that TeamOneFist 
claims to have infiltrated on July 11.

OPERATIONS

Here are examples of operations 
conducted by TeamOneFist and its 
affiliates.
Operation Darkfiber – April 2022 
- Government sector
The group says Darkfiber was a 
TeamOneFist operation launched 
in April 2022 targeting the Rus-
sian government’s main Internet 
service provider. 
The operator provides the Russian 
government with VoIP, data ser-
vices and commercial and military 
IT infrastructure. The attack alle-
gedly used a zero-day vulnerability 
to access and silence thousands of 
routers in Russia. 
The operation reportedly took place 
between April 15 and 30, 2022, 
and is considered by the group to 
be a major success.
Operation collapse – June 2022 – 
Energy sector
On June 24, the group claims to 
have obtained results for an ope-
ration called «Operation Collapse.» 
The operation would have targe-
ted two Russian thermal power 
plants in Gusinoozyorskaya and 
Kharanorskaya. The result would 
be that 2 million people would be 
without electricity, and a delay of 8 
hours before basic services would 

be restored. This operation was 
also claimed by the pro-Ukraine 
group GhostSec, suggesting that 
the two groups may be in contact 
or supporting each other.

NOTE 
It is noteworthy that the group 
GhostSec also claimed responsibi-
lity for this attack (see alert of 25 
July 2022). This leads to several 
hypotheses to be put forward:
On the one hand, Ghostsec and 
TeamOneFist can be the same 
group with different names to blur 
the tracks as to the detection of 
their attack. 
The second hypothesis is that they 
are two separate groups that car-
ried out the same attack collabo-
ratively, which may involve sharing 
human and material resources in 
this and future attacks. 
The third and final hypothe-
sis would be that GhostSec and 
TeamOneFist are two separate 
groups, but that TeamOneFist 
claimed responsibility for the at-
tack to make itself known and 
have more visibility. Hypothesis 
may be relevant in the sense that 
this group is not the best known 
since the beginning of the Rus-
sian-Ukrainian conflict.

Operation Meade – July 2022– 
Financial and Energy sector
On July 4, during Operation 
Meade, TeamOneFist claims to 
have attacked a Russian high-se-
curity network supported by Net-
gear SXR5308 VPN and encryp-
tion using a Telnet shell.
This targeted network was re-
portedly used to transport financial 
transactions to the AWS service, 
but TeamOneFist says it suspects 
a government-origin network.
During the operation, the group 
claims that one of the Netgear 
devices belonged to the Angarsk 
electrolysis chemical complex, 
which was enriching uranium. The 
group would have exploited this 
vulnerability and neutralized the 
Cisco VOIP of the site linked to the 
Netgear equipment.
Operation Zero Wave – July 2022 
– Financial sector
On July 20, the group announced 
that after 32 hours of disruption, 
the PSP servers of Inpas, Russia’s 
largest exchange technology plat-
form, were still down.
Many organisations use Inpas ser-
vices, such as Gazprom, Russian 
Standard Bank, and the Moscow 
Metro. 
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The specific goal of the attack was 
to prevent crypto-currency pay-
ments to Mir and Visa on Inpas’ 
systems. TeamOneFist estimates 
that during the operation, 100,000 
payment systems were rendered 
inoperable.

RADIOCOMMUNICATION 
SABOTAGE ACTIONS

MILITARY COMMUNICATIONS

Action on the electromagnetic 
spectrum to influence telecommu-

nications falls into the category of 
electronic warfare, which can be 
intimately linked to cyber in some 
cases. In high intensity, the two 
fields of action are linked by na-
ture, cyber concerning the infor-
mation conveyed and electronic 
warfare concerning the «carrier» 
conveying the data. 
In the Russian-Ukrainian conflict, 
we find all the components of elec-
tronic warfare with jamming, in-
terception, and localisation. Many 
of the tools used to transmit a 
«carrier» frequency are now driven 

by digital systems vulnerable to cy-
ber attacks, even when they ope-
rate on closed military networks. 
Most of Russia’s strategic milita-
ry communications networks cur-
rently operate at high frequencies 
and field units are reportedly using 
VUHF, often analogue, means, ac-
cording to recent media reports 
on the conflict. These means are 
of course vulnerable to jamming 
and some are even vulnerable to 
cyber intrusion and therefore to 
data destruction. Once the car-
rier’s protection means have been 
breached, it is quite possible to in-
fect any communication network 
to destroy or spy on it. 
Jamming can be extremely simple 
even with little means if you have 
the necessary amplifiers in terms 
of energy. A simple transmitter to 
transmit on a frequency can al-
low jamming if the signal is sim-
ply stronger than the one to be 
blocked. Since military networks 
are very large, it is quite easy to de-
tect areas of weak emissions and 
attack them. Jamming can also be 
used to prevent any attacker from 
entering a network via the carrier 
and connecting to IT facilities for 
malicious purposes.
Concerning the GSM 2G/3G/4G 
component, the Russians have 
proven to be able to track the 

TeamOneFist claims to have disrupted some Russian 
transformers.

APRS affected by an apparently 
involuntary Denial of Service.

Anonymous claims to have hacked 
Russian TV channels.

The German DARC warns of the risks associated with amateur 
radio signal jamming/spoofing operations.

communications and locations of 
the boxes of interest to physically 
target them or spy on them. These 
means, once their technical ele-
ments are known, are easily targe-
ted by spyware to spy on the data 
transiting on the network.
Pro-Ukrainian activists are also 
attacking Russian radiocommuni-
cations. Several Russian high-fre-
quency stations of a military nature 
have been jammed, including the 
Buzzer UVB-76 (Anonymous).162   
This military station, whose exact 
role is still not known, has been 
broadcasting every 15 minutes 
since 1976. If the exact role and the 
meaning of the communications is 
not known with certainty several 
sources seem to attest to the mi-
litary nature of this station. «Se-
veral VGDSh antennas and other 
networks then distribute the 4625 
kHz signal to the troops of the 
Western Military District (UVB-
76/UZB-76/MDZhB is a collective 
callsign for all recipients).»  Accor-
ding to the same source, the is-
suing site is located north of Saint 
Petersburg. 

NOTE 
Despite what Anonymous displays 
as an operational success in the 
tweet opposite, the real interest of 
such a neutralization is not clear. 
Nevertheless, this action shows 
the interest of these non-state 
groups in jamming or even usur-
ping military communication. 

TELEVISION

In the same way, the members 
of Anonymous claim to have ma-
naged to jam the TV broadcasts of 
some Russian channels to «spread 
the truth about what is happening 
in #Ukraine.» The modus operandi 
used for such an operation is not 
yet known.164

VIASAT AFFECTED BY 
CYBERATTACKS AND 
OUTAGES

U.S. provider Viasat announced 
on Monday (February 28th) that it 
was initiating an investigation into 
an alleged DDoS-type attack that 
led to a partial outage of broadband 
services for homes in Ukraine and 
other European countries.165,166

UNINTENTIONAL» DOS 
ATTACK ON APRS TRACKERS
Anti-Russian activists appear to 
have generated fake packets to 
flood the Automatic Packet Re-
porting System-Internet Ser-
vice (APRS-IS) to target Russian 
coordinates. Activists indirectly 
resulted in a denial of service on 
APRS trackers as reported by ac-
tivist @aprsfi.167

NOTE 
It appears that many operations 
and / or amateur attempts to jam 
or usurp radio signals are in pro-
gress. 
Most of these operations are car-
ried out by Ukrainian or even fo-
reign individuals and by hacker 
collectives such as Anonymous. 
The problem with this type of ac-
tion is that they are often poorly 
controlled and can have the oppo-
site effect of the initially intended 
goal. 
These behaviours constitute a si-
gnificant risk, as the German Ama-
teur Radio Association (DARC) 
has pointed out, since they lead to 
sometimes unintentional sabotage 
of ongoing operations and involve 
significant risks of overflow.168
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Reported attacks.

Positions displayed by different non-state groups.

"Hybrid" actors: advantage or 
disadvantage for the Ukrai-
nian resistance? 
In this beginning of the conflict, the 
«hybrid» actors seem to get more vi-
sibility on the Ukrainian side, which 
gives an impression of superiority of 
the Ukrainian hybrid actors. Howe-
ver, this finding must be qualified for 
three reasons: 
1. The lack of real impact of these 
actors (in addition to reporting and 
basic DDoS attacks on Russian 
sites that cause minor disorganisa-
tion). 
2. The non-deployment of the full 
potential of the proxies of Russian 
hackers at the beginning of the 
conflict.
3. From the summer of 2022 onwar-
ds it is clear that pro-Russian hybrid 
actors have largely taken over in 
terms of the volume of cyber-haras-

sment campaigns. Their operations 
are more structured than those of 
the pro-Ukrainian side, with coor-
dinated commands and targets and 
the use of stable DDoS-as-a-Ser-
vice platforms that allow operations 
to last several days or even weeks.
 

What risks do they pose to 
Ukraine and defence capabi-
lities? 
These actors can sometimes, by 
their inexperience, create more da-
mage than advantage, by generating 
disorganisation. This risk is visible 
in the field of radiocommunications 
where some attacks can lead to op-
posite consequences to the effect 
sought initially. 

What are the risks of Russian 
infiltration of the IT Army?
The TELEGRAM account of the IT 
Army is accessible to all and is not 
subject to any control (as far as we 
know) and is probably infiltrated. 
It represents more of a signalling 
space than a real organisation of re-
sistance and response on the cyber 
field. Nevertheless, it makes it pos-
sible to take advantage of volunteers 
from the civilian world. In addition, 
this initiative forces the Russian 
military forces to mobilize IT spe-
cialists, responsible for countering 
these DDoS attacks, which repre-
sents a specialized workforce that 
cannot be assigned to other tasks. 
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RUSSIAN INFORMATION  
WARFARE STRATEGY

Before addressing the 
question of the functioning 
of the GRU and the 
articulation of its various 
actors, it is necessary to 
return to Russian cyber-
strategic thinking. For 
good reason, this strategy 
is indexed to the vision of 
political elites and great 
strategists such as Valery 
Gerasimov in terms of 
international relations and 
the desire to influence 
geopolitics. Understanding 
this culture is essential to 
be able to analyse the role 
of the GRU.

THE INFLUENCE OF GENERAL 
GERASIMOV’S VISION ON 
RUSSIAN MILITARY THOUGHT?

General Gerasimov’s vision ,  is a 
good illustration of the influence of 
the thinking of the military elites 
on the evolution of the Russian 
posture in terms of cyber activi-
ties. Like most of his peers, this 
army general has been influenced 
by the evolution of conflict since 
the early 2000s between hybrid 
wars and blurring the thin line 
between war and peace. He him-
self participated, in the state of 
his military function, in the Se-
cond Chechen War, in the Rus-
sian military intervention in Syria 
and is suspected of having parti-
cipated in the Dombass War. In 
2012, he was appointed Chief of 
the General Staff of the Russian 
Armed Forces and First Deputy 
Minister of Defence by presiden-
tial decree.171

THE RULES OF WAR ARE 
CHANGING IN RUSSIA’S EYES

The thinking of the Russian elite, 
like that of General Gerasimov, 
has been profoundly marked by 
conflicts such as the Second 
Chechen War between August 

Russian Army General, current 
Chief of the General Staff 
of the Armed Forces of the 
Russian Federation, and First 
Deputy Minister of Defence

1999 and April 2009, the Arab 
Spring of 2011, and the ensuing 
Syrian civil war, and finally the 
Ukrainian crisis. 
These conflicts have marked the 
thinking of Russian strategists 
because they are extremely de-
pendent on the role of informa-
tion. The second Chechen war 
between Russia and the separa-
tists is first the conflict of two vi-
sions. Chechen separatists seek 
to permanently separate them-
selves from the fragments of the 
former Soviet Union and therefore 
consider Moscow a foreign actor 
in a situation of interference when 
the Russian political elites consi-
der that it is an internal conflict 
in which the legitimacy of their 
action is beyond doubt, as the 
former defence minister said, Igor 
Sergeyev: 
« We don’t conquer our cities, we 
liberate them172.»
The Arab Spring also reminded 
Russian elites of the importance 
of information channels as a lever 
for political influence. The Syrian 
civil war and the Ukrainian crisis 
have been the scene of Russia’s 
new strategy based on the belief 
that the boundaries between war 
and peace are becoming diapha-
nous and that nonviolent mea-

sures can be as effective, if not 
more so, than some conventional 
tools of warfare.173 
At the Moscow Conference on In-
ternational Security as well as at 
the January 2013 conference of 
the Academy of Military Sciences, 
the head of the Russian army Ge-
rasimov said that wars were chan-
ging and that the trend was towar-
ds strengthening the influence of 
public opinion and non-military 
levers. Knowledge of the informa-
tion space, on the technical and 
tactical sides, as a lever of in-
fluence therefore becomes funda-
mental in the eyes of the military 
elites. This vision was confirmed 
by General Gerasimov at the 2019 
conference of the Academy of Mi-
litary Sciences, emphasizing the 
importance of hybrid tactics and 
knowledge of asymmetric warfare 
means:174
“In modern conditions, the principle 
of waging war has been developed 
on the basis of the coordinated use 
of military and non-military mea-
sures [...] our Armed Forces must 
be ready to wage wars and armed 
conflicts of a new type using clas-
sical and asymmetric methods of 
action. Therefore, the search for 
rational strategies for waging war 
with various adversaries is of para-
mount importance for the develop-
ment of the theory and practice of 
military strategy.175”

A NEW VISION TRANSCRIBED 
IN OFFICIAL TEXTS

This vision of asymmetric warfare 
in the making, requiring the abi-
lity to combine non-military and 
military tools, has been formalized 
in most of the Federation’s official 
strategic documents. As recalled 
in 2014, the form of modern war-
fare that Russia is facing and that 
it must be able to conduct at the 
same time takes the form of:176
« [...] the complex use of military 
force, political, economic, infor-
mational and other measures of a 
non-military nature, implemented 
with the widespread use of the 

protest potential of the population 
and special operations forces; [...] 
electronic warfare, [...] information 
control systems, [...] impact on the 
enemy to the entire depth of his 
territory simultaneously in the glo-
bal information space, in the airs-
pace, on land and at sea; [...] 177”.
To understand the progression of 
this vision of conflictuality, it is in-
teresting to look at the doctrinal 
texts that, since the year 2000, 
seek to characterize threats and 
provide recommendations with:
•  The publication of the doctrine 

on information security178,
•  In 2011, conceptual views on the 

activities of the armed forces of 
the Russian Federation in the 
information space,179

•  The Convention on International 
Security of Information,180

•  The fundamental principles of 
State policy in the field of in-
ternational information security 
until 2020 published in 2013,181

•  Finally, the validation by Pre-
sident Putin himself of the in-
formation security doctrine in 
2016.182 

IN RUSSIA, WE ARE 
NOT TALKING ABOUT 
CYBERSECURITY BUT ABOUT 
INFORMATION WARFARE.

As indicated by the evolution of 
the Russian vision of conflictuality 
since 2000 – and the blurring of 
the boundary between the space-
time of peace and war, as well as 
the evolution of modern conflicts 
towards a hybridization between 
conventional and unconventional 
levers – the Russian elites see cy-
berspace above all as an informa-
tion space.
Therefore, they have built their 
own conception of what we call 
«cybersecurity» under the name 
of «information security». Ob-
viously, the same logic is trans-
posed from the defensive side to 
the offensive side, where we will 
speak of «information warfare» 
rather than cyber-conflictuality. 
The Russian definition therefore 
includes, in addition to our vision 
of classical cybersecurity, a psy-
chological and cognitive dimen-
sion. The technical and psycholo-
gical means must make it possible 
to control the information space. 
It is not a space of transit but a 
space to be controlled in the long 
term because it is a flexible space 
that allows influence in times of 

peace and domination in times of 
war.183,184, 
This fundamental conception of 
information warfare extended 
beyond our traditional cybersecu-
rity is presented as follows by the 
Russian Ministry of Defence:
“Information war is a confronta-
tion between two or more states in 
the information space with the aim 
of causing damage to information 
systems, processes and resources, 
critical and other structures, un-
dermining political, economic and 
social systems, massive psycholo-
gical processing of the population 
to destabilize society and the state, 
as well as coercion states to make 
decisions in the interests of the op-
posing side.185”
Therefore, the very nature of the 
information space (cyberspace for 
us), plastic, not legally constrained 
at the international level, secret 
and distant, is in direct line with 
the vision that the Russian milita-
ry elites have developed since the 
2000s...
It is therefore no longer surpri-
sing, given this history of Rus-
sian strategic thinking, the evolu-
tion of military doctrines and the 
nature of the information space, 
that Russia has made a point of 
mastering the art of information 
warfare.
In his latest statements, General 
Gerasimov describes the advan-
tages of controlling this space:186

•  It is a space that, because it 
has no defined borders, makes 
it possible to remotely influence 
the information infrastructures 
(conventional military) and the 
populations (non-conventional 
military) of the adversary. 

•  It is also a space where the sea-
sons of war and peace merge 
and where it is possible to 
conduct military operations wit-
hout resorting to war. It is also 
a space where it is possible to 
save time tactically by preparing 
the ground for a possible future 
war through good conduct of in-
formation warfare.188

 
A VAST INFORMATION 
WARFARE STRATEGY THAT 
REQUIRES A DIVERSE 
ARSENAL

INFORMATION WARFARE AS A 
WAR IN PEACETIME

Russia, in accordance with Gera-
simov’s thought, sees the cyber-

netic, or informational, tool as a 
means of maintaining and exerting 
permanent pressure on its geopo-
litical adversaries. When we look 
at the recent attack campaigns of 
the federation-sponsored groups, 
we realize that they are a direct 
application of the thought of the 
Chief of Staff of the Armed Forces. 
Arouse fear in the minds of your 
opponents.
Information warfare can therefore 
be a tool of destabilization, psy-
chological warfare, and influence, 
as we saw with the attack on TV-
5Monde in April 2015. This attack 
of ATK5 (APT28), which corres-
ponds to the GRU, is characte-
ristic of the Gerasimov doctrine 
of 2013. The way the attack is 
carried out, against a media sug-
gesting a terrorist attack, is inte-
resting because it shows the arti-
culation of the three main units of 
the GRU189:
• Unit 54777, historically in charge 
of psychological warfare,
• Unit 26165, in charge of espio-
nage and technical support,
• Unit 74455, responsible for in-
fluence operations. 
On July 21st, a Ukrainian radio 
holding was targeted by a cybe-
rattack. The attackers ended up 
playing a voice saying that the 
President Zelensky was in inten-
sive care190. This attack aimed at 
destabilizing the country by sprea-
ding fear within the Ukrainian po-
pulation.
To control the information space 
is to dominate the adversary.
It is also a tool for gaining supe-
riority in information control – as 
we saw in the ATK13 (Turla) and 
ATK5 (APT28) attacks against, 
respectively, the US Department 
of Defence and the Department 
of Justice – without going to war 
and without having a physical 
presence on enemy’s territory. In 
Ukraine, Russia’s special services 
targeted Ukrainian TV channels 
and defaced the live broadcast of 
UA.TV191.
In July, the Russian state-spon-
sored hackers’ group Turla used 
fake Android applications to spy 
on pro-Ukrainian activists. They 
used the StopWar application on 
Android to create a fake Cybe-
rAzov DDoD application spying on 
pro-Ukrainian activists192.
These cyber capabilities can there-
fore enable asymmetrical actions 
in a relationship of weak to strong 
to reverse a power relationship. 
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A possible tool for sabotage in 
case of conflict.
Russia also considers in its doc-
trine that cyber-offensive tools 
can be an interesting lever of 
destruction to destabilize or 
even neutralize an enemy. Again, 
these doctrinaire elements have 
been visible in practice. 
In the context of the conflict 
in Ukraine, the ATK14 group 
(BlackEnergy), which corres-
ponds to unit 74455 of the GRU, 
was used to target energy in-
frastructure to destabilize the 
population. The December 2015 
cyber attack on the Ukrainian 
power grid is considered one of 
the first successful cyber at-
tacks on a power grid. Hackers 
managed to compromise the 
information systems of three 
energy distribution companies 
in Ukraine and temporarily dis-
rupted the electricity supply to 
end consumers. Consumers of 
«Prykarpattyaoblenergo» (Ukrai-
nian: Прикарпаттяобленерго; 
serving Ivano-Frankivsk Oblast) 
were the most affected: 30 
substations (seven of 110kV and 
23 of 35kV) were arrested, and 
about 230,000 people were de-
prived of electricity for a period 
of 1 to 6 hours. At the same 
time, consumers of two other 
energy distribution companies, 
«Chernivtsioblenergo» (Ukrai-
nian: Чернівціобленерго; ser-
ving Chernivtsi Oblast) and 
«Kyivoblenergo» (Ukrainian: 
Київобленерго; serving Kiev 
Oblast) were also affected by a 
cyberattack, but on a smaller 
scale. According to representa-
tives of one of the companies, 
the attacks were carried out from 
computers whose IP addresses 
are assigned to the Russian Fe-
deration.
Indeed, Russian cyberespionage 
activities has intensified since 
the beginning of the conflict. A 
report193  from the MSTIC stands 
that efforts of intrusion have 
been detected on 128 targets in 
42 countries outside Ukraine. 
Targets are mainly governmental 
agencies, then NGOS and critical 
sectors’ companies. In April, Mi-
crosoft announced it had disrup-
ted hacking attempts by ATK5 
(FancyBear) to spy on govern-
ment bodies and think tanks in 
the EU and the United States. 
Hackers were using seven inter-
net domains to establish long-

term access to the systems of 
their targets, exfiltrate sensitive 
information and provide tactical 
support for the invasion194.
A tool of potential destruction 
against adversaries.
Finally, we can see that Gerasi-
mov’s doctrine was followed in 
the sense that the call for tech-
nical specialization on industrial 
control infrastructures was put 
in place. Examples are legion, 
such as the attack of ATK91 
(Xenotime) in 2017 against the 
Triconex system (ICS) of a pe-
trochemical plant in Saudi Ara-
bia or, more recently, the attack 
on the German energy sector 
by ATK6 (BerserkBear) in mid-
2020...
The German government an-
nounced that ATK6, under the 
pseudonym «Berserk Bear», has 
carried out an attack on the 
country’s energy sector. Typical-
ly, ATK6 carried out this attack 
with the aim of gathering strate-
gic information on the sector’s 
critical infrastructure. There is 
no evidence or denial that this 
was a first-instance compro-
mise preceding a possible second 
phase of sabotage or destruction. 
Nevertheless, the attacker has a 
habit of maintaining access to 
the target’s system, which leads 
us to suggest that caution is 
advised. A possible sabotage at-
tack remains possible. The group 
has adopted a usual modus ope-
randi for this attack with legi-
timate and public tools as well 
as malware previously adapted 
to the target’s systems as it is 
used to doing in pre-attack. Ini-
tial access also seems to have 
been classic given ATK6’s usual 
modus operandi with the use 
of spear-phishing and watering 
holes. Attacks on Germany’s en-
ergy sector, especially on critical 
infrastructure in this sector, are 
not new to this group. Since the 
Havex campaign in 2014, ATK6 
has become accustomed to re-
gularly conducting strategic es-
pionage campaigns of this type. 
The objective is undoubtedly to 
update his knowledge of these 
infrastructures in view of a po-
tential sabotage attack and / or 
destruction in case of tension, 
or even conflict, between Russia 
and Germany. The last such at-
tack on Germany appears to be 
in 2018. 

In April, the Russian state-spon-
sored hackers group Sandworm 
launched a destructive cyberat-
tack against the network of a 
Ukrainian energy provider. The 
attack was averted, but it would 
have left around two million 
people without power and made 
it difficult to recover systems to 
restore power, as power subs-
tations were targeted by several 
pieces of malware including Cad-
dyWiper195.

FROM THE PREVALENCE OF 
THE FSB TO THAT OF THE 
GRU: AFTER THE DOCTRINAL 
AND STRATEGIC CHANGE 
COMES THE STRUCTURAL 
CHANGE.

Collapse of the Soviet Union: 
the FSB must limit the damage 
of disintegration. 
After the fall of the Soviet bloc 
in the early 1990s and 2000s, 
the FSB became accustomed 
to conducting its external cyber 
operations using hackers and 
forced civilian specialists. At that 
time, the political situation and 
the lack of human resources and 
skills led the military administra-
tion to forcibly recruit unofficial 
self-taught people. This attitude 
of the Russian foreign services 
is less a guarantee of progress 
in the strategic thinking of fo-
reign policy of the time than a 
palliative solution to the econo-
mic consequences of the politi-
cal transition of the Federation. 
Attacks after the 1990s were 
mainly carried out against Euro-
pean and American banks to re-
vive the country’s economy. The 
other objective, in the wake of 
the break-up of the Eastern bloc, 
was also to give itself all possible 
means to contain the former 
subjugated nations as during the 
First South Ossetia War around 
the independence of Georgia on 
April 9, 1991. Cyber means should 
bring a financial windfall to the 
break-up bloc and serve external 
political interests. 196,197

At that time, the FSB benefited 
from the demise of the Federal 
Agency for Communication and 
Information (FAPSI) and the re-
sources of the Kvant Scientific 
Research Institute, which had 
the FSB’s technological research 
to give it significant cyber-offen-
sive capabilities, as explained by 
the US Treasury Department. 

At the time, the GRU, in the 
context of cyber warfare in Es-
tonia (2007-2008) and Georgia 
(1991-1992 and 2008), was not 
the leader of cyber operations 
but a mere military intelligence 
support service.198

This mode of offensive cyber ope-
rations was visible in Chechnya 
in the early 2000s, for exa-
mple with DDoS attacks on the 
country’s websites carried out 
by students at Tomsk Univer-
sity, the Siberian Networks Bri-
gade, and covered by Russia. The 
same hybrid construction of mili-
tary and militia was visible in the 
operation against Estonia as well 
as against the US DoD in 2008 
by the ATK13 (Turla) group.199,200

This rise in power was obviously 
not ignored by the United States, 
which created the following year 
its Cyber Command (2009). The 
Stuxnet attack then confirmed 
in the minds of Russian leaders 
that their hybrid operations were 
not at the level of what could be 
achieved across the Atlantic. It 
was therefore necessary to deve-
lop real capacities. 
Need to strengthen yourself by 
recruiting experienced hackers 
In 2013, we are therefore wit-
nessing a change in strategy. 
Defence Minister Sergey Shoygu 
now wants to recruit real cyber 
engineering specialists to acquire 
real research and development 
capabilities, with a particular fo-
cus on cyber operations, signal 
intelligence and electronic war-
fare. To do this, the authorities 
use several distribution chan-
nels, including trade fairs such 
as the Innovation Days in 2015, 
television reports and are get-
ting closer to several universities 
(technopole «ERA» based in Ana-
pa, Bauman State Technical Uni-
versity in Zagoryanskiy on the 
outskirts of Moscow, etc.).201,202

In 2014, Russia created the «In-
formation Operation Force» 
based on these institutional cor-
nerstones and leaks of US pro-
grams by Edward Snowden. . It 
is in this period 2014-2017 that 
we begin to understand that the 
GRU has changed its position in 
the cyber-offensive organisation 
of the country. Russian-sponso-
red cyber attack groups, whose 
first detections date back to the 
conflicts in South Ossetia and 
Estonia, then appear to be led by 
the GRU. The GRU is therefore 

continuing the Shoygu company 
by recruiting young graduates, 
enlisted in a not-so-discreet way 
since the emblem of Fancy Bear 
was even seen in an official pro-
motional video dating from 2015. 
As a reminder, the GRU is a di-
rect legacy of the special propa-
ganda units of the Main Military 
Political Directorate (GlavPur), 
now called Foreign Military In-
formation and Communication 
Centers (FMCIC). Historically, 
these units have proven expe-
rience in the field of disinfor-
mation and propaganda, but in 
modern times, techniques have 
changed, radio messages and 
leaflets have been replaced by 
cyber operations.203,20

Sergey Shoygu Minister 
of Defence of the Russian 
Federation
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RUSSIA UNDER CYBERATTACKS SPONSORED MODUS OPERANDI

NOTE 
This information comes from the 
Russian media and official state-
ments of the institutions. We do 
not have the means to confirm or 
refute these statements, so this 
section is purely descriptive. 

On 8 February, Meshkova reported 
that a serious cyber attack had 
been launched on the PERSONS 
website. Previously, the YouTube 
administration had removed the 
channel from the Lugansk Infor-
mation Center, the state television 
and radio company of the self-pro-
claimed LPR and the press service 
of the Department of the People’s 
Militia of the Republic.
On February 9, 2022, the website 
of the Lugansk Information Cen-
ter, the state news agency of the 
self-proclaimed Luhansk People’s 
Republic, was the subject of a new 
hacker attack, said Sergey Mesh-
kovoy, editor-in-chief of the LIC.
Krymtekhnologii JSC chief execu-
tive Alexander Uzbek said that the 
IT infrastructure of the authorities 
of the Republic of Crimea was sub-
jected to massive DDoS attacks 
on the evening of February 24, the 
first day of the Russian attack on 
Ukraine. 
On February 26, Russia’s Defence 
Ministry denied reports of the 
agency’s website being hacked by 
Anonymous hackers. The Russian 
Defence Ministry has called false 
reports that Anonymous hacked 
into the department’s official web-
site and stole employees’ personal 
data. On the same day, the por-
tal «Gosuslugi» faced large-scale 
DDoS attacks. The Gosuslugi por-
tal has faced large-scale cyberat-
tacks. More than 50 DDoS attacks 
with a capacity of more than one 
terabyte have been recorded, Rus-
sia’s Ministry of Digital Develop-
ment reported.
Maria Vladimirovna Zakharova, 
Director of Information and Press 
at the Russian Ministry of Foreign 
Affairs, announces that Russian 
embassies have been facing an 
unprecedented cyberattack since 

MAIN MODUS OPERANDI IN 
ACTION IN UKRAINE

In the current context, the Rus-
sian and Belarusian modus ope-
randi are the most active. A mul-
ti-service attack pattern appears 
to have been set up by Russia.

INTEROPERABILITY OF 
MODUS OPERANDI IN THE 
CONTEXT OF CONFLICT

A first step seems to have been 
targeted attacks using wiper-type 
destruction malware. As part of 
the two attacks of this nature, 
corresponding to two beginnings 
of the cycle, the WhisperGate and 
HermeticWiper malware were 
used on January 13 and Februa-
ry 23 respectively. To date, Russia 
did not use destructive malware 
that can jump from one computer 

February 26. The attack also tar-
gets the various «phones of embas-
sy members». The news director 
attributes the attack to «informa-
tional terrorists from Ukraine».
Problems accessing web resources 
from Kommersant, Forbes, Izvestia 
and TASS began to appear simul-
taneously around 2:00 p.m. Mos-
cow time on Monday, February 28. 
Some Russian media sites turned 
out to be inaccessible, users saw a 
propaganda message with the em-
blem of the hacker group Anony-
mous. The message was addressed 
to Russian citizens, the authors 
urged to stop sending soldiers to 
the territory of Ukraine, compa-
ring the operation in that country 
to the Chechen countryside. Ove-
rall, Russia has been subjected to 
unprecedented cyberattacks, and 
mostly by DDOS attacks with a 
certain «amateurism». Most DDoS 
sabotage is amateur in nature. 
Anonymous is one of the largest 
international networks of hackti-
vists, which since 2003 has been 
carrying out hacker attacks on va-
rious resources to protest against 
certain actions in various coun-
tries of the world. In February, 
the group tweeted about a cyber 
war against the Russian govern-
ment about a special operation in 
Ukraine, claiming responsibility for 
a DDoS attack on RT.
A representative of Roskomnadzor 
(Federal Service for the Supervi-
sion of Communications, Informa-
tion Technology and Mass Media) 
said that «a hybrid war is currently 
being waged against Russia, which 
includes elements of information 
confrontation, as well as regular 
cyberattacks.» 
The National Center for the Coor-
dination of Computer Incidents is 
strengthening and acting to coun-
ter attacks on critical information 
infrastructures.
In addition, at the end of March, 
an attack impacting the Russian 
aeronautics sector was targeted 
by a cyberattack. Indeed, without 
the attack being attributed to the 
Anonymous group, Russia’s fede-

ral air transport agency, Rosaviat-
sa, was targeted. 
According to the information we 
currently have, Rosaviatsia was 
the victim of an attack on Satur-
day, March 26, 2022, allowing to 
erase its entire database and files, 
or 65 terabytes of data, including 
a year and a half of emails, docu-
ments, and aircraft registration 
data. The website of the Russian 
Civil Aviation Authority, Rosaviat-
sia, favt[.] ru, was also taken of-
fline on Monday, March 28, 2022. 
Other websites associated with 
Rosaviatsia no longer respond. In 
addition, there is no backup of this 
data due to the lack of funds allo-
cated by the Russian Ministry of 
Finance.206

Finally, Rosaviatsia attributes 
the success of the attack to the 
group Anonymous (@AnonOpsSE). 
However, as mentioned above, 
many tweets from the Group Ano-
nymous have talked about this 
attack without attributing it to 
themselves. It is therefore impor-
tant to remain vigilant about the 
attribution of this attack.
On July 20th, the Gysinoozerskaya 
hydro-power plant was targeted 
by a cyberattack attributed to the 
cyber hacktivist group GhostSec, 
which led to an eruption of fire and 
an emergency shutdown. Ghost-
Sec managed to infect the indus-
trial Control System of Russia in 
retaliation of the Russian aggres-
sion against Ukraine207,208

It highlights the high level of threat 
that represent cyber activities of 
cyber hacktivists to condemn and 
dissuade Russia from aggressing 
Ukraine. The main concern is the 
principle of reciprocity and propor-
tionality that can be expected to 
be applied between belligerents. In-
deed, massive cyberattacks might 
tend to increase, which can have 
a huge impact, not only on the 
organisation targeted, but also on 
international security due to the 
interconnection of systems and 
the mutual dependency between 
countries in some critical sectors, 
such as energy.

domain to another and cross bor-
ders. Indeed, wipers seem to be 
designed to stay within Ukraine.

NOTE 
As the two software in question 
are new, the assignment to speci-
fic groups has not yet been made. 
However, and given the past beha-
viour of Russian military groups, 
the use of destructive wipers/
malware is generally used by UNIT 
74455 of the GRU corresponding 
to the ATK14 group (Sandworm, 
BlackEnergy). The latter group 
was the only one to be connec-
ted to software of this nature with 
KillDisk (a sequel to BlackEner-
gy) in 2015 and NotPetya in 2017 
already in Ukraine.

A second stage of this scheme in-
volves distributed denial-of-service/
defacement attacks carried out, 
according to analyses of the at-

tacks of 15-16 and 23 February, by 
another GRU team, unit 26165 cor-
responding to ATK5 (APT28). 209,210 

NOTE 
Note the support of the Belaru-
sian group ATK254 (UNC1151) in 
the context of the DDoS attacks 
of January 14-15, and February 25, 
2022. This group had already been 
identified in 2021 while conducting 
disinformation operations.211,212

The third stage of this scheme 
consists of disinformation cam-
paigns which target distinct au-
diences: the Russian population, 
with the objective of sustaining the 
support for the war, the Ukrainian 
population to undermine confi-
dence in the ability of Ukraine to 
withstand Russian attacks and 
the European and American au-
diences to create doubts about 
Western unity against Russia and 

Recent Russian network penetration and cyber espionage operations outside Ukraine
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about the relevance of supporting 
Ukraine whereas addressing do-
mestic issues. As part of the Fe-
bruary 15 campaign, the modus 
operandi has not yet been iden-
tified. However, GRU Unit 54777 
appears to be the most likely «mo-
dus operandi» for disinformation 
campaigns since it corresponds 
to the Main Intelligence Informa-
tion Center that focuses on infor-
mation operations in the West.213 
The strategy relies also heavily on 
the long-term pre-positioning ac-
tion of Russia, which spread false 
narratives in the public domain on 
the internet to make these cam-
paigns more credible.

NOTE 
Given the lack of attribution pos-
sible for the moment regarding 
this third cycle which focuses on 
disinformation campaigns, it is not 
excluded that ATK254 (UNC1151) is 
also involved since it had already 
conducted a campaign of this na-
ture called Ghostwriter in 2021 
focused on Lithuania, Latvia, and 
Poland.214

For instance, to support the accu-
sation for the use of bioweapons 
and the existence of US-funded 
biolabs in Ukraine, Russia relies 
on false narratives from 2021, 
such as a YouTube video posted 
on November 29th. The story re-
mained unnoticed for months be-
fore being re-used on February 
24th, 2022, to justify the invasion 
of Russia in Ukraine.
Finally, a fourth stage is collec-
ting information by stepping up 
network penetration and target 
governments outside Ukraine and 
which are part of the coalition of 
countries that support it. Main 
target are government agencies, 
followed by NGOs (either humani-
tarian groups involved in providing 
help to the civilian population or 
think tanks advising on foreign 
policy). Then, several companies 
in critical sectors, such as energy, 
defence, or IT, have been affected 
by Russian cyber espionage to 
support its war effort. 
According to a report from the 
MSTIC, these cyberattacks are 
correlated with tactical moves 
with conventional weapons to 
disable computer networks at a 
target before seeking to overrun 
it with ground troops. On March 
2nd, MSTIC team observed a Rus-
sian cyber group moving on power 

company’s computer network and 
the next day, the Russia military 
attacked the company’s largest 
power plant.

IDENTIFIED MODUS OPERANDI

NOTE 
The breakdown presented below 
is indicative and based on Thales 
sources. It does not claim to be 
exhaustive and may have changed 
during the writing of this analysis 
or may change in the future.

ATK5 (APT28) UNIT 26165 of the 
GRU (85th special service center 
of the GRU).
ATK5 (aka Sofacy, APT28) is a 
Russian state-sponsored group 
of attackers that has been opera-
ting since 2004, if not earlier, and 
whose main goal is to steal confi-
dential information from specific 
targets such as political and milita-
ry targets that benefit the Russian 
government. This is a skilled team 
that can develop complex modu-
lar malware and exploit multiple 
0-days. Their malware is compiled 
in the Russian language and du-
ring the working hours of Russian 
offices. Despite numerous public 
revelations by European govern-
ments and indictments by the US 
Department of Justice, this ad-
versary continues to launch ope-
rations targeting the political and 
defence sectors in Europe, Eura-
sia, and the United States. This 
group corresponds to unit 26165 
of the GRU (85th special service 
center of the GRU).
ATK14 (Sandworm) Unit 74455 
(Main Center for Special Techno-
logies).
ATK14 (aka BlackEnergy, Sand-
worm) is a group of attackers of 
Russian origin, active since at least 

2008. This attacker is extremely 
active and knowledgeable and is 
well known for the BlackEnergy 
campaign as well as the NotPetya 
campaign. This group appears to 
correspond to Unit 74455 (Main 
Special Technology Centre).
ATK254 (UNC1151) Intelligence 
Services of the Belarusian Mi-
nistry of Defence.
ATK254 (UNC1151) is a Belaru-
sian state-sponsored group that 
was active in the war in Ukraine 
that began after Vladimir Putin’s 
statement at 03:00 UTC (06:00 
Moscow time, UTC+3) on Februa-
ry 24 announcing the invasion of 
Ukraine.
This group appears to support the 
Russian groups ATK5 (APT28) 
and potentially ATK14 (Sandworm) 
through DDoS operations (note 
that this group had already been 
identified in 2021 while conduc-
ting disinformation operations in 
Latvia, Lithuania, and Poland). 
The two identified operations took 
place on 14-15 January and 25 Fe-
bruary 2022.
The attribution of these attacks 
to this APT group was made by 
the Ukrainian authorities. Atk254 
(UNC1151) appears to correspond 
to the Intelligence Services of the 
Belarusian Ministry of Defence.

LINKS BETWEEN RUSSIAN 
AND BELARUSIAN MODUS 
OPERANDI (ATK254).

It appears according to our hypo-
theses that the Russian operating 
methods, especially units 26165 
of the GRU (85th special service 
center of the GRU) and 74455 
(Main Center for Special Tech-
nologies) active in Ukraine at the 
moment, act in concert with the 
ATK254 (UNC1151). The latter is a 
modus operandi linked today by 

Russian cyber groups.

Countries targeted by ATK254 (UNC1151)

the Ukrainian authorities to Be-
larus and more precisely to the 
country’s military intelligence ser-
vice. The following is intended to 
support these two elements.
The most in-depth investigation 
carried out on this modus operan-
di remains that of the American 
company FireEye.
FireEye (Mandiant) connects 
the ATK254 modus operandi 
(UNC1151) to Minsk, just as the 
Ukrainian National CERT did in a 
Facebook post during the DDoS 
campaign on Thursday, February 
25. ATK254 (UNC1151) operated 
before the conflict in Ukraine with 
disinformation campaigns in Po-
land, Lithuania, and Latvia espe-
cially. 

TROPISM IN TERMS OF 
VICTIMOLOGY.

While the group is particular-
ly active in Ukraine, it has also 
been active in Belarus, Germany, 
France, Ireland, Switzerland, and 
Colombia (very interesting ele-
ment for the link with Russian in-
terests). 
The targets of interest of att.254 
(UNC1151) are close to those of 
Russian modus operandi, which 
has also created confusion about 
the supposed origin of the lat-
ter since the two countries are 
aligned politically and geopolitical-
ly. This group mobilizes malware, 
corrupts social media accounts, 
and spoofs sites of legitimate en-
tities.
Nevertheless, ATK254 (UNC1151) 
presents a particular tropism with 
the targeting of several Belaru-
sian media entities and several 
members of the country’s politi-
cal opposition in the year leading 
up to the 2020 Belarusian elec-
tions. It should also be noted, as 
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a second element of attribution by 
victimology, that people targeted 
by ATK254 (UNC1151) before the 
2020 Belarusian elections were 
then arrested by the Belarusian 
government. The group has ob-
viously never targeted Russian or 
Belarusian state entities. 
There is also a change in victimo-
logy from Lukashenko’s disputed 

elections in August 2020. Prior 
to this date, many disinformation 
campaigns were aimed at discre-
diting NATO (22 out of 24). After 
the election, tropism clearly aligns 
with Minsk’s interests and aims to 
destabilize neighbours who have 
strongly criticized the election, in-
cluding Poland and Lithuania. 

A POTENTIAL LINK BETWEEN 
ATK254 (UNC1151) AND THE 
CAPTURE OF OPPONENT 
ROMAN PRATASEVICH

The report published by Mandiant 
in April mentions an attempted 
phishing attack on «a prominent 
Belarusian blogger and activist.» It 
can be assumed that he was one 

Evolution of the strategy of UNC1151 and Belarus through victimology.

of the leaders of Nexta, a Telegram 
channel used by the opposition 
(on May 23, its co-creator Roman 
Pratasevich was arrested after his 
plane was hijacked while connec-
ting Greece to Lithuania. He is 
currently being held by the Bela-
rusian authorities). Nexta creator 
Stepan Putilo confirmed hacking 
attempts by the channel’s authors 
and announced that the accounts 
of the Belarusian House, an orga-
nisation of the Belarusia minority 
in Poland, were also targeted.  

TECHNICAL ELEMENTS 
OBSERVED BY MANDIANT

Technically speaking, Mandiant 
says: «Technical evidence from 
a sensitive source indicates that 
the operators behind UNC1151 are 
probably located in Minsk, Bela-
rus. This assessment is based on 
multiple sources that have linked 
this activity to individuals located 
in Belarus. In addition, separate 
technical evidence supports a link 
between the operators behind 
UNC1151 and the Belarusian mili-
tary. [...]   ».
Technically, Mandiant specifies 
that this modus operandi is dis-
tinct from the major Russian ope-
rating groups, especially those 

mentioned earlier. Given the tac-
tics, techniques and procedures 
we confirm that the ATK254 
(UNC1151) does not have a similar 
operating mode and that it must 
be distinguished from the units of 
the GRU especially.
ATK254 (UNC1151) TTPs
•  T1547.001: Registry Run Keys / 

Startup Folder
• T1218.005: Mshta
•  T1059.005: Command and 

Scripting Interpreter: Virtual 
Basic

• T1071: Application Layer Protocol
• T1105: Ingress Tool Transfer
•  T1140: Deobfuscate/Decode Files 

or Information
• T1056: Input Capture
•  T1059.001: Command and Scrip-

ting Interpreter: PowerShell
•  T1059.007: Command and Scrip-

ting Interpreter: JavaScript
•  T1559.002: Dynamic Data Ex-

change

Limiting the impact 
•  Set up a segmentation of the 

network.
•  Follow the principle of least privile-

ge by granting programs and users 
only the privileges necessary to ac-
complish their tasks.

Countering the abuse of legiti-
mate programs
Where possible:
•  Disable the Windows ScriptIng 

feature («Windows Script Host») 
by creating a DWORD variable in 

the registry with the path «HKEY_
LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows Script Host\
Settings», named «Enabled» and 
containing «0».

•  Restrict the direct invocation of 
compiled HTML files (.chm) by the 
user.

•  Restrict the use of the regasm.exe 
program.

•  Apply a policy restricting the exe-
cution of unauthorized applications 
(«application whitelisting»).

Limit the risk of Phishing
•  Apply automatic sandbox scanning 

to email attachments and monitor 
phishing attempts.

•  Train users to detect and respond 
to a suspicious email.

•  Regularly inform employees of 
password leaks.

•  Encourage employees to follow 
password hygiene best practices.

Countermeasures
• Set up anti-DDoS protection.
•  Implement a security solution that 

can detect, filter, and block a po-
tential risky email before it reaches 
the user.

•  Implement a security solution with 
anti-spyware capabilities.

A LOOK BACK AT RUSSIAN 
MODUS OPERANDI.

GRU: ATK5 (APT28)

Profile

ATK5 (aka Sofacy, APT28) is a 
Russian state-sponsored group 
of attackers that has been ope-
rating since 2004, if not earlier, 
with the main objective of stea-
ling confidential information from 
specific targets such as political 
and military targets that benefit 
the Russian government. This is 
a skilled team, capable of deve-
loping complex modular malware 
and exploiting multiple dead days. 
Their malware is compiled in Rus-
sian language and during Russian 
office hours. Despite numerous 
public revelations from European 
governments and indictments 
by the US Department of Jus-
tice, this adversary continues to 
launch operations targeting the 
political and defence sectors in 
Europe, Eurasia and the United 
States. This group corresponds to 
unit 26165 of the GRU (85th spe-
cial service center of the GRU).
The attack on the Georgian Mi-
nistry of Defence may be a res-
ponse to the growing military 
relationship between the United 
States and Georgia. In 2013, the 
group targeted a journalist, which 
is a way to monitor public opinion, 
spread disinformation or iden-
tify dissidents. During the years 
2015 and 2016, the activity of this 
group increased significantly, with 
numerous attacks on ministries 
and embassies around the world.
Among their most notable alleged 
targets are the US Democratic 
National Committee, the German 
parliament and the French tele-
vision channel TV5Monde. ATK5 
seems to have a particular inte-
rest in Eastern Europe, where it 
regularly targets individuals and 
organisations involved in geopo-
litics. They were also involved in 
the attacks of the US presidential 
election in late 2016.
The 2016 attacks were visible and 
disruptive, but in 2017, the group 
made a big shift to more stealth 
attacks to gather intelligence on a 
range of targets.
One of the striking features of 
ATK5 is its ability to regularly of-
fer brand new 0-day vulnerabili-
ties. In 2015, the group exploited 
no less than six 0-day vulnerabi-

lities. This high number of 0-day 
exploits suggests significant re-
sources available, either because 
the group members have the skills 
and time to find and arm these 
vulnerabilities, or because they 
have the budget to buy the ex-
ploits. In addition, APT28 tries to 
profile its target system to deploy 
only the necessary tools. This pre-
vents researchers from having ac-
cess to their entire arsenal. 
ATK5 has also shown an ability to 
exploit crises and turn them into 
an attack vector, using two speci-
fic techniques. 
•  Decoy documents in phishing 

campaigns 
In 2018, the Russian group 
conducted a phishing campaign 
targeting Western European 
countries, including the United 
Kingdom. This campaign relied 
on fake Brexit-related documents 
containing the Zebrocy malware 
and allowed ATK5 to break into 
the computer networks of several 
European agencies.
In August 2020, an attack cam-
paign led by APT28 spread the 
Zebrocy malware using fake do-
cuments detailing future NATO 
formations.
•  False attribution 
On April 8, 2015, a group of hac-
kers took control of TV5Monde’s 
website and social media accounts 
and caused television programs to 
be interrupted for several hours. 
We now know that this attack 
was conducted by ATK5 (APT28), 
although it was not directly at-
tributed to the group. A group of 
hackers calling themselves the 
Cyber Caliphate, linked to the so-
called Islamic State, initially clai-
med responsibility for it.
Interestingly, the main agent of 
destabilization is not the attack it-
self but rather its erroneous attri-
bution to an entity close to ISIS, 
therefore creating an alliance of 
circumstance between an ideolo-
gical adversary wishing to under-
mine European influence and a 
civilizational adversary who uses 
the claim to instil fear among the 
population.

Tactics, Techniques and Proce-
dures

-  T1550.001 - Application Access 
Token

-  T1071 - Application Layer 
Protocol

- T1560 - Archive Collected Data

- T1560.001 - Archive via Utility
-  T1102.002 - Bidirectional 
Communication

-  T1037 - Boot or Logon 
Initialization Scripts

-  T1542.003 - Bootkit
-  T1070.001 - Clear Windows 
Event Logs

-  T1078.004 - Cloud Accounts
-  T1059 - Command and Scripting 
Interpreter

-  T1546.015 - Component Object 
Model Hijacking

-  T1589.001 - Credentials
-  T1583.001 - Domains
-  T1559.002 - Dynamic Data 
Exchange

-  T1573 - Encrypted Channel
-  T1098.002 - Exchange Email 
Delegate Permissions

-  T1048.002 - Exfiltration Over 
Asymmetric Encrypted Non-C2 
Protocol

-  T1567 - Exfiltration Over Web 
Service

-  T1090.002 - External Proxy
-  T1070.004 - File Deletion
-  T1564.001 - Hidden Files and 
Directories

-  T1564.003 - Hidden Window
-  T1001 - Data Obfuscation
-  T1105 - Ingress Tool Transfer
-  T1001.001 - Junk Data
-  T1114 - Email Collection
-  T1056.001 - Keylogging
-  T1003.001 - LSASS Memory
-  T1074.001 - Local Data Staging
-  T1037.001 - Logon Script 
(Windows)

-  T1071.003 - Mail Protocols
-  T1204.002 - Malicious File
-  T1204.001 - Malicious Link
-  T1588.001 - Malware
-  T1036.005 - Match Legitimate 
Name or Location

-  T1090.003 - Multi-hop Proxy
-  T1003.003 - NTDS
-  T1003 - OS Credential Dumping
-  T1137.002 - Office Test
-  T1203 - Exploitation for Client 
Execution

-  T1550.002 - Pass the Hash
-  T1110.001 - Password Guessing
-  T1110.003 - Password Spraying
-  T1598 - Phishing for Information
-  T1059.001 - PowerShell
-  T1090 - Proxy
-  T1547.001 - Registry Run Keys / 
Startup Folder

-  T1074.002 - Remote Data 
Staging

-  T1114.002 - Remote Email 
Collection

-  T1218.011 - Rundll32
-  T1021.002 - SMB/Windows 
Admin Shares

-  T1213.002 - Sharepoint
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-  T1566.001 - Spearphishing 
Attachment

-  T1566.002 - Spearphishing Link
-  T1528 - Steal Application 
Access Token

-  T1573.001 - Symmetric 
Cryptography

-  T1070.006 - Timestomp
-  T1134.001 - Token 
Impersonation/Theft

-  T1588.002 - Tool
-  T1074 - Data Staged
-  T1595.002 - Vulnerability 
Scanning

-  T1071.001 - Web Protocols
-  T1505.003 - Web Shell
-  T1059.003 - Windows 
Command Shell

-  T1119 - Automated Collection
-  T1025 - Data from Removable 
Media

-  T1134 - Access Token 
Manipulation

-  T1083 - File and Directory 
Discovery

-  T1070 - Indicator Removal on 
Host

-  T1005 - Data from Local 
System

-  T1120 - Peripheral Device 
Discovery

-  T1140 - Deobfuscate/Decode 
Files or Information

-  T1027 - Obfuscated Files or 
Information

-  T1091 - Replication Through 
Removable Media

-  T1204 - User Execution
-  T1210 - Exploitation of Remote 

Services
-  T1211 - Exploitation for Defense 

Evasion
-  T1137 - Office Application 

Startup
-  T1040 - Network Sniffing
-  T1056 - Input Capture
-  T1213 - Data from Information 

Repositories
-  T1039 - Data from Network 

Shared Drive
-  T1092 - Communication 

Through Removable Media
-  T1498 - Network Denial of 

Service
-  T1068 - Exploitation for 

Privilege Escalation
-  T1190 - Exploit Public-Facing 

Application
-  T1014 - Rootkit
-  T1057 - Process Discovery
-  T1078 - Valid Accounts
-  T1113 - Screen Capture
-  T1133 - External Remote 

Services
-  T1199 - Trusted Relationship
-  T1036 - Masquerading
-  T1110 - Brute Force
-  T1221 - Template Injection

NOTE 
ATK5’s nuisance capability during 
political crises has been proven 
time and time again as detailed 
above (make a reference to the 
campaign using decoys on Brexit). 
This modus operandi is interesting 
to analyse in the current context. 
Indeed, many European organi-
sations are following the various 
topics related to this crisis very 
closely. A phishing campaign led 
by ATK5, exploiting the geopoliti-
cal situation to create decoy do-
cuments related to Ukraine could 
occur. This campaign would be 
consistent with the operating 
procedures displayed by ATK5. 
Regarding the form of the docu-
ments, one could imagine requests 
for donations for Ukraine, security 
recommendations by an account 
going through a recognized or-
ganisation such as ANSSI or the 
CNIL, texts dealing with the re-
ception of Ukrainian refugees on 
French territory. All these emails 
must be the subject of increased 
vigilance on the part of the em-
ployees of these organisations 
to protect themselves from a 
malware infection. The dissemi-
nation of malicious content also 
goes through social networks that 
today serve as a relay for sharing 
information on the war. 

Limiting the impact 
•  Set up a segmentation of the 

network.
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

•  Limit the possibility of elevation 
of privilege.

•  Ensure that all administrative ac-
cess, privileged or remote to the 
network requires multi-factor au-
thentication.

Limit the risk of Phishing
Where possible:
•  Apply automatic sandbox scan-

ning to email attachments and 
monitor phishing attempts. 

•  Train users to detect and respond 
to a suspicious email.

•  Regularly inform employees of 
password leaks.

•  Encourage employees to follow 
password hygiene best practices.

Countermeasures
•  Implement a security solution 

with anti-spyware capabilities.
•  Implement anti-brute force pro-

tection.
•  Implement a security solution 

that can detect, filter, and block 
a potential risky email before it 
reaches the user.

GRU: ATK14 (SANDWORM, 
BLACKENERGY) 

Profile

ATK14 (aka BlackEnergy, Sand-
worm) is a spy group of Russian 
origin very active since at least 
2008 and associated with the 
GRU by the US Department of 
Justice. He is known218 for targe-
ting companies in the energy sec-
tor in Europe. Since the beginning 
of 2015, the group has infiltrated 
many Ukrainian electricity distri-
bution companies to install the 
BlackEnergy malware and access 
their OT/SCADA infrastructure. 
On December 23, 2015, the hac-
kers managed to compromise the 
SCADA systems of three Ukrai-
nian energy companies and de-
commission their substations. The 
hackers, identified by U.S. autho-
rities as Russian, broke into the 
control systems of the plants and 
opened the circuit breakers to 
prevent the power supply. In ad-
dition, they blocked the accounts 
of power plant employees so they 
could not respond to the attack, 
and overwhelmed power plant call 
centers with a barrage of malicious 
online traffic — making it difficult 
for customers to report outages. 
The attack left about 225,000 
people without electricity for near-
ly six hours in the Ivano-Frankivsk, 
Chernivtsi, and Kiev oblasts (re-
gions). This attack is one of the 
first cases of cyber sabotage tar-
geting a power grid and demons-
trates the determination and skill 
of the attackers.

Modus operandi observed in 
Ukraine

Initially with the BlackEnergy tro-
jan, then GreyEnergy, and by evol-
ving their TTPs since then, espe-
cially with NotPetya, ATK14 seems 
to mainly use as a means of initial 
infection trojans deposited by phi-
shing emails, which then lead to 
the execution of a malicious instal-
ler that will configure a backdoor, 
and therefore offer persistent ac-

cess to the attacker. Considering 
the targets and techniques used, 
ATK14 is strongly suspected of 
being Unit 74455 of the GRU (Main 
Center for Special Technologies).

Tactics, Techniques et Proce-
dures
 
-  T1003.001 - LSASS Memory
-  T1005 - Data from Local 

System
-  T1008 - Fallback Channels
-  T1016 - System Network 

Configuration Discovery
-  T1016.001 - Internet Connection 

Discovery
-  T1018 - Remote System 

Discovery
-  T1020 - Automated Exfiltration
-  T1021.002 - SMB/Windows 

Admin Shares
-  T1027 - Obfuscated Files or 

Information
-  T1027.002 - Software Packing
-  T1033 - System Owner/User 

Discovery
-  T1036.005 - Match Legitimate 

Name or Location
-  T1040 - Network Sniffing
-  T1041 - Exfiltration Over C2 

Channel
-  T1043 - Commonly Used Port
-  T1046 - Network Service 

Scanning
-  T1047 - Windows Management 

Instrumentation
-  T1049 - System Network 

Connections Discovery
-  T1055 - Process Injection
-  T1056 - Input Capture
-   T1056.001 - Keylogging
-  T1057 - Process Discovery
-  T1059.001 - PowerShell
-  T1059.003 - Windows 

Command Shell
-  T1059.005 - Visual Basic
-  T1070 - Indicator Removal on 

Host
-  T1070.004 - File Deletion
-  T1071 - Application Layer 

Protocol
-  T1071.001 - Web Protocols
-  T1078 - Valid Accounts
-  T1078.002 - Domain Accounts
-  T1082 - System Information 

Discovery
-  T1083 - File and Directory 

Discovery
-  T1087 - Account Discovery
-  T1087.002 - Domain Account
-  T1087.003 - Email Account
-  T1090 - Proxy
-  T1098 - Account Manipulation
-  T1102.002 - Bidirectional 

Communication
-  T1105 - Ingress Tool Transfer

-  T1110.003 - Password Spraying
-  T1113 - Screen Capture
-  T1119 - Automated Collection
-  T1120 - Peripheral Device 

Discovery
-  T1132.001 - Standard Encoding
-  T1133 - External Remote 

Services
-  T1136 - Create Account
-  T1136.002 - Domain Account
-  T1140 - Deobfuscate/Decode 

Files or Information
-  T1195 - Supply Chain 

Compromise
-  T1195.002 - Compromise 

Software Supply Chain
-  T1199 - Trusted Relationship
-  T1203 - Exploitation for Client 

Execution
-  T1204.001 - Malicious Link
-  T1204.002 - Malicious File
-  T1218.011 - Rundll32
-  T1219 - Remote Access 

Software
-  T1485 - Data Destruction
-  T1486 - Data Encrypted for 

Impact
-  T1491.002 - External 

Defacement
-  T1495 - Firmware Corruption
-  T1498 - Network Denial of 

Service
-  T1499 - Endpoint Denial of 

Service
-  T1505.001 - SQL Stored 

Procedures
-  T1505.003 - Web Shell
-  T1542.003 - Bootkit
-  T1543.003 - Windows Service
-  T1547.001 - Registry Run Keys / 

Startup Folder
-  T1547.009 - Shortcut 

Modification
-  T1548.002 - Bypass User 

Account Control
-  T1552.001 - Credentials In Files
-  T1552.004 - Private Keys
-  T1555.003 - Credentials from 

Web Browsers
-  T1561.001 - Disk Content Wipe
-  T1561.002 - Disk Structure 

Wipe
-  T1562.002 - Disable Windows 

Event Logging
-  T1566.001 - Spearphishing 

Attachment
-  T1566.002 - Spearphishing Link
-  T1570 - Lateral Tool Transfer
-  T1571 - Non-Standard Port
-  T1573 - Encrypted Channel
-  T1574.010 - Services File 

Permissions Weakness
-  T1583.001 - Domains
-  T1583.004 - Server
-  T1585.001 - Social Media 

Accounts
-  T1585.002 - Email Accounts

-  T1587.001 - Malware
-  T1588.002 - Tool
-  T1588.006 - Vulnerabilities
-  T1589.002 - Email Addresses
-  T1589.003 - Employee Names
-  T1590.001 - Domain Properties
-  T1591.002 - Business 

Relationships
-  T1592.002 - Software
-  T1593 - Search Open Websites/

Domains
-  T1594 - Search Victim-Owned 

Websites
-  T1595.002 - Vulnerability 

Scanning
-  T1598.003 - Spearphishing Link

FSB: ATK111 (GAMAREDON)

Profile

The Gamaredon Group has been 
active since at least 2014. Some 
sources say they spotted traces 
of the group’s activity as early as 
June 2013, a few months before 
Russia’s annexation of Crimea.
The Ukrainian Secret Service 
(SSU) announced that it had 
«unambiguously» identified the 
source of the group’s activities in 
November 2021, on the release of 
a report containing the methods 
and techniques observed by the 

Detect 
•  Install an anti-ransomware solu-

tion to detect abnormal events 
such as opening and encrypting 
many files. 

Limiting the impact
•  Set up a segmentation of the 

network.
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

•  Limit the possibility of elevation 
of privilege.

•  Ensure that all administrative ac-
cess, privileged or remote to the 
network requires multi-factor au-
thentication.

Limit the risk of Phishing
•  Apply automatic sandbox scan-

ning to email attachments and 
monitor phishing attempts.

•  Train users to detect and respond 
to a suspicious email.

•  Regularly inform employees of 
password leaks.

•  Encourage employees to follow 
password hygiene best practices.

Countermeasures
•  Implement a security solution 

that can detect, filter, and block 
a potential risky email before it 
reaches the user.
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group. According to them, it would 
be a section of the FSB based in 
Crimea and specialized in the of-
fensive computer fight concerning 
Ukraine. They would target Ukrai-
nian state bodies dedicated to de-
fence, security and law enforce-
ment; their main mission would be 
to obtain information.219

The SSU describes the group’s 
mannerisms as «bold» and «in-
trusive», including repeated phi-
shing campaigns systematically 
addressed to the same targets. 
These campaigns would make it 
possible to recover lost access or 
obtain better coverage of compro-
mised machines. 
Although initially unsophisticated, 
not using complex tactics and 
settling for open access tools, the 
group has now reached a certain 
level of maturity, marked using a 
modular toolbox and continuous 
development of new features and 
multiple variations of obfuscation 
techniques. This agility has the 
main interest of requiring more 
energy on the part of defenders to 
adapt the means of detection and 
defence, and therefore allow at-
tackers to be able to circumvent 
them.
Most of the group’s activity tar-
gets Windows machines, although 
at least one test campaign dedi-
cated to Linux systems thanks to 
the EvilGnome malware could be 
observed. The SSU report also 
mentions attempts to compromise 
Android devices.
It is one of the most active APTs 
in Ukraine since the Ukrainian 
government attributes to it more 
than 5000 attacks against more 
than 1500 government systems.
The evolution of the group’s capa-
bilities is marked by a first transi-
tion in 2017 to more sophisticated 
means, designed from a RAT distri-
buted within the Russian-speaking 
community in 2016, then in 2021 
with the development of lateraliza-
tion capabilities via the network as 
well as storage devices. In a recent 
article dated February 5, 2022, the 
MSTIC team claims to have obser-
ved since October 2021 Activities 
related to Gamaredon targeting 
access by ukrainian security-cri-
tical organisations and emergency 
remediation, as well as organisa-
tions involved in the coordination 
of humanitarian operations.220

Tactics, Techniques and Proce-
dures
 
-  T1001 - Data Obfuscation 
-  T1005 - Data from Local System 
-  T1025 - Data from Removable 
Media 

-  T1027 - Obfuscated Files or 
Information 

-  T1027.001 - Obfuscated Files or 
Information: Binary Padding 

-  T1027.004 - Obfuscated Files 
or Information: Compile After 
Delivery 

-  T1033 - System Owner/User 
Discovery 

-  T1039 - Data from Network 
Shared Drive 

-  T1041 - Exfiltration Over C2 
Channel 

-  T1041 - Exfiltration Over 
Command and Control Channel 

-  T1043 - Commonly Used Port 
-  T1053.005 - Scheduled Task/
Job: Scheduled Task 

-  T1059.003 - Command and 
Scripting Interpreter: Windows 
Command Shell 

-  T1059.005 - Command and 
Scripting Interpreter: Visual 
Basic 

-  T1060 - Registry Run Keys / 
Startup Folder 

-  T1064 - Scripting 
-  T1070.004 - Indicator Removal 
on Host: File Deletion 

-  T1071 - Standard Application 
Layer Protocol 

-  T1071.001 - Standard Application 
Layer Protocol: Web Protocols 

-  T1080 - Taint Shared Content 
-  T1082 - System Information 
Discovery 

-  T1083 - File and Directory 
Discovery 

-  T1102 - Web Service 
-  T1105 - Ingress Tool Transfer 
-  T1105 - Remote File Copy 
-  T1106 - Native API 
-  T1107 - File Deletion 
-  T1112 - Modify Registry 
-  T1113 - Screen Capture 
-  T1119 - Automated Collection 
-  T1120 - Peripheral Device 
Discovery 

-  T1137 - Office Application 
Startup 

-  T1140 - Deobfuscate/Decode 
Files or Information 

-  T1193 - Spearphishing 
Attachment 

  T1204 - User Execution 
-  T1204.002 - User Execution: 
Malicious File 

-  T1218.011 - Signed Binary Proxy 
Execution: Rundll32 

-  T1221 - Template Injection 

-  T1534 - Internal Spearphishing 
-  T1547.001 - Boot or Logon 
Autostart Execution: Registry 
Run Keys / Startup Folder 

-  T1559.001 - Inter-Process 
Communication: Component 
Object Model 

-  T1562.001 - Impair 
Defenses:Disable or Modify Tools 

-  T1566.001 - Phishing: 
Spearphishing Attachment

Limiting the impact 
•  Set up a segmentation of the 

network.
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

Limit the possibility of eleva-
tion of privilege
•  Ensure that all administrative ac-

cess, privileged or remote to the 
network requires multi-factor au-
thentication.

Limit the risk of Phishing
•   Apply automatic sandbox scan-

ning to email attachments and 
monitor phishing attempts.

•   Train users to detect and respond 
to a suspicious email.

•   Regularly inform employees of 
password leaks.

•   Encourage employees to follow 
password hygiene best practices.

Countermeasures
•   Implement a security solution 

that can detect, filter, and block 
a potential risky email before it 
reaches the user.

Limiting the impact 
•  Set up a segmentation of the 

network.
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

Limit the possibility of eleva-
tion of privilege
•  Ensure that all administrative ac-

cess, privileged or remote to the 
network requires multi-factor au-
thentication.

Limit the risk of Phishing
•   Apply automatic sandbox scan-

ning to email attachments and 
monitor phishing attempts.

•   Train users to detect and respond 
to a suspicious email.

•   Regularly inform employees of 
password leaks.

•   Encourage employees to follow 
password hygiene best practices.

Countermeasures
•  Implement a security solution 

that can detect, filter, and block 
a potential risky email before it 
reaches the user.

FSB: ATK13 (TURLA)

Profile

ATK13 (aka Turla, Uroburos, Water-
bug, Venomous Bear) has been an 
active cyberespionage threat since 
at least 2008, when it opened a 
breach in the U.S. Department of 
Defence. ATK13 is a Russian-spea-
king group and is generally thought 
to be an organisation sponsored by 
the Russian state and more speci-
fically the FSB. 
Turla is known for conducting 
watering hole and spearphishing 
campaigns and for using internal 
tools and malware. Turla’s spying 
platform is mainly used against 
Windows machines but has also 
been seen used against macOS 
and Linux machines.

Tactics, Techniques and Proce-
dures

-  T1005 - Data from Local System 
-  T1007 - System Service 
Discovery 

-  T1011 - Exfiltration Over Other 
Network Medium 

-  T1012 - Query Registry 
-  T1016 - System Network 
Configuration Discovery 

-  T1016.001 - System Network 
Configuration Discovery: Internet 
Connection Discovery 

-  T1018 - Remote System 
Discovery 

-  T1021.002 - Remote Services: 
SMB/Windows Admin Shares 

-  T1025 - Data from Removable 
Media 

-  T1027 - Obfuscated Files or 
Information 

-  T1027.005 - Obfuscated Files or 
Information: Indicator Removal 
from Tools 

-  T1049 - System Network 
Connections Discovery 

-  T1055 - Process Injection 
-  T1055.001 - Process Injection: 
Dynamic-link Library Injection 

-  T1057 - Process Discovery 
-  T1059.001 - Command and 
Scripting Interpreter: PowerShell 

-  T1059.003 - Command and 
Scripting Interpreter: Windows 
Command Shell 

-  T1059.005 - Command and 
Scripting Interpreter: Visual Basic 

-  T1059.006 - Command and 
Scripting Interpreter: Python 

-  T1059.007 - Command and 
Scripting Interpreter: JavaScript 

-  T1068 - Exploitation for Privilege 
Escalation 

-  T1069.001 - Permission Groups 
Discovery: Local Groups 

-  T1069.002 - Permission Groups 
Discovery: Domain Groups 

-  T1071 - Application Layer Protocol 
-  T1071.001 - Application Layer 
Protocol: Web Protocols 

-  T1071.003 - Application Layer 
Protocol: Mail Protocols 

-  T1078.003 - Valid Accounts: 
Local Accounts 

-  T1082 - System Information 
Discovery 

-  T1083 - File and Directory 
Discovery 

-  T1087.001 - Account Discovery: 
Local Account 

-  T1087.002 - Account Discovery: 
Domain Account 

-  T1090 - Proxy 
-  T1102 - Web Service 
-  T1102.002 - Web Service: 
Bidirectional Communication 

-  T1105 - Ingress Tool Transfer 
-  T1106 - Native API 
-  T1110 - Brute Force 
-  T1112 - Modify Registry 
-  T1120 - Peripheral Device 
Discovery 

-  T1124 - System Time Discovery 
-  T1134.002 - Access Token 
Manipulation: Create Process 
with Token 

-  T1140 - Deobfuscate/Decode Files 
or Information 

-  T1189 - Drive-by Compromise 
-  T1201 - Password Policy 
Discovery 

-  T1204 - User Execution 
-  T1204.001 - User Execution: 
Malicious Link 

-  T1213 - Data from Information 
Repositories 

-  T1518.001 - Software Discovery: 
Security Software Discovery 

-  T1546.003 - Event Triggered 
Execution: Windows 
Management Instrumentation 
Event Subscription 

-  T1546.013 - Event Triggered 
Execution: PowerShell Profile 

-  T1547.001 - Boot or Logon 
Autostart Execution: Registry 
Run Keys / Startup Folder 

-  T1547.004 - Boot or Logon 
Autostart Execution: Winlogon 
Helper DLL 

-  T1553.006 - Subvert Trust 
Controls: Code Signing Policy 
Modification 

-  T1555.004 - Credentials from 
Password Stores: Windows 
Credential Manager 

-  T1560.001 - Archive Collected 
Data: Archive via Utility 

-  T1562.001 - Impair Defenses: 
Disable or Modify Tools 

-  T1566.001 - Phishing: 
Spearphishing Attachment 

-  T1566.002 - Phishing: 
Spearphishing Link 

-  T1567.002 - Exfiltration Over 
Web Service: Exfiltration to 
Cloud Storage 

-  T1570 - Lateral Tool Transfer 
-  T1583.006 - Infrastructure: Web 
Services 

-  T1584.003 - Compromise 
Infrastructure: Virtual Private 
Server 

-  T1584.004 - Compromise 
Infrastructure: Server 

-  T1584.006 - Compromise 
Infrastructure: Web Services 

-  T1587.001 - Develop Capabilities: 
Malware 

-  T1588.001 - Obtain Capabilities: 
Malware 

-  T1588.002 - Obtain Capabilities: 
Tool

FSB: ATK6 (DRAGONFLY)

Profile

ATK6 (aka: Dragonfly) is a cyber es-
pionage group active since at least 
2010. It first targeted defence and 
aviation companies, then turned 
to the energy sector in early 2013. 
Dragonfly’s activities can be sepa-
rated into three periods:
1.  2010-2013, the beginning of its 

activities with the help of large 
spam campaigns.

2.  2013-2014: Start of using 
spear-phishing to target the 
energy sector.

3.  2015-2019, a revival of his at-
tacks after a break.

Intrusions into energy facilities 
can have two objectives: to steal 
sensitive information to know how 
these systems work (intelligence 
gathering phase) and to prepare 
the ground for future sabotage 
operations.
According to the U.S. Congressio-
nal Research Center, this group is 
linked to the FSB.222`

Tactics, Techniques and Proce-
dures

-  T1003 - OS Credential Dumping 
-  T1005 - Data from Local System 
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-  T1012 - Query Registry 
-  T1016 - System Network 
Configuration Discovery 

-  T1018 - Remote System 
Discovery 

-  T1021.001 - Remote Services: 
Remote Desktop Protocol 

-  T1033 - System Owner/User 
Discovery 

-  T1036 - Masquerading 
-  T1043 - Commonly Used Port 
-  T1053 - Scheduled Task/Job 
-  T1059 - Command and Scripting 
Interpreter 

-  T1059.001 - Command and 
Scripting Interpreter: PowerShell 

-  T1069 - Permission Groups 
Discovery 

-  T1070 - Indicator Removal on 
Host 

-  T1070.004 - Indicator Removal 
on Host: File Deletion 

-  T1071 - Application Layer 
Protocol 

-  T1074 - Data Staged 
-  T1078 - Valid Accounts 
-  T1083 - File and Directory 
Discovery 

-  T1087 - Account Discovery 
-  T1098 - Account Manipulation 
-  T1105 - Ingress Tool Transfer 
-  T1110 - Brute Force 
-  T1112 - Modify Registry 
-  T1113 - Screen Capture 
-  T1114 - Email Collection 
-  T1133 - External Remote Services 
-  T1135 - Network Share Discovery 
-  T1136 - Create Account 
-  T1187 - Forced Authentication 
-  T1189 - Drive-by Compromise 
-  T1195.002 - Active Scanning: 
Compromise Software Supply 
Chain 

-  T1204 - User Execution 
-  T1221 - Template Injection 
-  T1505.003 - Server Software 
Component: Web Shell 

-  T1547.001 - Boot or Logon 
Autostart Execution: Registry 
Run Keys / Startup Folder 

-  T1547.009 - Boot or Logon 
Autostart Execution: Shortcut 
Modification 

-  T1560 - Archive Collected Data 
-  T1562.001 - Impair Defenses: 
Disable or Modify Tools 

-  T1566 - Phishing 
-  T1566.001 - Phishing: 
Spearphishing Attachment 

-  T1566.002 - Phishing: 
Spearphishing Link 

-  T1587.001 - Develop Capabilities: 
Malware 

-  T1588.001 - Obtain Capabilities: 
Malware 

-  T1588.002 - Obtain Capabilities: 
Tool 

Detect 
•  Consider the implementation of 

one or more canaries raising an 
alert when they are opened in the 
form of .docx, .doc, .xlsx, .xls or 
.pdf documents.

Limiting the impact
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

•  Set up a segmentation of the 
network.

•  Block attempts to connect to ser-
vices external to the company’s 
network (remote shares, private 
networks, printers, etc.).

Limit the possibility of eleva-
tion of privilege
•  Restrict the use of legitimate 

administration tools (i.e., the 
PsTools suite) when they are not 
needed.

•  Monitor access to processes and 
registry keys containing authenti-
cation secrets.

•  Ensure that all privileged network 
access requires multi-factor au-
thentication

Limit the risk of Phishing
•  Use a sandbox to automatical-

ly scan emails and their attach-
ments.

•  Train users to detect and respond 
to a suspicious email.

•  Regularly inform employees of 
password leaks.

•  Encourage employees to follow 
password hygiene best practices

Countermeasures
•  Implement a security solution 

with anti-spyware capabilities.
•  Implement anti-brute force pro-

tection.
•  Implement a security solution 

that can detect, filter and block 
a potential risky email before it 
reaches the user

Detect 
•  Install an anti-ransomware solu-

tion to detect abnormal events 
such as opening and encrypting 
many files.

Limiting the impact
•  Set up a segmentation of the 

network.
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

•  Limit the possibility of elevation 
of privilege.

•  Ensure that all administrative ac-
cess, privileged or remote to the 
network requires multi-factor au-
thentication.

•  Enable «timeout» and «lockout» 
functions for authentication on 
sensitive applications.

Limit the risk of Phishing
•  Apply automatic sandbox scan-

ning to email attachments and 
monitor phishing attempts. 

•  Train users to detect and respond 
to a suspicious email.

•  Regularly inform employees of 
password leaks.

•  Encourage employees to follow 
password hygiene best practices.

Countermeasures
•  Implement anti-brute force pro-

tection.
•  Implement a security solution 

that can detect, filter, and block 
a potential risky email before it 
reaches the user.

SVR: ATK7 (APT29)

Profile

ATK7 (aka APT29, NOBELIUM, 
UNC2452) is a group of attac-
kers that has been around since 
at least 2008 and is believed to be 
acting on behalf of the Russian go-
vernment. The group is composed 
of highly competent and well-or-
ganized members, which makes it 
possible to carry out complex and 
long-term campaigns. The main 
objective of the group is espio-
nage and intelligence gathering. 

The group therefore targets Wes-
tern organisations, especially go-
vernment agencies, think tanks... 
It has also occasionally extended 
its scope to governments in the 
Middle East, Asia, Africa, etc. To 
achieve its goal, the group used se-
veral malware families.
The group aims to act quickly, 
albeit in a noisy way: Their cam-
paigns are not designed to be dis-
creet, but to be distributed to many 
victims, followed by the deploy-
ment of malware that will quickly 
seize and exfiltrate any potentially 
interesting information. When an 
interesting victim has been un-
masked, the group often switches 
to another, stealthier malware, de-
signed for long-term persistence, 
to gather intelligence.
In recent years, the group has 
conducted these campaigns twice 
a year. The group is suspected 
of being responsible for the 2015 
hacking of several government ins-
titutions in the United States, in-
cluding the White House, the Pen-
tagon, and the DoS.

Tactics, Techniques and Proce-
dures
 
-  T1016 - System Network Confi-
guration Discovery

-  T1546.008 - Accessibility Fea-
tures

-  T1098.001 - Additional Cloud Cre-
dentials

-  T1071 - Application Layer Protocol
-  T1560 - Archive Collected Data
-  T1560.001 - Archive via Utility
-  T1573.002 - Asymmetric Cryp-
tography

-  T1102.002 - Bidirectional Com-
munication

-  T1548.002 - Bypass User Ac-
count Control

-  T1553.002 - Code Signing
-  T1059 - Command and Scripting 
Interpreter

-  T1559.001 - Component Object 
Model

-  T1195.002 - Compromise Sof-
tware Supply Chain

-  T1552.001 - Credentials In Files
-  T1555 - Credentials from 
Password Stores

-  T1003.006 - DCSync
-  T1071.004 - DNS
-  T1020 - Automated Exfiltration
-  T1102 - Web Service
-  T1115 - Clipboard Data
-  T1587.003 - Digital Certificates
-  T1562.002 - Disable Windows 
Event Logging

-  T1562.004 - Disable or Modify 
System Firewall

-  T1562.001 - Disable or Modify 
Tools

-  T1078.002 - Domain Accounts
-  T1090.004 - Domain Fronting
-  T1098 - Account Manipulation
-  T1568.002 - Domain Generation 
Algorithms

-  T1583.001 - Domains
-  T1584.001 - Domains
-  T1568 - Dynamic Resolution
-  T1573 - Encrypted Channel
-  T1030 - Data Transfer Size Li-
mits

-  T1098.002 - Exchange Email De-
legate Permissions

-  T1048.002 - Exfiltration Over 
Asymmetric Encrypted Non-C2 
Protocol

-  T1070.004 - File Deletion
-  T1001 - Data Obfuscation
-  T1027.005 - Indicator Removal 
from Tools

-  T1105 - Ingress Tool Transfer
-  T1090.001 - Internal Proxy
-  T1558.003 - Kerberoasting
-  T1114 - Email Collection
-  T1204.002 - Malicious File
-  T1204.001 - Malicious Link
-  T1587.001 - Malware
-  T1036.004 - Masquerade Task or 
Service

-  T1036.005 - Match Legitimate 
Name or Location

-  T1090.003 - Multi-hop Proxy
-  T1564.004 - NTFS File Attributes
-  T1106 - Native API
-  T1095 - Non-Application Layer 
Protocol

-  T1003 - OS Credential Dumping
-  T1203 - Exploitation for Client 
Execution

-  T1550.002 - Pass the Hash
-  T1550.003 - Pass the Ticket
-  T1059.001 - PowerShell
-  T1552.004 - Private Keys
-  T1069 - Permission Groups Dis-
covery

-  T1055.012 - Process Hollowing
-  T1090 - Proxy
-  T1059.006 - Python
-  T1007 - System Service Disco-
very

-  T1547.001 - Registry Run Keys / 
Startup Folder

-  T1074.002 - Remote Data Sta-
ging

-  T1021.001 - Remote Desktop Pro-
tocol

-  T1114.002 - Remote Email Collec-
tion

-  T1207 - Rogue Domain Controller
-  T1218.011 - Rundll32
-  T1134.005 - SID-History Injection
-  T1021.002 - SMB/Windows Ad-
min Shares

-  T1053.005 - Scheduled Task
-  T1053 - Scheduled Task/Job
-  T1518.001 - Security Software 

Discovery
-  T1547.005 - Security Support 
Provider

-  T1185 - Man in the Browser
-  T1569.002 - Service Execution
-  T1547.009 - Shortcut Modifica-
tion

-  T1027.002 - Software Packing
-  T1566.001 - Spearphishing At-
tachment

-  T1566.002 - Spearphishing Link
-  T1021 - Remote Services
-  T1001.002 - Steganography
-  T1070.006 - Timestomp
-  T1552 - Unsecured Credentials
-  T1550 - Use Alternate Authenti-
cation Material

-  T1059.005 - Visual Basic
-  T1595.002 - Vulnerability Scan-
ning

-  T1071.001 - Web Protocols
-  T1583.006 - Web Services
-  T1550.004 - Web Session Cookie
-  T1505.003 - Web Shell
-  T1059.003 - Windows Command 
Shell

-  T1546.003 - Windows Mana-
gement Instrumentation Event 
Subscription

-  T1021.006 - Windows Remote 
Management

-  T1543.003 - Windows Service
-  T1087 - Account Discovery
-  T1082 - System Information Dis-
covery

-  T1484.002 - Domain Trust Mo-
dification

-  T1016.001 - Internet Connection 
Discovery

-  T1606.002 - SAML Tokens
-  T1606.001 - Web Cookies
-  T1010 - Application Window Dis-
covery

-  T1047 - Windows Management 
Instrumentation

-  T1025 - Data from Removable 
Media

-  T1482 - Domain Trust Discovery
-  T1497 - Virtualization/Sandbox 
Evasion

-  T1043 - Commonly Used Port
-  T1029 - Scheduled Transfer
-  T1134 - Access Token Manipula-
tion

-  T1046 - Network Service Scan-
ning

-  T1083 - File and Directory Dis-
covery

-  T1018 - Remote System Disco-
very

-  T1070 - Indicator Removal on 
Host

-  T1005 - Data from Local System
-  T1055 - Process Injection
-  T1140 - Deobfuscate/Decode Files 
or Information

-  T1026 - Multiband Communica-
tion

-  T1027 - Obfuscated Files or In-
formation

-  T1204 - User Execution
-  T1485 - Data Destruction
-  T1008 - Fallback Channels
-  T1056 - Input Capture
-  T1197 - BITS Jobs
-  T1039 - Data from Network 
Shared Drive

-  T1068 - Exploitation for Privilege 
Escalation

-  T1190 - Exploit Public-Facing Ap-
plication

-  T1135 - Network Share Discovery
-  T1057 - Process Discovery
-  T1078 - Valid Accounts
-  T1132 - Data Encoding
-  T1113 - Screen Capture
-  T1133 - External Remote Services
-  T1199 - Trusted Relationship
-  T1036 - Masquerading
-  T1124 - System Time Discovery
-  T1033 - System Owner/User Dis-
covery

-  T1048 - Exfiltration Over Alterna-
tive Protocol
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A YEAR OF MALWARE

The Ukrainian state 
infrastructure has a somewhat 
long history of being targeted by 
all kinds of malware, and even 
more so since the conflict started 
in 2014 with the annexation of 
Crimea. Over the years, they’ve 
been targeted by many of the 
most impactful kinds of malware: 
wiper worms, deep penetration 
ICS worms, ransomware, 
bootkits, UEFI rootkits – and 
of course a constant barrage 
of phishing and spear phishing 
campaigns. This rampage 
hindered public services from 
working properly, led to mass 
data loss, caused massive 
blackouts across the country and 
has been a significant part of the 
psychological aspect of the war.

INVASION RUN-UP

The nature of the Russian offensive 
in the cyberspace changed slightly 
when troops started being massed 
on Ukrainian borders: the threats 
were made clearer and in a more 
dramatic fashion. Less state-of-
the-art tools were seen deployed in 
favour of efficient and direct tech-
niques – even sometimes imple-
mented too hastily.
For instance, several Ukrainian go-
vernment agencies’ websites were 
taken down on January 14, 2022, 
with at least one of them having 
its home page defaced and replaced 
with death threats in Russian, 
Ukrainian and Polish: «Ukrainians! 
[…] All information about you has 
become public. Be afraid and expect 
worse. It’s your past, present and fu-
ture. For Volyn, for OUN UPA[...] for 
historical lands.» Note that the end 
of this extract echoes the Russian 
state narrative of reclaiming chunks 
of Ukraine that were once part of 
Russia, which was used, among 
other things, to justify the annexa-
tion of Crimea, the Donbass war 
and the current invasion.
This attack used the Whisper-

Gate malware, one of the first of a 
long list of never-seen-before wiper 
strains. Although we classify it as a 
wiper because no encryption is per-
formed and no mechanism to pro-
vide a unique identifier to victims is 
implemented, it does bear some of 
the ransomware technical markers 
such as dropping a ransom note and 
changing the extension of the impac-
ted files. We believe that the attacker 
chose this path to plant forged evi-
dence indicating a pro-Ukrainian ori-
gin, to which the CERT-UA reacted 
quickly by denouncing this attempt 
as a manoeuvre of the Russian ser-
vices to justify a military reaction.
On February 4, 2022, the Microsoft 
Threat Intelligence Center (MSTIC) 
stated that they observed phishing 
campaigns being carried over the 
past 6 months by the Gamaredon 
group - which had been previously 
linked by the Ukrainian Secret Ser-
vice (SSU) to the Russian Federal 
Security Bureau (FSB).
These campaigns targeted - among 
others - military, governmental and 
legal organizations, as well as NGOs 
and non-profit associations. The im-
pacted systems were infected with a 
remote access malware, which gave 
the attacker the capability to per-
form any further actions, including 
exfiltrating sensitive data, pivot dee-
per in the network and wiping the 
system.
Shortly after, on February 15, a wave 
of coordinated attacks using a wide 
variety of technique was carried out: 
•  The websites of government 

structures, such as ministries and 
banks, faced a strong denial of ser-
vice attack,

•  A denial-of-service attack impac-
ted the DNS servers responsible 
for resolving the IPs of Ukrainian 
government sites,

•  Traffic routing to the IPs of 
Ukraine’s largest bank (Privatbank) 
was diverted for two hours to a Ni-
gerian network, causing services 
to become unavailable,

•  Fraudulent SMS messages an-
nouncing the unavailability of Pri-
vatbank’s ATMs on February 15 
were sent to the population,

•  Bomb threat emails were sent to 
several financial institutions.

Having occurred roughly 10 days be-
fore the start of the invasion and gi-
ven its dramatic but short-lived na-
ture, the goal of this salvo was likely 
to sow fear in the mind of Ukrai-
nian people and officials to shape 
their mental state for the upcoming 
attack, hoping that they would be 
more likely to surrender.

A BARRAGE OF CYBERATTACKS.

OPENING SALVO

In coordination with the start of the 
February 24 invasion, wipers were 
triggered en masse, crippling Ukrai-
nian state infrastructure. This wave 
of attacks was mostly based on a 
toolkit consisting of a main program 
(HermeticWizard) orchestrating the 
delivery and spreading, embedding 4 
specialized subprograms dedicated 
to a single task. Two of them are 
watching and causing a disturbance 
(HermeticWiper and PartyTicket), 
while the other two are dedicated 
to worm through the network au-
tonomously. Note that the wipers 
can also be used as standalone, 
using another delivery method. 

NOTE 
The infamous NotPetya wiper attack 
of June 27, 2017 also used WMIC and 
SMB (through the PsExec tool, which 
was smuggled in by wiper) to spread 
in a very efficient manner. This attack 
used the hijacked update channel of 
a very popular accounting software 
in Ukraine as the starting point for 
infection, then collected credentials 
on the infected machines to spread 
massively using the two worm com-
ponents along with the EternalBlue 
exploit, which had recently leaked. 

It’s known to be the worst case of 
spillover for a destructive worm, 
which is estimated to have costed 
more than 10 billion dollars global-
ly. Some reports indicated that it 
even found its way to the Chernobyl 
nuclear power plant, taking down 
the document management system 
and forcing the team in charge of 

monitoring the radioactivity levels to 
switch to manual measurements224.
While HermeticWiper is a costly 
weapon (use of a stolen valid certifi-
cate, advanced use of low-level disk 
ioctl commands via a weaponised le-
gitimate third-party driver, thorough 
lock of the workstation), PartyTicket 
(aka. HermeticRansom) feels a bit 
rushed and rustic in comparison. 
It camouflages as ransomware, like 
WhisperGate, but this time imple-
ments a real encryption mechanism. 
This ransomware, however, has a 
flaw in the way the random key ge-
neration algorithm is implemented, 
allowing the recovery of the encryp-
tion key if the binary used for the 
attack is available. The reason for 
its use in this context is not clear, 
but we recon it might be used for 
diversion or to handle specific cases 
where HermeticWiper cannot be de-
livered correctly.

SATELLITE COMMUNICATIONS

Aside from state infrastructure, sa-
tellite communications were also 
disrupted in one of the first attack 
of its kind: around the same time 
the invasion started, part of the 
VIASAT network got taken down 
and some customers got their mo-
dems wiped clean. It is the first time 
that a state-sponsored destructive 
cyber-attack has been found to be 
aimed at satellite infrastructure. Al-
though no actual satellite was tar-
geted, this operation is the closest 
Russia was to hit NATO critical in-
frastructure, risking a globalization 
of the conflict.
One of the biggest impacts was seen 
in Germany, where the safety of a 
big chunk of its wind turbines was 
compromised. In fact, more than 
5,800 of them relied on the attacked 
internet satellite infrastructure to be 
remotely controlled in case of high 
winds or other emergencies. If it 
were not for the wind turbines re-
silience (they worked in auto mode 
until the link was put back online), 
a loss of 11GW of power would have 
had a massive impact on German 
citizens everyday life, risking a disas-
trous escalation of the conflict. Tens 
of thousands of French customers 
relying on the impacted network 
also lost their Internet access.
It should be noted that even though 
this attack did spillover in a very 
dangerous way, its scale is nowhere 
near the NotPetya wildfire.

WIPER GALORE

For nearly 50 days after the start of 
the invasion, new or freshly updated 
malware strains came up every few 
days, with at least 10 new wipers 
or ransomware being discovered in 
this short period: HermeticWiper, 
PartyTicket, AcidRain, CaddyWi-
per, IsaacWiper, DoubleZero, De-
sertBlade, Industroyer2, AwfulShred 
and SoloShred.
The pace changed shortly after the 
campaign culminated with a foiled 
attempt to use an augmented ver-
sion of Industroyer (Industroyer2) 
against the Ukrainian electric grid 
and the public disclosure by Ukrai-
nian security teams and allies of a 
Triton-like ICS disruption toolkit (Pi-
pedream, aka. Incontroller) in April. 
Onward and until roughly the end 
of the year, destructive operation 
mainly used CaddyWiper and the 
ArguePatch packer, to which a timer 
feature was added to allow coordi-
nated attacks by triggering its pay-
load at a specific time. Note that ac-
cording to the Mandiant timeline225, 
there was a low-intensity, repositio-
ning phase that lasted for around 2 
months from July to August 2022 
before the wiper attacks resumed. 
During this phase, we witnessed an 
impressive number of implants and 
infostealers targeting Ukrainian in-
frastructures, featuring all kind of 
malware: off-the-shelf redteam too-
ling, implants from the cybercrime 
communities, tailored infostealer, en-
hanced or weaponized open-source 
projects, abused legitimate tools... 
Even several years old malware were 
used: Mandiant reported a case226  
where a Ukrainian organization was 
targeted with the KOPILUWAK re-
con malware (first seen in 2017) via 
a previous Andromeda infection - a 
USB worm with dropper capabilities, 
observed for the first time in 2013 - 
which was traced back to December 
2021. The attacker then dropped 
the Tunnus backdoor (first seen in 
2019) to exfiltrate sensitive files and 
conduct espionage.

CURRENT SITUATION

Since then, destructive operations 
using new wiper strains seems to 
have resumed - although at a much 
slower pace. ESET disclosed in their 
T3 APT activity report227  that they 
observed the use of a new wiper, 
dubbed NikoWiper, leveraging the 
Sdelete utility to target a company 
of the energy sector in October 
2022. More recently, ESET publi-

shed a thread on Twitter describing 
another new wiper strain: SwiftSli-
cer228. According to their report, it 
was delivered across the network in 
a coordinated manner to all the live 
systems through the execution of an 
Active Directory Group Policy. This 
technique is what we’ve seen being 
used in most of the wiper attacks 
that targeted Ukrainian infrastruc-
ture for the past year and conside-
red to be a key part of the Sand-
worm group modus operandi.
This specific delivery method re-
quires that the attacker has obtained 
the highest privilege in an Active Di-
rectory network: Domain Adminis-
tator. This role allows for any action 
possible, including disabling endpoint 
security solutions and launching a 
malware on every host with admi-
nistrator rights.

NOTE 
While security solutions might so-
metimes be configured to avoid being 
compromised via a Domain Adminis-
trator access, such level of privilege 
provides many levers to bypass them.

Such position in the network is 
usually obtained by getting a foo-
thold in the network and pivoting 
through until an administrator ac-
count is compromised. The initial 
foothold can be achieved in many 
ways, but in most cases, actors like 
Sandworm will either use phishing 
or exploit an Internet-facing vulne-
rable service to breach the network.
This is why the activity related to 
achieving this first step never slowed 
down, even though more impactful 
attacks were trending down. A new 
trend has been emerging recently, 
as the CERT-UA is increasingly re-
porting that the backdoor used as 
the vector for an attack was so-
metimes actually quite old – from 
months to years. 
There might be many reasons to 
this; some hypothesis includes that 
breaching new networks is increa-
singly difficult as Ukrainians tighten 
up their defences, that Russian ope-
rators need to get the most out of 
old implants before getting detected 
and cleaned out, that these targets 
only came to be relevant now, or 
simply that they want to keep the 
psychological pressure high on the 
IT front and that these accesses are 
expendable.
In any case, it shows how hard it is to 
find and purge an entrenched adversa-
ry, despite the stakes being as high as 
they are for the defenders of Ukraine.
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WHISPERGATE

SUMMARY

On the night of 13-14 January 
2022, several websites of Ukrai-
nian central administrations (Mi-
nistry of Foreign Affairs, Agricultu-
re, Energy, Security and Defense 
Council) suffered a cyberattack. 
The homepage of these sites was 
disfigured, and the content re-
placed by a propaganda message 
in Ukrainian, Russian and Polish: 
«Ukrainians, be afraid and prepare 
for the worst. All your personal 
data has been uploaded to the 
web.» 
On January 15, 2022, Microsoft 
researchers revealed that a wiper, 
a disk-destroying malware, had 
infected a dozen computer sys-
tems of Ukrainian organisations, 
including those of government 
sites. The first attempt to infect 
this malware would have taken 
place on January 13, 2022, in pa-
rallel with the disfigurement of the 
sites. The malware dubbed Whis-
perGate posed as ransomware 
without the ransom recovery 
mechanism. Ukraine’s National 
Center for Cybersecurity called 
the campaign an attack as Opera-
tion Bleeding Bear.

CONTEXT

These cyberattacks come against 
a backdrop of escalating tensions 
between Ukraine and the Russian 
Federation. Talks between Russia, 
the United States and their NATO 
allies to resolve the conflict were 
at an impasse and both sides 
were preparing for an intensifica-
tion of the crisis. Russia has said 
it is ready to take military action 
if its demands are not met. On 
the ground, Russia continues to 
amass troops near the Ukrainian 
border (100,000 soldiers), which 
adds to the stress already existing 
in the region. 

CONSEQUENCES

The direct consequences of the 
attack appear to be measured: 
disfigured government sites were 
temporarily disrupted, and wiper 
infection affected only a small nu-
mber of systems. Yet the signi-
ficance of the incident seems to 
lie on another level. First, it led 
to a reaffirmation of the commit-
ment of Western governments to 
the Ukrainian regime. On January 
19, 2022, U.S. President Joe Bi-
den said the U.S. could «respond 
to future Russian cyberattacks 
against Ukraine,» responses that 
could lead to further retaliation 
according to the U.S. Department 
of Homeland Security (DHS). 
Second, this attack contributed 
to rising tensions that could lead 
to a ground invasion by Russian 
troops. In any case, it has exacer-
bated cyber activity in the region, 
including an attack on Belarus’ 
rail system on January 25, 2022, 
by the Cyber Partisans, a nationa-
list ransomware group demanding 
the withdrawal of Russian troops 
from the border.

ATTRIBUTION

The final attribution of an attack 
remains difficult. However, the 
context in Ukraine as well as the 
lack of financial gain from these 
strikes suggest a political motiva-
tion. To the extent that the real 
objective of this attack appears to 
be the destabilization and loss of 
confidence of the Ukrainian people 
in their regime, state-sponsored 
attackers could profit from this 
campaign. 
Among the countries that could 
have orchestrated these attacks, 
Russia and Belarus appear to be 
the main suspects. Since Rus-
sia’s annexation of Crimea in 2014 
and the start of clashes in Don-
bass between Ukrainian forces 
and pro-Russian militias, multiple 
cyberattacks have already targe-
ted Ukraine (2015 attack on the 
power grid, 2017 NotPetya attack). 
If the timing coincides with the mo-
vement of Russian troops towards 
the border, raising the specter of 
a military invasion, the messages 
left on the disfigured websites do 
not correspond to what has been 
observed previously of Russian 
cyberattacks against Ukraine. 
In addition, Ukraine has hinted 
that the Hacker Group UNC1151, 
affiliated with Belarus, may have 
carried out the cyberattack, given 
its behaviour. UNC1151 is a group 
discovered by Mandiant, which 
has conducted espionage cam-
paigns targeting organisations in 
Eastern Europe. Although a direct 
link has not yet been established, 
some elements seem to suggest 
close links between UNC1151 and 
the Russian military. 

TECHNICAL ANALYSIS

The attack WhisperGate consists 
of 3 steps and involves a total of 
4 files. The first step, called Boot-
Patch, is used to simulate a ran-
somware attack. It states that 
the «hard drive has been corrup-
ted» and demands a ransom of 
$10,000, although the data can-

not be recovered. This program 
overwrites the MBR (Master Boot 
Record) with a custom bootloader 
that will be run when the machine 
restarts. The program also writes 
a fake ransom note that is dis-
played:
On reboot, the malicious bootloa-
der overwrites the partitions of 
each detected disk with the ran-
som note wrapped in padding eve-
ry 199 sectors.

The second step is triggered by a 
.Net dropper that tries to evade 
antivirus detection by using a VBS 
script to run an encoded Power-
Shell command twice, sleeping 10 
seconds each time.
After this 20-second delay, the 
program will download a reverse 
.Net executable, ‘Tbopbh.jpg’, di-
rectly from Discord’s CDN. 

Fake ransom note filed by the attacker

The encoded Sleep PowerShell command

Targeted fIle extensions

The PowerShell command waited 50 seconds before withdrawing.

Second stage hosted on https://cdn.discordapp[.] com/
attachments/928503440139771947/930108637681184768/Tbopbh.jpg

This file will be loaded and exe-
cuted from memory, starting the 
third and final step. This program 
will start by decrypting 2 built-in 
resources, which appear to be 2 
compressed GZIP archives, the 
second one also being reversed. 
The first is legitimate software 
published by Nirsoft, Advance-
dRun229, while the second is the 
real cleaner, nicknamed Whisper-
kill and targeting system files.
After unpacking these additio-
nal resources, the program first 

drops and runs a VBS script in 
the temp directory, which exe-
cutes a PowerShell command to 
add the C:/ drive. with Windows 
Defender exceptions, then uses 
AdvancedRun to stop the Win-
dows Defender service and delete 
its directory, optionally to prevent 
the operating system from restar-
ting it.
Finally, once the target’s defenses 
are disabled, the wiper starts. The 
Windows InstallUtil utility is first 
dropped into the temp directory, 

before being run and used to allow 
the wiper to work in its context.
All files and directories matching 
the list of extensions below will 
be corrupted, with the first 1MB 
being replaced by a ‘0xCC’ byte 
string. The wiper will then try to 
ping 5 times for up to 10 seconds 
to an inaccessible IP address 
(111.111.111.111), setting up a 50-se-
cond delay before deleting the IP 
address.
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Parsing .Net samples shows that 
AssemblyInfo properties are written 
in Cyrillic.

Dropping a ransom note to simu-
late a ransomware attack may seem 
futile and ineffective because the 
real goal comes up quickly. Howe-
ver, such a score is often used as 
a strong indicator for detection and 
attribution, and as such, it is a prime 
target for deceiving analysis and at-
tribution.
On January 26, Ukraine’s state 
agency CIP (Communications and 
Information Protection) said evi-

dence linking the operation to a 
pro-Ukrainian hacker group had 
been found. These allegations are 
based on the following facts: 
•  80% of the wiper’s code appears 

to be like WhiteBlackCrypt, a ran-
somware that used Ukraine’s coat 
of arms in its ransom note.

•  The bitcoin address listed in Whis-
perGate’s ransom note is the same 
one used in a bomb threat extor-
tion campaign sent to Russian 
organisations in 2019, which had 
been linked to a group associated 
with the Ukrainian secret service 
by Russian media.

•  An actor posing as the same per-
son behind the 2019 bomb threats 
has begun inciting Ukrainian or-
ganisations to take hostile action 
against Russia.

The IPC, however, claims that this 
attack is a false flag, designed to 
be wrongly attributed to Ukrainian 
state actors rather than Russian 
state actors, who it believes are the 
real culprits.

HERMETIC FAMILY

On the night of February 23-24, 
Russia unleashed a major cyberat-
tack in parallel with the beginning 
of its invasion of Ukraine. Several 
means have been implemented to 
cause maximum damage, inclu-
ding the use of a destructive virus 
(wiper).
This wiper is composed of a 
major program and 3 different 
sub-programs. The entry point, 
named HermeticWizard, is run 
first and takes care of scanning 
the network and spreading the 
malware; it contains an encrypted 
copy of each of the subprograms. 
The samples recovered so far are 
unlike any other known malware 
strains.
It should be noted that each of 
these programs can be used in-
dependently. Especially, Herme-
ticWiper, the element responsible 
for the destruction of the system, 
was observed as having been de-
ployed on all the machines in a 
fleet administered by an ActiveDi-
rectory via the GPOs; this type of 
operation is most often configured 
by hand, indicating a compromise 
made beforehand. Some research 
teams also report seeing its de-
ployment from prior access, such 
as on a compromised Exchange 
server or from a webshell.

HERMETICWIZARD

Although an in-depth analysis re-
mains to be carried out, ESET re-
searchers published on 1 March 
the first elements identified. They 
indicate that they detected the exe-
cution of this program at 14:52:49 
UTC, February 23, 2022230. 
As stated earlier, the main role of 
HermeticWizard is to spread as 
much as possible and trigger the 
destructive subprogram, Herme-
ticWiper. To do this, it retrieves 
all the IPs with which the system 
has already communicated from 6 
different caches and sorts these 
IPs to keep only those that are 
reachable. It then scans a list of 
9 ports to detect which ones are 
active. We do not know at this 

time if this detection changes the 
behaviour of the malware.

NOTE 
The port scan is done in a random 
order, making it impossible to make 
a fingerprint in this way.

The malware accepts an «-s» op-
tion at launch, which then trig-
gers a scan of the entire address 
range with a mask of /24, from 
X.X.X.1 to X.X.X.254, for each of 
the recovered IPs.
As soon as a machine responds 
to the connection attempt, the 
malware decrypts and executes 
from disk the two subprograms 
responsible for the propagation 
(described belo5) that it embeds 
and whose exclusive task is to 
copy and launch HermeticWizard 
on the remote machine.
After this routine is complete, the 
program decrypts then execute 
HermeticWiper.

HERMETICWIPER

HermeticWiper is a program 
whose main purpose is to destroy 
the data of the system on which it 
is launched on and render it unu-
sable.
It takes the form of a 32-bit exe-
cutable signed with a legitimate 
certificate, a priori stolen from the 
Cypriot company «Hermetica Digi-
tal Ltd.».
A signed program has the advan-
tage of automatically passing se-
veral security checks put in place 
by Microsoft. There is also a sharp 
drop in the detection rate by com-
mercially available antiviruses 
when a malware is presented wit-
hs a valid signature.
Since a legitimate certificate used 
to sign and distribute malware 
is quickly revoked and therefore 
lose all its benefits, this specificity 
highlights a relatively serious in-
vestment in the success of this 
operation. There is, however, a 
good chance that the attacker 
possesses several of them, ready 

to be used, and that this one was 
the closest of the pool to its ex-
piration date as it is set to April 
14, 2022.It also uses a legitimate 
system driver, «EaseUS Partition 
Master», published by a Chinese 
company, to bypass the access 
rights management system by 
writing directly to the files’ raw lo-
cation on the partition. Note that 
once the driver is installed on the 
system, the program using the 
driver as an elevated proxy does 
not require any privilege to com-
municate with it. 
The Lazarus Group and APT38 
(Shamoon) are known to have 
used a similar technique, albeit 
using a different driver. This tech-
nique notably frees the malware 
from using file-related Windows 
API, heavily monitored by en-
dpoint protection systems. 
To maximize its compatibility, the 
malware embeds 4 versions of the 
driver, making it compatible with 
all architectures since Windows 
XP (32 and 64bits).

FILE OVERWRITING 
TECHNIQUE

The major peculiarity of this 
malware comes from its use of 
the driver, which requires a good 
understanding of the architecture 
of the NTFS and FAT file systems. 
Indeed, although a thorough ana-
lysis is necessary to understand 
the whole process, the overwri-
ting of the data seems to be done 
in two distinct phases.
The first phase consists of 
constructing an index containing 
each file’s fragments position to 
be overwritten from the following 
technical details:

•  The number of sectors, the nu-
mber of clusters per sector, 
the size of each cluster, etc. for 
disks

•  The type, position, space occu-
pied, and fragmentation details 
of each file 

This information is retrieved in 
two different ways:

Using Cyrillic in the .Net Payload
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•  Via the «DeviceIoControl» func-
tion, with the codes of the IOC-
TL and FSCTL family

 -  FSCTL_GET_NTFS_VO-
LUME_DATA

 -  FSCTL_GET_NTFS_
FILE_RECORD

 -  FSCTL_GET_VOLUME_
BITMAP

 -  FSCTL_GET_RETRIE-
VAL_POINTERS

 -  I O C T L _ V O L U M E _
GET_VOLUME_DISK_
EXTENTS

 -  IOCTL_D ISK_GET_
DRIVE_LAYOUT_EX

•  By analyzing folder and file me-
tadata via NTFS streams and 
MFT

 -  The NTFS streams 
scanned are as follows:

    •  $ATTRIBUTE_LIST
    •  $EA
    •  $EA_INFORMATION
    •  $SECURITY_DES-

CRIPTOR
    •  $DATA
    •  $INDEX_ROOT
    •  $INDEX_ALLOCATION
    •  $BITMAP
    •  $LOGFILE
    •  $REPARSE_POINT
    •  $LOGGED_UTILITY_

STREAM
    •   $I 30

NOTE 
The usefulness and characteristics 
of the flows mentioned above are de-
tailed in Microsoft’s article: https://
docs.microsoft.com/fr-fr/windows/
win32/fileio/file-streams#stream-
types.

Random data blocks of equivalent 
size are also generated and will 
be used to overwrite fragments 
of targeted files. In this second 
phase, the program will use the 
tube named «\Device\EPMNT-
DRV\0» created by the driver to 
write to the desired position per 
block of 4kB. Before each write, 
the pointer is advanced thanks to 
«SetFilePointerEx» and the data is 
sent via «WriteFile».
During its execution, the pro-
gram uses the operation «FSCTL_
MOVE_FILE» via «DeviceIoControl» 
on all user files. This action mo-
ves fragments of a file to a new 
location on disk, like the defrag-
mentation process. It is likely that 
this manipulation is intended to 
fragment the data and spread it 
to the disk, therefore hindering its 
potential recovery.

EXECUTION

The malware accepts an anony-
mous command-line parameter 
that sets the maximum execution 
time, in minutes, before the sys-
tem is forced to restart. Its de-
fault value is 35 minutes. After 
the threads responsible for data 
overwriting are started, the pro-
gram calculates a minimum wait 
time equal to half (rounded down) 
of the duration specified on the 
command line. For example, if «15» 
is passed through the command 
line, the program will wait here for 
7 minutes. On the other hand, if 
the setting is «20» or no duration 
has been specified, the program 
will wait 20 minutes by default. 
When it starts, the program will 
first adjust its privileges by acti-
vating «SeBackupPrivilege» and 
«SeShutdownPrivilege», so that it 
can bypass the read access res-
trictions of all files and trigger the 
system restart.
To make scanning more difficult, 
a technique is used when adjus-
ting backup privileges. The pro-
gram will push into memory an 
incomplete string of characters, 
in this case «SeShutdo.... ivile-
ge», then complete it dynamically. 
Here, it is the first character of 
the lowercase executable that is 
used to calculate the position of 
the missing characters («wnPr»). 
Therefore, if the file name starts 
with something other than «c», 
the missing characters will be 
placed in the wrong place and the 
program privilege update will be 
wrong.
The Malware then takes care of 
unpacking and dropping a version 
of the embedded driver compatible 
with the system. To detect the 
version of the operating system 
and its architecture, it will use a 
function that is rarely seen: «Ve-
rifyVersionInfoW». This function 
allows you to know if the system 
is compatible with given charac-
teristics. Therefore, with the right 
mask and analyzing the return of 
the function, it is possible to ob-
tain the necessary information to 
discriminate the compatible ver-
sions of the driver.
The key configuring crash repor-
ting («SYSTEM\CurrentControl-
Set \Contro l \CrashContro l \
CrashDumpEnabled») has been 
changed to 0, disabling this fea-
ture. This helps to hinder poten-
tial post-mortem scanning efforts 

knowing that, in some situations, 
the system crash can be caused 
by the destruction of certain cri-
tical files. 
Once the file is selected, it is ex-
tracted to memory from the «RC-
DATA» resource folder and then 
dropped in its compressed form to 
the «C:\Windows\System32\Dri-
vers» folder. The name of the file 
therefore created consists of two 
lowercase letters derived from the 
process ID, followed by the letters 
«dr» (i.e., «lfdr»). The program will 
then unzip this file into a new one, 
extending it with the «.sys» exten-
sion. Finally, the file containing 
the compressed form is deleted.
Immediately afterwards, the pro-
gram will grant itself the «SeLoad-
DriverPrivilege» privilege, which 
is essential to load a driver onto 
the system. If the tube named «\\.\
EPMNTDRV\0» is missing, indica-
ting that the driver is running, it 
will continue with the creation of 
a service with the same name as 
the driver («XXdr»). It will then try 
to start it up to 5 times in case of 
failure, applying a delay of one se-
cond between each attempt. It will 
then delete the reference to this 
new service in the registry to the 
key «SYSTEM\CurrentControlSet\
services\XXdr».
Once the driver is activated, the 
program will stop the «vss» ser-
vice, in charge of «Shadow Co-
pies», by sending the stop code 
«SERVICE_CONTROL_STOP» via 
the «ControlService» function and 
disabling the service through the 
«SERVICE_DISABLED» command 
sent through the «ChangeSer-
viceConfigW» function. The exe-
cutable and uncompressed driver 
are then added to the list of items 
to be overwritten in the second 
phase.
It will then browse the MBR from 
the volumes «\\.\PhysicalDrive0» 
to «\\.\PhysicalDrive100» to re-
trieve the address of the boot sec-
tors of all disks. The «C:\System 
Volume Information» folder is also 
searched to retrieve all the NTFS 
mount points defined for the cur-
rent volume within the database 
maintained by the Windows Mount 
Point Manager. It will then create 
the thread in charge of triggering 
the system restart and modify two 
registry keys of the «Software\
Microsoft\Windows\CurrentVer-
sion\Explorer\Advanced\» hive: 
«ShowCompColor» and «ShowIn-
foTip». Changing them to 0 di-

sables visual indicators that might 
appear when editing files, such as 
tooltips or changing the color of 
certain icons. It continues by ap-
plying the technique described in 
the section above using the ope-
ration code «FSCTL_MOVE_FILE» 
on all items present in folders 
containing one of the following 
names in the path:
• Windows
• Program Files
• Program Files(x86)
• PerfLogs
• Boot
• System Volume Information
• AppData

It will then trigger the first threads 
in charge of sending data to the 
driver and therefore begin the des-
truction of the data. It will then 
relist disks from 0 to 100, this 
time for the purpose of clearing 
the boot sector of each volume, 
as well as the MFT and its backup 
file ($MFTMirror) if the file system 
used is NTFS. Note: The boot sec-
tor destruction procedure is com-
patible with FAT file systems.
After browsing the metadata pre-
sent in the NTFS streams $BIT-
MAP (mapping the areas of the 
disk occupied by data) and $LOG-
FILE (history of changes to stored 
items), the configuration files of 

each user («ntuser*») as well as 
those present within the «My Do-
cuments» and «Desktop» folders 
will be added to the list of files 
to be overwritten. The «AppData» 
folder is excluded when browsing 
this tree.
The Windows event logs contained 
in the «C:\Windows\System32\
winevt\Logs» folder will also be 
added to the list of files to be 
overwritten.

Finally, it will wait for the running 
threads to finish and unmount 
each of the impacted volumes be-
fore exiting.

Driver name SHA256 (compressed) SHA256 (uncompressed)

DRV_X64 e5f3ef69a534260e899a36cec459440dc-
572388defd8f1d98760d31c700f42d5

96b77284744f8761c4f2558388e0aee2140618b484ff-
53fa8b222b340d2a9c84

DRV_X86 b01e0c6ac0b8bcde145ab7b68cf246deea-
9402fa7ea3aede7105f7051fe240c1

8c614cf476f871274aa06153224e8f7354bf5e23e-
6853358591bf35a381fb75b

DRV_XP_X64 b6f2e008967c-
5527337448d768f2332d14b-
92de22a1279fd4d91000bb3d4a0fd

23ef301ddba39bb00f0819d2061c9c14d17dc-
30f780a945920a51bc3ba0198a4

DRV_XP_X86 fd7eacc2f87aceac865b0aa97a50503d44b
799f27737e009f91f3c281233c17d

2c7732da3dcfc82f60f063f2ec9fa09f9d38d5cfbe80c-
850ded44de43bdb66d

HERMETICWIPER (SHA1)

0d8cc992f279ec45e8b8df -
d05a700ff1f0437f29
6 1 b 2 5 d 1 1 3 9 2 1 7 2 e 5 8 7 d -
8da3045812a66c3385451
912342f1c840a42f6b74132f8a7c4f-
fe7d40fb77
9518e4ae0862ae871cf9fb634b-
50b07c66a2c379
d 9 a 3 5 9 6 a f 0 4 6 3 7 9 7 d f 4 f -
f25b7999184946e3bfa2
5ba988916d175d5887fb200b-
8c15a7e76e1fbd20

WMI PROPAGATOR

Mentioned above, two very light 
tools are embedded in Herme-
ticWizard. The first, described 
here, can run the program pro-
vided to it on a remote machine 
using WMI.
This program accepts two op-
tions, «-s» and «-i». The first is used 
to indicate the program to copy 
and run, and the second the IP 
address of the targeted machine.
Once launched, it will try to copy 
the binary on the «ADMIN$» share 
of the remote machine, then try 

to run it in the process. If it is 
launched by HermeticWizard, it 
is the path to the latter that is 
specified at the launch of the pro-
pagator.
If execution fails, the program will 
attempt to create a service on the 
remote machine to run the copy 
of HermeticWizard.
If the operation is successful, the 
program sleeps until the remote 
execution finishes, and then at-
tempts to delete the copied file for 
the probable purpose of erasing 
its traces.

NOTE 
The «-s» option has not switched 
to HermeticWizard, disabling the 
extended scan feature.

SMB PROPAGATOR

This program is a variation of the 
propagator described above. It 
supports the same options and 
works in an equivalent way, al-
though adapted to the peculiarities 
of the Samba protocol. The major 
difference comes from using a list 
of usernames and passwords to 

try when connecting to remote 
machines. The list retrieved by the 
ESET team is sketchy, and most 
likely not very effective. It has 8 
usernames and 3 passwords:
-Usernames:
• Guest
• test
• Admin
•  wear out
• Root
• administrator
• manager
• operator
-Passwords:
• 123
• Qaz123
• Qwerty123
Be careful, however, this list, 
written in hard, can be modified at 
will during the compilation of the 
program and adjusted according 
to the target, for example by in-
dicating a list of all the variations 
of a password or a precise word, 
identified beforehand.
At launch, the binary tries to 
connect to the remote shares of 
the targeted machine through a 
precise list of 6 standard names 
(samr, browser, netlogon, lsarpc, 
ntsvcs, svcctl).
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PARTYTICKET / 
HERMETICRANSOM

SUMMARY

PartyTicket (or HermeticRansom) 
is a new ransomware detected du-
ring the HermeticWiper attack on 
Ukraine. It is written in Go, but its 
development is not very sophisti-
cated. This malware seems to be 
acting as a decoy to promote the 
HermeticWiper attack. It takes its 
name from a character string pre-

sent in the code: 
TECHNICAL ANALYSIS

SHA256: 4dc13bb83a16d4f-
f9865a51b3e4d24112327c-
526c1392e14d56f20d6f4eaf382 

The Payload principal is an exe-
cutable initially deposited by the 
loader common to HermeticWi-
per: HermeticWizard231. However, 
the development of this malware 
(written in Go) betrays an almost 
amateur level of attackers for this 
programming language.

Extracts processes created at runtime.

Extensions targeted for encryption by PartyTicket.

PartyTicket Ransom Demand

First, the malware drops the ran-
som note on the target device’s 
desktop, even before starting the 
encryption process: the file na-
med ‘read_me.html’ above. It can 
be noted that no amount is speci-
fied in the request, and the means 
of contact do not go through links 
(TOR or other) but simply through 
e-mail addresses.
Then, unlike the usual techniques 
of today’s ransomware, Party-
Ticket does not seek to properly 
shut down certain internal pro-

grams or software such as pos-
sible databases on the victim ma-
chines, before encrypting their 
contents. However, these types of 
files usually have file-handles, and 
therefore limit the damage poten-
tially caused by PartyTicket.
To find the files to be encrypted, 
PartyTicket iterates on the file 
system of each disk on the tar-
get device, excluding the «C:\Do-
cuments and Settings» and «C:\
Users» folders, as well as folders 
or files that include the strings 

«Windows» or «Program Files», 
and selects all files with one of the 
extensions below.

At runtime, many processes are 
created, which suggests that 
thread management is not done 
correctly, something common for 
an amateur developer in Go. Each 
iteration on a file, the binary is co-
pied to the current folder and runs 
independently.
This design choice is strange 
considering the size of the initial 

binary, which is more than 3MB. 
This ultimately represents consi-
derable disk space on the machine, 
and the number of processes 
greatly slows down the execution 
of the program, including that of 
the wiper (HermeticWiper) which 
would initially be supposed to be 
camouflaged by this ransomware.
This results in what appears to 
correspond to a process created 
per file to be encrypted:
Each binary encrypts the file 
passed to it as an argument using 
AES encryption in GCM mode. 
The encrypted file then gets the 
extension ‘. encryptedJB’. When 
each subprogram has completed 
its tasks, the parent binary de-
letes itself.
However, the encryption system 
of this malware leaves something 
to be desired: it uses an AES key 
of 32 alphanumeric characters 
generated from the «rand» func-
tion of the source packet «Intn» of 
the Go language, a function that 
is deterministic. In addition, the 
initialization value used (the seed) 
is changed only after the key is 
generated, probably due to an er-
ror, so that each execution of the 
binary for each file will produce 
the same key. It can therefore be 
found and used to decrypt lost 
files.
An open-source program is avai-
lable to decrypt files that are vic-
tims of this version of PartyTicket, 
also available as an appendix. It is 
very likely that this error will be 
quickly fixed in a future version of 
the malware.

NOTE 
Decryption tool: https://github.com/
CrowdStrike/PartyTicketDecryptor/
blob/main/PartyDecrypt.go.

However, even if this error was to 
be fixed, the cryptographic rou-
tine that the malware was origi-
nally intended to use runs in the 
‘main.subscribeNewPartyMem-
ber()’ function below. The key is 
available in plain text.
Interestingly, the malware’s code 
repeatedly includes references 
to US President J. Biden via 
specified paths (‘403forBiden’, 
‘wHiteHousE’, etc.), and this could 
also be the source of the ‘ jB’ in 
the name of the encrypted file 
extension. The reason for these 
references is unclear, but it could 
amount to a form of mockery on 
the part of developers towards the 

PartyTicket encryption routine

Excerpt from references to J. Biden.
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ISAACWIPER

CONTEXT232

On February 24, 2022, the day 
after the HermeticWiper attack, 
a new wiper was reported on a 
Ukrainian government network, 
nicknamed IsaacWiper. To date, 
no actor has been identified as 
responsible for this attack, and no 
link has been made to the Her-
metic malware family. Despite 
the proximity of the attacks, the 
2 wipers do not have a common 
target, do not possess similarities 
in their development, and do not 
have the same level of sophistica-
tion. It is therefore unlikely that 
these two cybercriminal groups 
are linked (this point may change 
if new elements appear).
Although it was only detected in 
February 2022, several artifacts 
betray a presence dating back to 
October 2021. We can deduce 
that this malware has potentially 
already been used for other cam-
paigns, or that this attack was 
planned for several months.

ANALYSIS

IsaacWiper is a malware enco-
ded in C++. It was observed in the 
‘%programdata%’ and ‘C:\Win-
dows\System32’ folders under the 
following names:
cleaner.dllcl64.dll
clean.execld.dll
cl.execll.dll

No information on the source of 
the initial infection is available to 
date. The execution of IsaacWiper 
follows the following process:
Interestingly, the day after the ini-
tial attack, a new version of the 
malware was dropped on the sys-
tems, with the only modification 
being the addition of the following 
logs in the file ‘C:\ProgramData\
log.txt’:
These logs reveal some of the 
steps that IsaacWiper will per-
form to erase the contents of the 
disks: ‘getting drives’, ‘start era-
sing’, and especially the message 
‘FAILED’ on the physical volume of 
the system.
The addition of such logs following 
a new deployment of the malware 

Steps IsaacWiper will perform

IsaacWiper compromise chainsuggests that the attacker en-
countered difficulties with certain 
targets during the first attack, 
and therefore sought to trace the 
course of the attack to better un-
derstand the problem, with the li-
kely aim of redistributing a new 
patched version of the malware.

NOTE 
We should therefore expect to see 
the emergence of a new version of 
IsaacWiper. 
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MICROBACKDOOR CAMPAIGN  
BY ATK254

ANALYSIS

A phishing campaign was iden-
tified by the Ukrainian National 
CERT (CERT-UA), which published 
an advisory on March 3, 2022. 
According to them, this activity 
is related to the actor UNC1151/
Ghostwriter/ATK254233.
The initial infection vector is 
contained in an attached ZIP ar-
chive, «dovidka.zip». The word «do-
vidka» corresponds to the certifi-
cate of asylum seeker in Ukraine. 
This archive contains a compiled 
Microsoft help document, «do-
vidka.chm», which embeds an ini-
tial infection script.
In case the user opens the file, it 
is executed through the Microsoft 
Help program («Help HTML», aka. 
«hh.exe»). A security message is 
then displayed, alerting the user 
to a potentially dangerous inte-
raction and asking if they want to 
allow it.
A refusal causes an «Error!» popup 
to be displayed and the program 
to close. Otherwise, the script 
contained in the file is executed 
and the infection sequence starts. 
In parallel, an image indicating 
how to protect oneself in case of 
artillery fire is displayed to divert 
the attention of the victim.
The first piece of code comes in 
the form of a heavily obfuscated 
VBS script. It contains a second 
script also written in VB, and en-
coded as a mixture of strings and 
hexadecimal; it will be dropped in 
the folder «C:\Users\Public» under 
the name «ignit.vbs». It will be run 
with WScript before being deleted 
to cover the traces of the system 
infection.

Program Launch Alert Message

Preview the obfuscation of file.htm and ignit.vbs files

Script contained in the «desktop.ini» boot file

Lure accompanying the verified file

This second script creates 3 new 
files on the system:
•  The packaged malware, «core.

dll»,
•  A «desktop.ini» VBS script, ini-
tiating the execution of the final 
load (core.dll),

•  A shortcut, «Windows Prefetch.
lNk”, running the boot script 
«desktop.ini». It is placed in the 
«Startup» folder to obtain persis-
tence when restarting the ma-
chine.

Finally, the «desktop.ini» script is 
executed through Wscript.exe and 
triggers the in-memory decryption 
of the «MicroBackdoor» backdoor, 
publicly available on Github234.
This script includes only 4 lines of 
code and has the unique functio-
nality of passing «core.dll» to the 
regasm.exe utility, which allows 
you to load and run .NET assem-
blies.

Although the path to the regasm.
exe executable uses a specific build 
version of the .NET framework 
(«v4.0.30319»), hard written in the 
code, it is indeed a path compa-
tible with all systems that have 
installed the latest version of the 
.NET framework v4.0 since at 
least 2011.
The first action of the backdoor 
will be to collect a set of informa-
tion about the system and then 
try to register with the C2, whose 
address is hard written in the 
code. The agent embeds a public 
key to authenticate the server to 
which it connects. Once authen-
ticated, the server and agent will 
agree on a random session key 
that will be used to encrypt end-
to-end exchanges using RC4.
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It will then try to send this information in the form of encrypted 
data in RC4 every 10 seconds and then query the server every 30 
seconds to know the next command to execute.

MicroBackdoor infection sequence

Based on the code currently avai-
lable on Github, the malware ac-
cepts the following commands:
• id
 - Returns the agent ID to 

the server
• info
 -  Returns the following in-

formation, separated by 
the character «|»:

    •  The name of the ma-
chine

    •  The user’s name
    •  The process ID
    •  The execution path
   •  If the user is an admi-

nistrator
     •  The level of integrity of 

the process
    •  ping
 -  Resends latency with the 

server
• exit
 -  Triggers the end of the 

execution of the process
• upd
 -  Uninstalls the current 

version and attempts to 
start a process from the 
received command line 
before exiting if successful

• uninst
 - Removes persistence and 

exits
• Exec
 - Creates a new process 

from the given command 
line by prefixing it with 
«cmd.exe /C»

• Shell
 - Starts an interactive ses-

sion. Although the com-
mand is present in the 
code, this feature is not 
implemented in the public 
version

• flist
 - Returns a list of files in 

the specified folder
• fget
 - Returns the specified file 

to the server
• fput
 - Drops a file on the system
In addition to the original features 
of MicroBackdoor, a new com-
mand has been implemented by 
the attacker: «screenshot». This 
custom addition shows that it’s a 
fork of the public version.
 Moreover, the client appears to 
be the only component used in 

this campaign: no trace of the 
infection mechanism, the persis-
tence mechanism or the packer 
have been found within the cur-
rently accessible project.

IMPACT

Although the addition of a com-
mand to take context and moni-
tor the victim tends to indicate a 
desire for espionage, the backdoor 
can perform any action. It is the-
refore also possible, for example, 
to trigger a new wiper or deploy 
a virus to infect related machines, 
to gain control of as many civilian 
systems as possible and maximize 
the impact of a subsequent ope-
ration.

NOTE 
The context of the lure used (i.e., 
«how to protect oneself in case 
of artillery fire») indicates that the 
campaign targets civilians, and 
according to the name of the file 
(«dovidka») more precisely Ukrainian 
asylum seekers.
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CADDYWIPER

SUMMARY

Researchers from the ESET team 
identified a new destructive virus 
(wiper) targeting Ukrainian sys-
tems on March 14, bringing to 3 
the number of different strains 
publicly identified since the begin-
ning of the conflict. The malware 
would have impacted «a few dozen 
systems» in a «limited number» of 
organisations. Like previous wiper 
, this program aims to destroy the 
user’s files and render the system 
inoperable. To date, there is no 
cross-referencing in the code to 
link its perpetrators to previous 
attacks in a meaningful way.
The techniques used to obtain 
initial access are not yet known. 
However, the ESET report speaks 
of a situation close to that of Her-
meticWiper, mentioning especially 
the use of GPOs for deployment. 
In addition, at least one signed 
version was found. The certificate 
used belongs to CA TrustAsia and 
appears to be used for testing pur-
poses. Unlike the Certificate of the 
Hermetic family, this one expired 
on 29/01/2020, a little over two 
years ago. The objective behind 
this action is unclear; we suspect 
that this sample is not related to 
the March 14 campaign. 
So far, no evidence has been 
found that this version was ac-
tually triggered on Ukrainian sys-
tems. The sample was retrieved 
from VirusTotal. It was posted 
anonymously from a Chinese IP 
address on March 16, which is also 
the date the sample was signed. 
This means that it was signed af-
ter the first salvo was reported, 
reinforcing the suspicion that this 
version is not related to the attac-
kers. It is more likely that it was 
created and posted online by a se-
curity researcher wishing to see if 
a signed version had a better de-
tection rate, or by someone who 
had an interest in bringing confu-
sion to the analysis of this strain.

NOTE 
No automated dissemination 
mechanisms (worms), vulnerability 
exploitation or persistence tech-
niques were detected. However, 
this malware is compatible with 
deployment via HermeticWizard or 
another program with remote in-
fection capabilities.

PROFILE

With a size of 9.2kb, this malware 
embeds only the bare minimum to 
achieve its goal. This allows him 
to have a very small footprint, gi-
ving little control to the detection 
of his malicious behaviour. This 
peculiarity seems to be one of the 
objectives of its creators, since all 
the functions it uses are dynami-
cally retrieved from the libraries 
loaded by default when running a 
program.
In addition, character strings are 
all pushed into memory charac-
ter by character (stack strings) 
making them difficult to exploit 
for detection purposes. On the 
other hand, there is no protection 
mechanism against reverse en-
gineering or post-mortem analy-
sis.

EXECUTION

Execution begins with detecting 
the role held by the machine to 
filter out the domain controllers, 
which the program spares. This 
detection is done through the Ds-
RoleGetPrimaryDomainInformation 
function, which is also the only 
function imported by the malware 
when it loads. This is explained 
by the absence of the library on 
which it depends, netapi32, in the 
modules used by the system at 
the launch of a program. It can-
not therefore be recovered dyna-
mically.

NOTE 
It is very easy to produce a variant 
without this feature. However, this 
is not necessarily desirable for at-
tackers as it could increase the 
suspicious nature of the program. 
Indeed, the absence of strings or 
imports is a suspicious element for 
a lot of security solutions. Howe-
ver, it would be possible to artifi-
cially add such elements within the 
program, to offset the detrimental 
effect of this change on its reputa-
tion score.

The program then browses all the 
files contained in the C:\Users 
folder and changes their access 
rights to prevent the user from in-
teracting with them. To do this, 
it installs a new discretionary ac-
cess control list (DACL) for each 
of the files via SetNamedSecu-
rityInfoA, to explicitly allow ac-
cess only to the accounts of the 
«Administrators» and «Everyone» 
groups. As the access manage-
ment mechanism operates on the 
«default deny» mode as soon as 
an access control is established, 
access is effectively restricted for 
the user whose rights are not ex-
plicitly defined.
In the event of an error caused 
by a lack of privilege, the program 
will try to modify its access token 
to grant itself the one that is mis-
sing: SeTakeOwnershipPrivilege. It 
then repeats the operation to ap-
ply the new access rights to the 
file.
If the change is made successfully, 
it will delete all or part of the file 
by overwriting up to 10Mib (about 
10.5Mb) of its data with a buffer 
filled with zeros.
These two actions are then re-
peated for each of the files in each 
of the mounted volumes, this time 
starting from the root.
Without sufficient rights, the 
program ends here. Otherwise, 
it deletes the first 1920 bytes of 
the first 10 partitions; This area 
contains data that is critical to 
the proper functioning of the par-
tition.235

NOTE 
Partitions are destroyed in descen-
ding order (from number 9 to nu-
mber 0), because changing the last 
one causes the system to crash.

The system cannot restart after formatting partitions

Even if CaddyWiper is not run in a privileged context, the user 
will no longer have access to his data

System corruption is carried out 
through the IOCTL_DISK_SET_
DRIVE_LAYOUT_EX command 
passed to the DeviceIoControl 
function, the legitimate use of 
which makes it possible to par-
tition a disk. Here it is used to 
overwrite the first 1920 bytes of 
each partition with zeros.
It is important to note that the 
system is rendered inoperable 
even if the malware failed to cor-
rupt the partitions. Since several 
configuration files are made inac-
cessible during program execu-
tion, the user’s session can no 
longer be started. In such a case, 
Windows loads the context of a 
temporary user, without access 
to the impacted data.



EXECUTION SEQUENCE

CaddyWiper execution sequence CaddyWiper: Details of file operations
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DOUBLEZERO

CONTEXT

On 17 March 2022, the Ukrai-
nian CERT began observing phi-
shing campaigns on Ukrainian 
infrastructure. Indeed, CERT-UA 
cybersecurity researchers ob-
served malware-based attacks 
against Ukrainian organisations 
using a wiper called DoubleZero. 
Specifically, CERT-UA discovered 
several ZIP archives, one of which 
was called «Extremely Dangerous 
... Virus!!!. Zipper», says the advi-

EXECUTION FLOWsory published by CERT-UA. As a 
result of the analysis, the identified 
programs are classified as Dou-
bleZero, i.e., a malicious destruc-
tive program developed using the 
C# programming language. The 
activity is tracked by the CERT-
UA identifier as group UAC-0088 
and is directly related to attempts 
to violate the normal operation of 
the information systems of Ukrai-
nian companies236.

ANALYSIS

CERT-UA identified several 
samples of a zip archive either 
called ‘csrss.zip’ or ‘Вирус… 
крайне опасно!!!.zip’ (‘Virus... ex-
tremely dangerous !!!.zip’). The 
main payload is an obfuscated 
.Net executable, found as ‘cpcrs.
exe’ or ‘csrss.exe’. The initial infec-
tion vector remains unknown or 
has not been revealed yet.
The source code is heavily obfus-
cated:

DoubleZero source code

DoubleZero wiping process

DoubleZero execution flow

DoubleZero has evasion capa-
bilities and will check if secu-
rity software are present. It also 
performs system, process, and 
network shares discovery. Howe-
ver, no sign of automated sprea-
ding mechanisms or persistence 
technique have been detected. If 
able to via credentials dumping, it 
will try to gain root privileges.
To destroy a system, the wiper 

overwrites files with blocks of 
4096 bytes filled with zero, using 
either the ‘FileStream.Write()’ me-
thod (on the left side below) or 
‘NtOpenFile()’ and ‘NtFsControl-
File()’ API calls (right side):
Upon execution, DoubleZero 
starts by wiping all non-system 
files on all disks. It will try to exe-
cute the ‘NtFs’ method first, and 
fallback on the ‘FileStream’ one in 

case of failure. The payload then 
gathers system information to 
build a sorted list of all system 
files and overwrites them in the 
corresponding sequence. Finally, 
DoubleZero destroys the following 
registry hives: HKCU, HKU, HKLM 
and HKLM\BCD before shutting 
down the machine. The execution 
process is summarized below.
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ACIDRAIN

CONTEXT

Viasat confirmed on (March 3, 
2023,) that the disabling of tens 
of thousands of KA-SAT modems 
was indeed caused by a cyberat-
tack. The following day, Sentinel 
One’s security researcher team 
published an analysis of a wiper 
sample recovered from VirusTotal 
that they believe has a profile that 
could match the malware used in 
this attack.
This sample was uploaded on 
March 1, 20235, a little less than 
two weeks before its discove-
ry. Its name specifically caught 
the eye of the researcher’s team: 
«ukrop» (Укроп), which literally 
means «dill» in Russian. Accor-
ding to them, this name may re-
fer to several things: the contrac-
tion of «Ukraine» and «operation», 
the ethnic slur used by Russian 
to designate Ukrainians, or the 
«Ukrainian Association of Pa-
triots» («УКРОП», aka. «Українське 
об’єднання патріотів»), which 
deliberately chose this acronym 
to counter its offensive use. This 
last assumption might not be 
very relevant though, as the party 
changed its name in June 2020 to 
«For the future».

ANALYSIS

This malware, named AcidRain by 
the researchers, is a wiper coded 
in C and compiled for systems 
using a 32-bit MIPS architecture, 
like the modems affected by the 
cyberattack (Surfbeam2 and Sur-
fbeam2+).
Although no detailed report is 
available as of right now, some 
hypotheses are emerging. Accor-
ding to the Viasat press release, 
«legitimate commands» were used 
simultaneously on multiple mo-
dems, disabling them. This ope-
ration could match the mass de-
ployment of a malicious program.
This hypothesis is backed by the 
findings of security researcher Ru-
ben Santamarta (@reversemode), 
who spotted this capability in the 

File wipe logic

Shodan query result

Reboot brute force

AXACT client. This component 
is edited by the company Axiros 
and bundled with the Surfbeam2 
modems to support the TR-069 
remote configuration protocol. 
In addition to the client’s native 
ability to download and run arbi-
trary programs, it also appears to 
be vulnerable to several command 
injections.
The initial access vector remains 
unclear. The only clue that the 
Viasat statement gives is the 
mention of a «misconfigured VPN 
appliance» that would have been 
exposed by Skylogic and used by 
the attacker to pivot and reach 
the systems in charge of mana-
ging the modems remotely.
At the time of writing, a Shodan 
query using the Fortinet favicon 
hash and scoped on AS201935, 
the Skylogic’s ground network, 
pulls up 19 distinct IP addresses 
serving Fortinet appliances. Like 
every software, the editor some-
times discloses and fix vulnerabi-
lities as they are being discovered. 
Given the target’s criticality in the 
event of a conflict with Ukraine, 
a specific focus on these access 
vectors could be plausible as the 
attackers would have to win the 
patch race only once to gain ac-
cess.Due to the nature of the 
targeted systems, AcidRain is re-
latively simplistic. Although no 
privilege escalation mechanisms 
have been identified, it uses a few 
tricks to be stealthier and more 
resilient. Note that the lack of 
concerns towards privileges im-
plies that the infection vector 
used either already runs in a pri-
vileged context or bypasses a se-
curity restriction.

Upon execution, AcidRain will 
start by using a combination of 
fork and setsid to detach itself 
from the calling program, there-
fore preventing premature termi-
nation. It will then bind its input, 
output, and error data stream to 
/dev/null, supressing any visual 
cue the program could produce.
Once the preliminary setup is 
done, the malware will then create 
a buffer of 256KiB in size that 
will be used to overwrite data. 
The first 64KiB will then be filled 
with a decremental counter of 4 
bytes in size, starting at 0xffffffff. 
This particularity creates a typi-
cal pattern in overwritten files, as 
seen in impacted modems.
The program will then check its 



Cyber Solutions by Thales | 9998

UID to look for root privileges. In 
such case, the program will at-
tempt to write every files it en-
counters from the modem’s root, 
while sparing the following direc-
tories to keep the system running:
• bin
• boot
• dev
• lib*
• proc
• sbin
• sys
• usr
Once this step is completed, the 
malware will look for several sto-
rage devices’ files to erase them. 
As the devices are numbered in-
crementally, the wiper will enu-
merate from 0 to 99 to wipe the 
first 100 files. The first devices 
to be targeted are the generic 
block devices (/dev/sd[0-99]), fol-
lowed by the flash memory (/dev/
mtdblock[0-99] and /dev/block/
mtdblock[0-99]), the SD or MMC 
cards (/dev/mmcblk[0-99] and /
dev/block/mmcblk[0-99]), the file 
proxy for the flash memory (/dev/
mtd[0-99]), and ends with the vir-
tual block devices (/dev/loop[0-99]).
The malware wipes the data by 
overwriting the file buffer multiple 
times, until either it reaches the 
end of the file (given that its size 
was successfully retrieved with a 
previous ioctl call) or a maximum 
of 256KiB has been written. It 
then calls fsync to make sure the 
buffer is flushed to the disk.
Since flash memory does not sup-
port file operations, another tech-
nique needs to be used on the /
dev/mtd[0-99] and /mtd[0-99] en-
dpoints. This second one makes 
heavy use of ioctl calls as they are 
needed to manage memory ac-
cess and overwrite sections spe-
cific to flash memory such as the 
out-of-band data.
For an unknown reason, the 
malware then tries once again to 
wipe every non-standard file after 
checking its privileges. With the 
destruction complete, the wiper 
ends by attempting to reboot the 
system using a brute force ap-
proach, ensuring that it is rende-
red inoperable: 3 different reboot 
commands are executed before 
trying to run the reboot binary 
from several locations in parallel, 
forking the program on each at-
tempt.

Wipe then reboots

AcidRain execution flow

EXECUTION FLOW
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CREDOMAP DESERTBLADE

CONTEXT

On June 20th, the CERT-UA re-
ported a new weaponized Word 
document spreading via email as 
“Nuclear Terrorism A Very Real 
Threat.rtf”, trying to lure Ukrai-
nian individuals into opening it, in a 
context of high tension. The docu-
ment contains an article from the 
Atlantic Council, titled “Will Putin 
use nuclear weapons in Ukraine?” 
dating from May 10th.
If opened by the victim, the tro-
jan exploits the Follina vulnerability 
(CVE-2022-30190) and launches 
the CredoMap payload on the sys-
tem.
This phishing campaign is belie-
ved to be operated by the Russian 
state-sponsored group ATK5 (aka 

CONTEXT

In early March 2022, Microsoft re-
ported  a new wiper that hit a single 
Ukrainian entity, with moderate 
destructive capabilities.
According to Microsoft, due to the 
nature of the investigation and 
partnerships involved, no further 
information about the victim or the 
initial access have been shared yet. 

ANALYSIS

DesertBlade is a destructive 
malware written in Go. It uses the 
Microsoft Go API (https://github.
com/Microsoft/go-winio/) to access, 
overwrite and delete files.
When started, it enumerates the 
available disks. For each of the disk, 
it will first try to get ownership of 
the file, by modifying its permissions 
as well as the associated ACLs 
(using the https://github.com/hec-
tane/go-acl library).

If it gets ownership of the file, it will 
overwrite it with random bytes be-
fore removing it. This is probably 
done to prevent recovery of the files, 
as if it was not done forensic tools 
could be used to make the files ac-
cessible again.
This probably shows that the attac-
ker wants to cause disruption in the 
long term, by definitively destroying 
files, not only having a “shock” im-
pact that would last for just a few 
days.
It is interesting to notice however 
that this malware is not particularly 
developed compared to other wipers 
that sometimes work directly at the 
disk level. We have seen, for exa-
mple, PowerShell scripts that were 
offering the same capabilities as this 
malware.

APT28, Sofacy), given the similari-
ties in TTPs and IoCs according to 
MalwareBytes.237 During this cam-
paign, the actor also deployed Co-
baltStrike beacons, in addition to 
the CredoMap stealer.

ANALYSIS

CredoMap is a credential stealer 
developed in .Net. Once executed 
on a system, it gathers credentials 
from the Edge, Chrome, and Firefox 
browsers.
Its development is rather straight 
forward: the code is barely obfus-
cated and is not very complex.
For each browser, the stealer has 
2 functions dedicated to credential 
gathering (“ch” -> Chrome, “ed” -> 
Edge, “ff” -> Firefox). The first one 

oversees the collection, while the 
second builds the data to be exfil-
trated, mostly as dictionaries. 
For each browser, CredoMap col-
lects login information and cookies, 
as shown below:

Functions of CredoMap

DesertBlade a destructive 
malware

Chrome credentials collection

Edge credentials collection

Firefox credentials collection

CredoMap encryption and exfiltration process

The collected data is 
then encrypted and 
exfiltrated as an at-
tached file emailed 
to a compromised 
account
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SWIFTSLICER RANSOMBOGGS

CONTEXT

CERT-UA reported on January 27th, 
2023, that 5 wipers have been ob-
served targeting Ukrainian organi-
zations between October 2022 and 
January 2023. This includes Cad-
dyWiper, ZeroWipe, AwfulShred, 
BidSwipe and NikoWiper. Most 
of these attacks abused GPOs for 
initial infection and propagation, a 
technique known to be repeatedly 
used by ATK14.
Following this destructive campaign 
perpetuated by Sandworm, a new 
strain of wiper developed in Go was 
detected on January 25th, 2023, 
targeting Ukrainian systems, also 
attributed to ATK14 (Sandworm). 
According to ESET , the attackers 
also abused the AD’s GPOs to pro-
pagate the malware.

ANALYSIS

Upon execution, SwiftSlicer per-
forms several evasion tricks, at-
tempts to elevate its privilege, and 
deletes shadow copies to inhibit any 
system recovery.

The payload then iterates on 
all non-system files, as well as 
“%CSIDL_SYSTEM%\drivers” and 
“%CSIDL_SYSTEM_DRIVE%\
Windows\NTDS” in the “path_fi-
lepath_Walk” function, which will 
then call the “main_wipe” function 
to overwrite each file with chunks 
of 4096 randomly generated bytes. 
At the end of the wiping process, 
SwiftSlicer reboots the system.

CONTEXT

RansomBoggs is a malicious pro-
gram that was part in one of the 
latest waves of destructive attacks 
impacting Ukrainian systems. Un-
like what we’ve seen since the start 
of the conflict, the malware used is 
not a wiper but a fully-fledged ran-
somware, with a proper decryption 
mechanism. This technical analy-
sis will examine this programme in 
detail to understand its mechanics 
and capabilities. Additionaly, we’d 
especially like to thank ESET re-
searchers for sharing these samples 
with us.

KEY TAKEAWAYS

•  RansomBoggs is a legit ran-
somware with a working decryp-
tion mechanism and a ransom 
note;

•  No data leak site (DLS) has been 
linked to the threat actor de-
ploying it;

•  This ransomware is very straight-
forward and does not try to pro-
tect itself from detection or re-
verse-engineering in any way;

•  The script used to deploy it across 
a network is nearly identical to the 
one that was reported being used 
during last April’s Industroyer2 at-
tacks.

ANALYSIS

This report analyses two variants 
of RansomBoggs. The first one ac-
cepts several command line argu-
ments related to encryption capabi-
lities, while the second is pre-loaded 
with the public key and does not ac-
cept any CLI switches.

CLI ARGUMENTS

Unlike many other ransomware 
strains like LockBit Black, who ge-
nerates a decryptor for each victim 
as a dedicated executable, the Ran-
somBoggs binary can both be used 
in decryption or encryption mode 
depending on the flag passed to it. 

“Main” function of SwiftSlicer

Truncated “wipe” function of SwiftSlicer

RANSOM NOTE 

Filename Sullivan.exe

Hash (SHA256) a490d03e780a6b664da65e20afa7845c-
6f79af60b6a496ff113bf9e9034e77d0

Size 25Kb

Compilation Timestamp Sun, 20 Nov 2022 11:46:15 UTC

Signature None

Platform Windows

CPU Architecture 32 bits

Language C# (.NET Framework v4.0)

GUI mode False

Description RansomBoggs variant with CLI support

Filename Sullivan.exe

Hash (SHA256) 78dcf144e82e947c20f152a8a57376b43e7aac-
3fee4bf1d18d22d4c14b25e56f

Size 24Kb

Compilation Timestamp Sun, 20 Nov 2022 16:27:40 UTC

Signature None

Platform Windows

CPU Architecture 32 bits

Language C# (.NET Framework v4.0)

GUI mode False

Description Pre-loaded RansomBoggs variant

Dear human life form! 
 
This is James P. Sullivan, an employee of Monsters, Inc. 
 
Recently our company has again expecienced great financial problems and we require 
some cash to move on with our electronic crap.
So we are relying on you in these hard times and are crying for help.
 
I am extremely sorry for the inconvenience but I am currently encrypting your docu-
ments using AES-128. 
This key is encrypted using RSA public key and saved to aes.bin file:
[ C:\<REDACTED PATH TO RANSOMBOGGS WORKING DIR>\aes.bin ]
 
Please, DO NOT WORRY! I have a decrypting functionality too. 
Just don’t delete aes.bin, please. You will need it!
 
=================================================================================
 
You just need to contact me:
 
m0nsters-inc@proton.me
https://t.me/m0nsters_inc
TOX 76F64AF81368A06D514A98C129F56EF09950A8C7DF19BB1B839C996436DC-
D36A6F27C4DF00A6
 
=================================================================================

SAMPLES
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CLI ARGUMENTS

Unlike many other ransomware 
strains like LockBit Black, who ge-
nerates a decryptor for each victim 
as a dedicated executable, the Ran-
somBoggs binary can both be used 
in decryption or encryption mode 
depending on the flag passed to it. 

NOTE 
That with no flags set, the program 
does not engage in either, and only 
runs its preflight procedure, killing 
specific services and processes, be-
fore exiting.

RSA Key Pair Generation
Prior to being able to encrypt or 
decrypt anything, an RSA key pair 
needs to be generated; this too is 
baked in the ransomware binary. 
The ‘-g’ flag is dedicated to this fea-
ture: when specified, the program 
will generate a random key pair and 
write their respective parameters 
using XML to two files, ‘private.xml’ 
and ‘public.xml’. These files can then 
be used for encryption and decryp-
tion.
Encryption
Unsurprisingly, the ‘-e’ flag enables 
encryption mode. It accepts either 
the public key encoded in base64 

-For example: 

(the «Modulus» value in the ‘public.
xml’ file), or the ‘public.xml’ file itself. 
Upon running, a random, unique, 
encryption key is generated and 
encrypted using the RSA public key. 
This encrypted key is then encoded 
in base64 and stored in a ‘aes.bin’ 
file.

NOTE 
The ransomware will not run if an 
‘aes.bin’ file is already present in 
the directory.

Sullivan.exe -e qCneQfhXI4EvnaIROobDSaeQkA8OuedYFGVOpOHgqF6zo06Q3jh6gPjHgpOPU7BgfKNqVZQpRYYUi/lknF5hSk+i-
vUMQ632Vh6jbAXwmyRGT0gnL+LRzNrZuypNCWnvE8xd85aCfm0uRySw97ncItMxdUwMdhwinV1OWNreZQpE=
Sullivan.exe -e public.xml
Sullivan.exe -e qCneQfhXI4EvnaIROobDSaeQkA8OuedYFGVOpOHgqF6zo06Q3jh6gPjHgpOPU7BgfKNqVZQpRYYUi/lknF5hSk+i-
vUMQ632Vh6jbAXwmyRGT0gnL+LRzNrZuypNCWnvE8xd85aCfm0uRySw97ncItMxdUwMdhwinV1OWNreZQpE= <encryption 
starting point> (bugged)
Sullivan.exe -e public.xml <path> (bugged)

Sullivan.exe -d private.xml aes.bin
Sullivan.exe -d private.xml aes.bin 
<path>

Logic error preventing the ransomware to run a specified path

An example of an RSA private key dumped in XML by the ‘-g’ flag

An example of a random AES key encrypted with the public key and encoded 
in base64

An example of the RSA public key dumped in XML by the ‘-g’ flag

Although the ransomware was de-
signed to be able to encrypt a direc-
tory passed from the command line, 
a coding error prevents it to ever 
happen as the program wants the 
CLI to contain exactly 2 arguments 
to enter encryption mode, while at 
the same time requires a third to 
specify the target directory.
This sample of RansomBoggs can 
therefore only be used in global 
encryption mode, listing every drive 
connected and encrypting them 
from the root up.

NOTE 
These errors are trivial to correct: 
if they have not been intentional-
ly put in the code by its authors, 
they must be fixed by now. As such, 
we recommend that you consider 
these capabilities to be working in 
the current versions in use.

Decryption
Decryption is performed when the 
‘-d’ flag is passed. It expects to re-
ceive the path to the private key 
(‘private.xml’), followed by the file 
containing the encrypted AES key 
(‘aes.bin’). An additional argument 
can be specified to serve as the root 
of the files to be decrypted.
Without that last argument, the 
program will use its global decryp-
tion mode, following a logic like its 
global encryption routine and walk-

ing through all the targeted files in 
all the targeted drives.

-For example:

If any of these files happens to be 
missing, the encrypted data cannot 
be recovered.

PRE-LOADED VARIANT

As explained above, an RSA public 
key is required for the encryption, 
either directly from the command 
line or in an XML file. However, a 
variant (78dc...e56f) was observed 
with no CLI support and with a 
hardcoded public key.
Apart from the removed command 
line parsing logic, the executable is 
exactly the same and actually still 
embed the (now unreachable) RSA 
key pair generation logic as well as 
the decryption routine.
This version uses the global encryp-
tion mode, which list every mounted 
drive and encrypt them from the 
root up.
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ENCRYPTION PROCESS 

As seen in the screenshot above, 
the ransomware has two encryption 
modes: «EncryptItem» and «Encrypt-
Global». The first is used to specify 
a path as the starting point, while 
the second one will list every drive 
connected and encrypt recursively 
every targeted file from the root up.

NOTE 
It will only select drives that are 
either fixed, removable or remote 
(network) storage and filter out 
everything else like CD-ROM or 
RAM disks.

Pre-loaded variant main logic

Dedicated drive root path logic

Backslash stripping

Encryption routine

BUGS

Once the root has been selected, 
the program will strip any trailing ‘\’. 
This is important as it causes ano-
ther bug in global encryption mode, 
which only encrypts the current 
directory and its child folders even 
though the program tries to encrypt 
every drive recursively from their 
root.
The bug stems from the System.
IO.DirectoryInfo class, which returns 
the current directory if it’s instan-
tiated with a string in the form «[A-
Z]:».

Since the program strips the trailing 
‘\’ from the listed drives’ paths be-
fore calling DirectoryInfo, the «return 
current directory» behaviour is trig-
gered. Executing the ransomware 
from the root of a drive (i.e. ‘C:\’) 
encrypts every targeted drive as ex-
pected.

ENCRYPTION

The “one-way symmetric encryp-
tion” technique used corresponds 
to the current ransomware threat 
actors’ standard. It requires 2 com-
ponents: a unique RSA key pair and 
a unique 256-bit key, generated for 
each victim. The AES key will be 
used to encrypt the files symmetri-
cally using AES-CBC, which allows 
the victim to eventually recovers 
them with the key, while the RSA 
public key will be used to encrypt 
the AES key itself, allowing only the 
attacker to decrypt it with its private 
key. 
This way, even though the victim is 
in possession of the encrypted AES 
key, they need a secret from the at-
tacker to unlock it and decrypt their 
files. The threat actor is thus essen-
tially selling its private key. The pro-
cess is a very basic combination of 
walking recursively down from the 
selected root folder and checking 
the current node against a list of 
excluded folders and another contai-
ning allowed file extensions. If the 
node is a directory that’ve not been 
excluded, the walk function is recur-
sively called on it. 
Else, if the node is a file with an al-
lowed extension, the program first 
appends its name with the hardco-

ded ‘.chshc’ string before initializing 
the encryptor class and encrypting 
the file block by block using AES-
CBC-256.

NOTE 
As stated by ESET researchers, the 
encryption algorithm uses a 256-
bit key, contrary to what the ran-
som notes states, which mentions 
a 128-bit key.  

The ransom note is dropped in each 
directory if at least one file has been 
encrypted successfully.
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DECRYPTION

Decryption routine

The decryption process is very si-
milar to the encryption one. In fact, 
the sole difference is in the removal 
of the ‘.chshc’ extension and the 
deletion of the ransom note. Since 
AES encryption is symmetric, the 
exact same operation is applied to 
decrypt the files. 

ENCRYPTION ROUTINE 
OPTIMIZATION

A ransomware typically looks for the 
best time to damage the ratio. To 
address this issue, specific file and 
directories are often filtered in or 
out to speed up the process. They 
usually target low value files (e.g., 
executables) or directory altogether. 
In the case of RansomBoggs, the 
malware implements a list of al-
lowed extension along with a direc-
tory exclusion list. 
The approved extensions are listed 
below:
 
• bac
• backup
• bak
• raw
• pem
• img
• iso
• abk
• accdb
• accdr
• accdt
• py
• c
• cpp
• php
• html
• txt
• jpg
• jpeg
• pdf
• tiff
• gif

• pfx
• vb
• trn
• sqlite
• sql
• sqlite3
• sqlitedb
• sdf
• sdb
• db
• db3
• dbf
• dbt
• dbs
• vdx
• vsx
• vss
• vsdx
• vsd
• doc
• docx
• wbk
• odt
• ott
• asd
• dot
• dotm
• dotm
• xls
• xlsx
• xlw
• xlt
• xltx
• xltm
• xlsm
• xlsb
• ppt
• pptx
• pptm
• ppsx
• ppsm
• potx
• potm
• zip
• rar
• zz
• zpi
• zl
• zipx
• tar
• tar.gz
• tar.xz
• txz
• s7z
• rz
• r0
• r00
• gzip
• 7z
• alz
• fb2
• epub
• djvu
• zbfx
• z
• qcow
• qcow2

• vhd
• vhdx
• vmdk
• vmsn
• ovf 

Unlike the above, the list of excluded 
directories is quite short with only 
3 entries: the system root and the 
program files folders for 32- and 
64-bits applications. The malware 
fetches them dynamically using 
the corresponding environment va-
riables, respectively ‘SystemRoot’ 
and ‘ProgramFiles’. The program 
files folder for 32 bits applications is 
constructed by appending ‘ (x86)’ to 
the ‘ProgramFiles’ resolved path. 
As such, the following directories 
will be excluded on a standard Win-
dows system:
• C:\Windows
• C:\Program Files
• C:\Program Files (x86)
It should be noted that the ran-
somware does not use partial 
encryption, nor does it change its 
behaviour on big files. In fact, it ex-
plicitly targets such files by including 
common disk image and virtual ma-
chine disks extension in the allowed 
list (for instance ‘.qcow’, ‘.qcow2’, 
‘.vhd’, ‘.vhdx’, ‘.vmdk’, ‘.vmsn’ and 
‘.ovf’).

RansomBoggs execution flow

RansomBoggs execution flow

EXECUTION FLOW
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INTRODUCTION CONTEXT AND PATTERN OF LIFE

RUSSO UKRAINIAN CYBER 
CONFLICT

Russia’s 2022 invasion of Ukraine, 
which began in 2014 with the an-
nexation of Crimea, began in Fe-
bruary. It is the latest high-intensity 
conflict in the world and involves 
for the first time since the Second 
World War heavy combat assets in 
Europe and the influence of many 
major powers. The conflict has been 
going on for a year now and has 
taken the form of a war of position 
opposing the Russian army in the 
annexed territories to the Ukrainian 
army which is trying to recuperate 
these same territories. 
This conflict implies numerous and 
highly technical means, which is in-
herent to a high intensity conflict, 
and uses strategies never tested 
before in this type of context. New 
methodologies and new types of ac-
tors are emerging, especially in the 
field of cyber, which is now a major 
weapon in all aspects of a military 
conflict.
Used in tactical combat, in espionage 
or even in the fight for influence, cy-
ber can now be found everywhere to 
influence the battlefield and the vic-
tory of a side. Sometimes less cost-
ly than traditional means of combat, 
it can cause damage and produce 
results just as conclusive.
It also opens the door of the conflict 
to a new type of actor that was re-
latively unknown before the Russian 
intervention: the hacktivists.

NOTE 
So-called high-intensity conflicts 
are symmetrical conflicts involving 
armies employing modern, large-
scale technological means. Prac-
tical examples that differentiate 
these conflicts from low-intensity 
conflicts are the absence or very 
limited use of organised guerrilla 
warfare, the use of nuclear or non-
nuclear ballistic strikes, the deploy-
ment of unusual heavy sea, air, 
and land assets (tanks, destroyers, 
bombers, etc.) and the declaration 
of war by one country on another.

HACKTIVISTS, THE NEW THREAT

Hacktivists are therefore the new 
component of the conflict. Inde-
pendent civilian groups, which can 
be assimilated to a cybercriminal 
group acting with political objectives 
and interests without being sponso-
red by a state, hacktivists are of all 
origins, of all technical levels and of 
all horizons. 
By its transverse nature, we will 
also see that cyber, in addition to 
helping armies or countries, allows 
these unexpected and ever more 
numerous third-party actors to also 
use these «weapons» and to parti-
cipate in these conflicts, therefore 
transforming them into a so-called 
«hybrid» type of conflict. 

NOTE 
Hybrid conflict is a type of conflict 
that combines several unconven-
tional methods of warfare, such as 
disinformation, manipulation of pu-
blic opinion, economic warfare, sa-
botage, terrorism, cyber attack and 
guerrilla warfare. Actors involved in 
hybrid conflict can include states, 
terrorist groups, militias, private 
companies, and individuals. 
Hybrid conflict is often characte-
rised by increased complexity, as 
the actors involved may have diffe-
rent objectives and different me-
thods of fighting. It can be difficult 
to determine who is responsible for 
actions in a hybrid conflict, as the 
actors involved may use plausible 
deniability tactics to conceal their 
involvement.

Although state and military means 
are not accessible to many people, 
it is nevertheless possible with 
equipment accessible to the civilian 
sector to kinetically reach strategic 
sectors of a country, an army, or a 
company. Therefore, without spon-
sors, without large-scale means and 
sometimes without personnel, it be-
comes possible for totally unknown 
actors or those without political in-
fluence to emerge from the shadows 
and to participate in wars, provided 
they have the appropriate individual 
technical level: information warfare, 

the fight for influence, sabotage, es-
pionage; all these actions become 
accessible to them. 
In addition to being able to cause si-
gnificant damage, these actors can 
act without allegiance to any state, 
and weigh in the balance of certain 
conflicts on one side or the other. 
It is in this context of evolution that 
new hacktivist groups affiliated with 
Russian nationalist movements 
seeking to defend Russia’s self-pro-
claimed interests were born. There 
are many groups that are constantly 
expanding the list of actors involved 
in the conflict. At first very disor-
ganized, since the end of 2022, the 
different sections of hacktivists have 
gathered, apart from a few diehards, 
under the banner of a group that has 
become the coordinating pillar of all 
these independent sections, namely 
the KillNet galaxy. A federator with 
a well thought out business model, 
the group itself does not participate 
much in actions but helps to design 
targets and coordinate the whole. 
Amongst the sub-groups, the best 
known are Zarya, Anonymous Rus-
sia, Anonymous Sudan, SARD, and 
many others.

NATURE AND MOTIVATION OF 
THE GROUP

NATURE AND IDEOLOGY

The KillNet group emerged as active 
around March 2022, shortly after 
the beginning of the Russian inva-
sion of Ukraine. Originally founded 
by an individual nicknamed KillMilk, 
the group is believed to be originally 
made up of young, patriotic hackers 
assembled with almost playful goals 
and amateur profiles with the bare 
minimum technical requirements to 
carry out small, disruptive cyber at-
tacks. 
Their ideology was based on natio-
nalistic ideas of «Russia against the 
rest of the world» and the resistance 
of the Russian traditionalist ideolo-
gy against the «degeneration» of the 
Western world. One finds in most 
of their exchanges, publications but 
also in most of their graphic crea-
tions shared online recurrent the-
mes such as racism, homophobia or 
a vulgarity that can be considered 
as retrograde, which touch the great 
themes of international politics.  
Many of their symbolism also repre-
sents nostalgic visions of the USSR, 
highlighting the past power of Rus-
sia and the possibility of its return to 
lead a consortium of states resisting 
the influence of Western countries.
Many points are sometimes contra-
dictory in the subjects of adora-
tion shared by the KillNet sphere, 
showing the lack of maturity of the 
group during the first months of ac-
tivity. For example, the emphasis on 
the symbolism of the USSR is not 
at all approved by President Putin, 
who is himself a subject of adora-
tion by the group.
The group is made up of an unknown 
but probably small number of pos-
sibly young people but has proved 
to be very competent in one major 
area since the beginning of its acti-
vities: communication.
Indeed, the group and its affiliates 
have always been very active in 
public exchanges via Telegram ac-
counts with their subscribers and 
followers. 

KillNet’s Telegram channel

MOTIVATION ON THE CYBER 
AND OPERATIONAL LEVEL

On the operational and cyber le-
vel, from a technical point of view, 
the group has motivations that are 
oriented by ideological objectives, 
but which will above all respond to 
a very simple set of specifications:
• Disinformation
• Disruption of enemy IT systems
•  Exposure of data from enemy or-

ganisations
•  Numerical or kinetic destruction 

of enemy targets.
To achieve this, the group will use 
different attack methodologies that 
will be part of a long-term cam-
paign of terror and psychological 
operations targeting NATO member 
countries and Ukraine to support, 
sometimes close, sometimes dis-
tant, Russian military cooperation 
in Ukraine.

NOTE 
According to a report on Februa-
ry 3, 2023, several subgroups of 
the KillNet Galaxy have launched 
new attacks targeting the US me-
dical system. Anonymous Sudan, a 
new subgroup that joined the or-
ganisation claimed 10 attacks on 
February 2nd at 8:47pm, KillNet 
claimed 24 more at 10:16pm and 
finally, KillNet also announced the 
following subgroups involved in the 
operation without claiming any at-
tacks: Anonymous russia, Passion 
Botnet (Botnet as a service group), 
Netside, Mistnet (Botnet as a ser-
vice group), Usersec, SARD, Bear 
IT Army and AKL. Within these 
groups, it appears that Passion 
Botnet and Mistnet are two Bot-
net as a service group that KillNet 
hires for its attacks and Usersec, 
AKL and SARD are allied but not 
affiliated with KillNet.
Estimated impact:
The impact of these attacks com-
piled, could be significant. They do 
not represent a danger on the ope-
rational level, most of the targeted 
pages being showcase pages for 
the organisations, nevertheless the 
anxious atmosphere they trigger 
among the population due to the 
strong mediatisation of this type of 
attacks could cause more damage 
than the attacks themselves.  
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The group’s ultimate motivation 
soon after its creation was always 
to gain recognition from Russian 
officials through their cyber ope-
rations, with a desire to turn their 
organisation into a state-sponsored 
group.

GROUPE FINANCING METHOD

Throughout the war KillNet’s fun-
ding has come from a variety of 
sources, most of which are private 
charities and some of which come 
directly from the group’s activities.
KillNet has for several years run 
large crowdfunding campaigns, du-
ring which they post numerous 
messages promoting their projects 

on their various telegram channels. 
Affiliated groups have also partici-
pated in sharing these campaigns 
by asking for donations. Most of the 
time these donations were made in 
cryptocurrencies or by direct dona-
tion through applications or Tele-
gram. Most of these donations are 
posted to the community either to 
thank the most important ones or 
to humiliate those who are judged to 
be too low compared to the group’s 
expectations.
KillNet and its affiliates also claim 
several times in its Telegram chats 
to be cryptomining and partial-
ly self-funding. It is possible that 
the group is using a network of 
volunteer affiliates or renting a 
network of zombie machines to do 

this, as they do with some of their 
DDoS attacks.
It is unlikely that they would have 
an infected illegal zombie network of 
their own, as this would require too 
much technical skill.
KillNet has also repeatedly claimed 
to receive indirect funding from 
Russian intelligence services. This 
is unconfirmed, but it is likely that 
support is being attributed to them 
by Russian officials.

Examples of donation messages on KillNet and KillMilk channels

TACTICAL INSERTION OF THE 
GROUP INTO RUSSIAN SYSTEM

KillNet and its various satellites 
are part of Russia’s tactical and 
strategic system in its war against 
Ukraine. 
Indeed, the attacks carried out by 
the hacktivist groups are highly pu-
blicised, although their impact re-
mains limited, and play in favour of 
Russia on the international scene to 
galvanise its support and insecure 
its opponents. 
These hacktivists use this cyber 
leverage to interfere in geopoliti-
cal tensions and to take sides with 
one of the actors in the tensions, 
whether they are Russia’s ally or en-
emy. To do this, they tend to target 
strategic points to cause disruption 
and destabilise the opposing party. 
We are therefore seeing an increase 
in denial-of-service attacks, which 
target the online platforms of im-
portant companies or official enti-
ties. At the same time, the Russian 
diplomatic apparatus is not involved, 
allowing for an impunity response to 
any criticism of Russian policy. 
This increasingly visible threat repre-
sents a lateralization of the threat 
with often civilian actors taking the 
Russian-Ukrainian conflict beyond 
its borders, without using official 
military means. These groups are 
disruptive, allowing many actors, 
sometimes without prior expertise, 
to participate in the conflict and as-
sist the official forces. 
Hacktivists therefore constitute a 
new pool of attackers and a new 
means of participating in future 
ideological and military conflicts in-
volving their country. In the case 
of the Russian-Ukrainian conflict, 
KillNet represents a concrete inter-
face between these groups and the 
authorities. This trend is growing 
exponentially, raising the level of 
threat to states and their defence. 
In the future, it is possible that state 
intelligence services will strengthen 
their capabilities by integrating cy-
ber-mercenaries into their services 
or creating specialised services to 
coordinate talented volunteers to 
mount strategic operations. These 
new formats for action and orga-
nisation, which are not yet wides-
pread in Western methodologies but 
are very present in Russian metho-
dology, add an additional threat to 
be considered, one that is fluctua-
ting and based on the coordination 
of non-state actors, galvanised by 
political discourse. 

In the case of Russia, these hackti-
vist groups could continue to grow 
in skill just as in the KillNet model, 
and over time turn into APTs that 
can be recruited by the Russian de-
fence. Parallel cybercriminal attacks 
are expected to increase as the ove-
rall cyber threat grows and indus-
try sectors come under increasing 
pressure.

EVOLUTION TO A STATE-DRIVEN 
HACKTIVISM

The KillNet consortium has gone 
through several distinct phases that 
have allowed them to grow from an 
inexperienced group with few re-
sources to a PTA-like status with 
a relatively accomplished business 
model.
KillNet improved its technical skills 
after investing in new equipment 
and recruiting new team members. 
After a period of massive DDoS at-
tacks launched at high frequency, 
the group seems to have moved 
from quantity to quality. This helps 
them to become more credible in 
gaining the support of the Russian 
government, which seems to be one 
of their goals. Their development 
can be described in three phases:
Phase 1: At the end of April 2022 
KillNet began launching its attacks 
against Romania (29 April) and la-
ter against Italy (11 May). This initial 
phase already indicates the willin-
gness of this galaxy to attack any 
state taking measures or positions 
against the Russian invasion or sup-
porting the Ukrainian war efforts. 
During this phase, the group’ s ope-
rators make it clear that it is also 
a training and structuring phase for 
their modus operandi and attacks. 
Phase 2: From June to November 
2022, the group consolidated its 
own community, build its organisa-
tion, assimilate other groups, and 
define common goals.
Phase 3: Since the end of No-
vember 2022, KillNet is upgrading 
its technical capabilities to switch 
progressively towards more sophis-
ticated attacks. For instance, DDoS 
attacks are completed using wipers, 
data theft and the deployment of 
operators on the ground in Ukraine 
to support hybrid warfare actions. 
The group already claimed it will use 
ransomware in its future attacks 
in July and created its own official 
association in November after the 
need expressed by a Russian Se-
nator to coordinate Russia patriotic 
hackers.

Phase 4 (prospective): It will pro-
bably see the group use a status 
that is intended to be official to get 
closer to official entities such as the 
intelligence services or members 
of the government. This could lead 
them to their final goal, which is 
becoming a state-sponsored group 
directly directed by the Russian ser-
vices.
The pattern that is likely to persist 
is the orientation of their targeting, 
preferring Eastern European coun-
tries as priority targets for attacks 
because of their geographical and 
political proximity to Ukraine. Final-
ly, in the trends of the most active 
groups, KillNet is of course the one 
that has carried out the most at-
tacks against the Union. However, 
it is important to note that other 
less publicised groups are linked, at 
least through communication, to 
the KillNet group, which has now 
claimed to have created its own as-
sociation to be recognised by the 
state.
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MODUS OPERANDI

DDOS ATTACKS

The group uses the DDoS attack 
as a so-called «leverage» weapon. 
Indeed, in most cases (not all the 
time) these attacks are of a tem-
porary nature and do not cause se-
rious or fatal consequences for or-
ganisations. They are also not aimed 
at disruptive damage. They make it 
easy to attack an application or In-
ternet domain that is visible to all or 
of public use and make it unavailable 
to the public.
It aims to have a moral impact, 
maintain a feeling of insecurity of 
systems and infrastructures among 
the targeted populations and there-
fore allows to maintain a constant 
pressure at low cost in parallel of 
a political or military conflict. It 
also allows for political leverage by 
conducting aggressive retaliatory 
operations without involving the 
attackers’ home state diplomatical-
ly or militarily: this is the leverage 
system.
In the case of KillNet, most of these 
attacks have been directed at orga-
nisations belonging to EU member 
states or against the United States. 
Some may have targeted Ukrai-
nian sites in the early stages of the 
conflict, but this has not been seen 
in large numbers as the strategic si-
tuation has evolved and the strategy 
has failed to influence the Ukrainian 
resolution.
Until then, the DDoS attack was 
used extensively during the Rus-
sian-Ukrainian conflict to get politi-
cal messages across through KillNet 
and to ensure visibility. With hind-
sight, this short-lived attack is more 
involved in information warfare than 
in attacks with material impacts.
This visibility can then be used for 
propaganda, sponsored or not by 
states, and to undermine the morale 
of the opposing populations through 
a feeling of instability but also of im-
punity on the part of the attackers.
It should be noted that one of 
the KillNet affiliated groups, No-
name057, has distinguished itself 
by implementing a new strategy for 
DDoS attack campaigns that it is 

conducting on behalf of the KillNet 
sphere. Indeed, the DDoSia project 
is a new way of approaching the im-
plementation of a bot network al-
lowing DDoS attacks. 
The previous botnets used by the 
KillNet sphere were networks 
rented from other cybercriminals 
and composed of infected zombie 
machines remotely controlled by 
the providers. Expensive, difficult to 
control, sometimes inefficient, they 
were only a temporary solution to 
the hacktivists’ need for resources. 
The leased network was eventually 
dismantled by the end of 2022. No-
name057 therefore had to replace 
the zombie bots, and opted for a 
network of volunteers making their 
machines available to power DDoS 
attacks against remuneration. More 
efficient in the long term, more 
powerful and much more reliable, 
this network of volunteer bots res-
ponds to each request of the KillNet 
sphere and allows to conduct cam-
paigns of attacks much longer.

NOTE 
The DDoS attack, the distributed 
denial of service attack, is conside-
red a minor attack with little long or 
sometimes even short-term impact, 
and therefore not a feared part of the 
cyber arsenal. It is in fact a pre-pro-
grammed deluge of Internet traf-
fic designed to bring down or block 
targeted networks. It is «distributed» 
in the sense that thousands or even 
hundreds of thousands of compu-
ters are tasked with sending electro-
nic requests to a handful of targeted 
addresses on the Internet.
The attacking computers are called 
«BOTNET», a robotic network of «zom-
bies», remotely controlled computers. 
The attacking zombies follow instruc-
tions without the knowledge of their 
owners. Indeed, owners usually can-
not know when their computers have 
become zombies or are engaged in a 
DDOS. A user may notice that their 
laptop is running a little slower or that 
accessing web pages is taking a little 
longer than usual, but that is the only 
indicator. The malicious activity takes 
place in the background and does not 
appear on the user’s screen.

INTRUSION ATTACKS

Since July 2022, KillNet has 
launched a plan for the preparation 
and evolution of its newly formed 
group. It is also possible to consider 
it simply, not as an evolution, but 
simply as its rise to power, notably 
on the technical level.
As a result of its move into phase 
2, KillNet has been able to field sub-
groups that are competent enough 
to carry out intrusion-destruction 
attacks.

NOTE 
A cyber intrusion attack is a form 
of cyber attack in which an attac-
ker seeks unauthorised access to 
a computer system or network. 
Methods used can include disabling 
security, manipulating software, 
using stolen passwords, and crea-
ting malware to bypass security 
controls. The aim of these attacks 
is often to steal sensitive informa-
tion, disrupt the operation of sys-
tems or take control of target sys-
tems. Destruction is often achieved 
with wipers or the outright deletion 
of databases on the targeted ser-
vers.

With the creation of its leak site 
named infinity, the group is feeding 
it with different attacks aimed at 
stealing data. There have been se-
veral of these since the end of 2022 
and their number is expected to in-
crease.

ANALYST'S OBSERVATION 
This sudden appearance of ad-
vanced capabilities is probably due 
to the fact that after gaining popu-
larity, KillNet has also gained finan-
cial resources, allowing them to ac-
quire new and powerful computer 
equipment, but also to bring many 
affiliates to their cause as well as 
their team, making them one of the 
most active groups in Russia. 

Recent examples of intrusive des-
truction attacks
Cyber Army of Russia attack on 
Ukrinform
On 17 January the pro-Russian 
hacktivist group Cyber Army of 
Russia claimed to have carried out 
a cyber attack on the Ukrainian we-
bsite Ukrinform. The group claims 
to have hacked into and destroyed 
the entire network of the Ukrainian 
National News Agency. No more 
data will be available on the site and 
all data will be shared with the pu-
blic by cyber army of russia such 
as official documents, databases 
etc. Estimated impact This attack is 
part of the media war between the 
Russians and the Ukrainians in the 
context of the war in Ukraine. Cyber 
groups play a key role in this infor-
mation struggle, where the destruc-
tion or defacement of online media 
can advance the cause of one side’s 
propaganda or the other’s disinfor-
mation. In this case, the National 
Press Agency of Ukraine is a key 
body for the Ukrainian government 
to maintain the morale of the popu-
lation through communication. This 
attack could therefore have a signi-
ficant impact on the human level, 

with regard to Ukrainians, and on 
the technical level with regard to the 
damaged network which could be 
difficult to restore. In addition, the 
Ukrainian government could suffer 
reputational damage if confidential 
documents were posted online240. 

KillMilk password leak
On January 17, 2023, according to 
a share from Anonymous Russia, 
KillNet leader hacker KillMilk is of-
fering hundreds of passwords worth 
$17,000 on the KillNet leak forum 
«Infinity». This is part of KillNet’s 
new policy to sell a wide range of 
products including hacking courses, 
stolen data, software and more on 
its leak site. This is part of the new 
complex self-financing policy of the 
KillNet galaxy. Estimated impact This 
type of post on the infinity website 
and its complex structure is charac-
teristic of a group that is now highly 
organised, able to finance itself and 
set up a long-term existence plan; to 
form a new generation of partners 
and to expand its area of influence. 
In transition to its third phase, the 
group is now crossing the threshold 
of an APT group241.

Infinity steals data from 198 million 
Americans
On January 16, 2023, the newly for-
med KillNet-affiliated cyber hackti-
vist group «Infinity», named after the 
KillNet leak forum, claimed to have 
the personal data of 198 million Ame-
ricans. The data was allegedly ob-
tained through a breach of the United 
States of America State Revenue 
Service. Their purpose is not to an-
noy American citizens but to alert 
and warn the US government of their 
online presence and the threat they 
pose. If the US government were to 
take further anti-Russian action, the 
group would publish the data with the 
support of KillNet. According to other 
of their communications it is pos-
sible that this group is composed of 
members of Belarusian origin. Esti-
mated impact The appearance of this 
new group most likely accompanies 
the creation of the leak forum of the 
same name announced a few weeks 
ago by KillNet. This new team is pos-
sibly a special forum management 
team run by KillNet, capable of intru-
ding and stealing data to feed the leak 
site. This adds a long-awaited weapon 
to KillNet’s arsenal, as they have been 
announcing for some time that they 
will soon be able to do this242,243.
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CONCLUSION

The KillNet group is the perfect exa-
mple of the conflict’s lateralization by 
cyber attacker groups. Initially inde-
pendent as hacktivists from a group 
called Legion, they have grown to 
become a real threat to European 
countries. Their particularity is to be 
constituted of several independent 
branches that follow the guidelines 
of the main group and coordinate 
each other through public channels. 

The real agenda of this group seems 
to be to increase publicity with the 
Kremlin to move from a transitio-
nal and current State-Driven model 
or National interest-driven model 
to a real State-Sponsored model 
(funding, equipment, tactical inclu-
sion, etc.). This long-term strategy 
explains the group’s almost syste-
matic aggressiveness and reactivity 

following anti-Russian/pro-Ukrainian 
measures or statements. The purpo-
se of this alert is to remind readers 
that today any position or decision 
regarding the Russian-Ukrainian 
conflict or the policy of the Russian 
state can be a trigger for an attack 
by this group. This issue must the-
refore be considered. 
 



Chapter 6:
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PROSPECTIVE APPROACH  
AND MACRO-RISKS

RISKS OF LATERALIZATION

The threat of cyberattacks on Euro-
pean soil is twofold: First, attacks on 
Ukrainian networks could spread to 
European networks. Second, Russia 
could choose to launch direct at-
tacks on European targets through 
its intelligence services or cybercri-
minal groups to disrupt the West’s 
response to the Ukrainian crisis.
The second, more concrete threat 
to the European Union is a series of 
attacks by pro-Russian hacktivists 
like KillNet or other affiliates. These 
attacks have been carried out by the 
group with a particularly efficient or-
ganisation allowing many sub-groups 
to coordinate their actions. Most of 
these attacks have focused on DDoS 
methodologies to concentrate on 
disrupting systems with a strong 
public image and used by govern-
ment organisations. These include 
mainly parliaments and tax websites. 
The main objective of the group and 
its operativons is to gain publicity, 
which allows them to wage a war of 
influence aimed at affecting the mo-
rale of the European population, to 
show that Russia has leverage even 
where it has no troops, to prove that 
European governments cannot pro-
tect themselves on all fronts, but 
also to be a front that is talked about 
to cover up the actions of APTs that 
are longer and require discretion. 

ANALYST'S OBSERVATION 
At the beginning of the conflict, 
KillNet was considered as a mi-
nor threat, as it conducted mainly 
DDoS attacks with limited impacts. 
However, the group announced in-
vesting in new equipment and re-
cruiting new talents. This has been 
translated into more disruptive 
attacks using new infrastructure, 
such as the Botnet as a Service 
Passion Botnet.
Indeed, it shown hacktivist groups 
can start by conducting attacks 
with a low level of sophistication 
and disruption, and then improve in 
time to launch more sophisticated 
attacks. This trend should therefore 
be closely monitored if some hack-
tivist groups announced reinforcing 
their capabilities.

NOTE 
The KillNet group is the perfect exa-
mple of the conflict’s lateralization by 
cyber attacker groups. Initially inde-
pendent as hacktivists from a group 
called Legion, they have grown to be-
come a real threat to European coun-
tries. 
Initially created by a Russian hac-
ker nicknamed Killmilk, KillNet has 
turned out to be the Russian group 
targeting the most European coun-
tries on behalf of Russia. Highly orga-
nised and hierarchical, it is organised 
into several independent branches, 
but all follow the guidelines of the 
main group. The most recent branch 
to be added is the «Suicide Squad», 
which, according to their leader, is 
supposed to gather the most techni-
cal actors of the group. 
KillNet therefore has a communica-
tion arm to the public via channels 
such as Telegram, a financial orga-
nisation arm that works on the prin-
ciple of cryptocurrency crowdfunding 
and probably a way to direct all its 
branches to attack the same targets 
at the same time. 
This organisational ability compen-
sates for the group’s lack of technical 
know-how and allows them to fulfil 
their main mission: to get a lot of me-
dia coverage. 
Indeed, their methodology of action is 
mainly focused on the DDoS attack 
with which they target platforms of 
official bodies with high visibility: go-
vernment, parliament, ministries etc. 
This allows them to reach the morale 
of the public. This makes it possible 
to reach the morale of the population 
and to send strong political messages 
to Russia’s opponents at a lower 
cost. They improved their capabilities 
by renting a new Botnet as a service, 
Passion Botnet, that leases services 
on a subscription basis and helps to 
reinforce the coordination between 
KillNet’s affiliates. They also developed 
their own platform, called Infinity , 
that constitutes a way to bridge the 
gap between hacktivists and cybercri-
minals. 
Although the group would like to do 
this, it does not yet have the tech-
nical skills to carry out physical at-
tacks like some Ukrainian hackti-
vist groups do.

KillNet claims in some of its com-
muniqués to be paid by the Russian 
FSB for its actions, which could allow 
them to be classified as a state spon-
sored group if confirmed. Moreover, 
some European intelligence services 
agree that the group is indeed sup-
ported and funded by the Russian 
government. However, this analysis 
remains to be confirmed.
After observing and studying their 
operations, it is possible to conclude 
that the objective attributed to them 
is to serve as a propaganda and in-
fluence warfare showcase for Rus-
sia during the Ukrainian conflict and 
among European countries, attacking 
state morale and diverting attention 
from other state sponsored groups.

This type of group participating 
in high-intensity conflicts in a hy-
brid manner is likely to increase 
throughout the conflict and expo-
nentially in the future. It should be 
noted that KillNet attacks are always 
carried out in response or reaction 
to political or military events related 
to Russia and its adversaries, as can 
be seen on the events map below. 
For instance, in January 27, KillNet 
shared on its Telegram channel a list 
of targets in retaliation to the sup-
port of several Western countries to 
Ukraine by sending military equip-
ment. This campaign resulted in 
several attacks on these targets led 
by Anonymous Sudan, KillNet and 
Anonymous Russia on January 28, 
showing that attacks are organised 
and not erratic. 

ANALYST'S OBSERVATION 
We observe several hacktivist 
threat groups appearing in the 
landscape of cyber threats since 
the beginning of the conflict. It 
constituted a shift especially in the 
Eastern European cybercriminal 
ecosystem, which will certainly be 
impacted in the long term with the 
reinforcement of the coordination 
between criminal groups. We listed 
some characteristic trends that we 
assume will remain, even after the 
end of the conflict. 
A first trend observed is the ag-
gregation of several groups under 
the umbrella of major collective of 
hackers that coordinate operations. 
This example is encapsulated by the 

KillNet collective that gathers out 
the majority of pro-Russian hackti-
vists groups.
A second trend noticed is the wil-
lingness of some threat hacktivist 
groups to remain independent. In 
reaction to the aggregation of se-
veral affiliates under a unique col-
lective, some actors, such as No-
Name057(16), officially differentiated 
themselves from KillNet. For ins-
tance, NoName05(16) condemned 
the attacks of the collective against 
health centres for children in Cana-
da and explicitly said it is not part 
of the collective.
A third interesting trend to point 
out is the enlargement of the geo-
graphic area of targets impacted by 

cyberattacks related to the conflict. 
For instance, cyber attacks were 
detected in Pakistan by the Cyber 
Peace Institute245. The pro-Russia 
threat actor Phoenix claims to have 
conducted a hack and leak opera-
tion against the police of a Pakistani 
province. The attack occurred seve-
ral days after Pakistan announced 
sending to Ukraine military equip-
ment. In addition, we observed the 
emergence of a new threat group, 
Anonymous Sudan, that targets 
European countries and that claims 
being from Sudan. It seems this 
group is an affiliate of KillNet and 
was helped by the UserSec group 
to attack Sweden’s airports246 in 
February 2022.

Pro-Russian hacktivists attacks reported in Europe
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NOTE 
The map above highlights the coun-
tries most affected by cyberattacks 
since the beginning of the conflict. 
The countries targeted by Russian 
hacktivists and groups are usually 
former Soviet republics of the ex-
USSR. This allows us to see that the 
current rivalries between countries 
formerly dominated by Russia have 
been rekindled by the Russian-Ukrai-
nian conflict, and greatly influence 
the direction of attacks by different 
cyber groups. Some of Russia’s rivals 
in the North Seas are also being tar-
geted, as a political response and a 
threat to prevent a possible anti-Rus-
sian backlash in the region.
Overall, the attacks are mainly fo-
cused on countries close to Russia, 
which are logically the most politically 
conflicted with it. Nevertheless, we 
also observe the enlargement of the 
scope of attacks, as non-European 
countries in addition to the US has 
also been targeted, such as Pakistan, 
Colombia, Canada, South Korea. It 
has to be noticed that Central Asian 
countries has been preserved from 
attacks. Azerbaijan has not suffered 
from attacks related to the conflict, 
Armenia was targeted by one attack 
and Kazakhstan by five. It highlights 
the fact that cyberattacks mainly 
come from Russian actors that act 
in retaliation for the support of Euro-
pean countries to Ukraine.
It also highlights that main attacks 
are politically related, and that finan-
cial gain remains a secondary mo-
tivation for threat groups involved 
in the conflict, even if we observed 
some cybercriminal groups using the 
conflict as a lure for their financially 
motivated campaign. 

LATERALIZATION OF THE 
THREAT BY «SPILLOVERS»

The first case is characteristic of a la-
teralization of the cyber threat, resul-
ting in fallout for companies not targe-
ted by the original attack. Three cases 
of lateralization can be observed: 247 

1.  A malicious actor targets a company 
in one country, but the company 
has servers in another country. 
Servers in the second country are 
then also affected by the attack. 

2.  An attacker targets a government 
agency in one country and the 
agency’s systems are connected 
to systems in other countries. The 
systems of other countries are 
then also affected by the attack.

3.  A cybercriminal uses social en-
gineering to trick a person in a 
country into clicking on a link that 
installs malware. The malware 
then spreads to other computers 
on that person’s network, which 
may be in other countries.

The lateralization of the cyber threat 
is a crucial topic as there is a histo-
rical pattern of cyberattacks against 
Ukrainian organisations, with conse-
quences at the global level. British 
officials are concerned about the 
possibility of spillovers following an 
intensification of Russian cyber ac-
tivity in Ukraine. The discovery of 
the WhisperGate and HermeticWi-
per wipers in targeted attacks on 
Ukrainian infrastructure poses the 
risk of spreading these viruses to 
non-Ukrainian organisations. In 
an alert dated February 26, 2022, 
CISA warns of the risk of spread: 
 «Destructive malware can pose a di-
rect threat to an organisation’s day-to-
day operations, impacting the availabi-
lity of critical assets and data. Other 
disruptive cyberattacks against organi-
sations in Ukraine are likely to occur 
and unintentionally spread to organisa-
tions in other countries. Organisations 
need to be extra vigilant and assess 
their capabilities in planning, preparing, 
detecting and responding to such an 
event.”248 

NOTE 
June 2017: A major cyberattack 
hits Ukrainian companies. The 
malware used is a new version of 
Petya, a ransomware family disco-
vered in 2016, which had infected 
Windows-based systems. This at-
tack, dubbed NotPetya, initially tar-
geting Ukrainian infrastructure, has 
spread globally, and is still consi-
dered one of the most destructive 
cyberattacks ever carried out. The 
attackers exploited the EternalBlue 
vulnerability and used unpatched 
computers to spread across entire 
networks. The virus, self-prolifera-
ting, has spread indiscriminately on 
computer systems, destroying the 
data of companies around the wor-
ld (65 countries affected), affecting 
Western multinationals such as 
the shipping giant Maersk but also 
Russian companies. 
The British government, through its 
National Cybersecurity Center, as-
serted with a high degree of confi-
dence that the GRU, Russia’s mili-
tary intelligence agency, carried out 
the NotPetya cyberattack, the aim 
of which was to disrupt the ope-
rations of energy companies and 
government institutions in Ukraine. 
The estimated cost to the global 
economy has reached $10 billion249.  
The collateral damage of the 2017 
NotPetya attacks demonstrated 
how unfiltered B2B VPNs connect 
infrastructure around the world. 
Two geographically separate cor-
porate networks can communicate 
and share data through B2B VPN 
tunnels, but these networks when 
unfiltered are not secure, which 
can lead to the spread of viruses. 

ANALYST'S OBSERVATION 
Regarding the exploitation of vulne-
rabilities on B2B VPNs, not ma-
jor incident was detected in the 
context of the conflict. 
Nevertheless, in February 2023, 
Fortinet warned about the exploita-
tion by unknown attackers of a For-
tiOS SSL-VPN zero-day vulnerabi-
lity (CVE-2022-42475) for which 
a patch was provided two months 
before. This vulnerability was used 
to target government organisations 
and government-related entities. 
The security flaw is a heap-based 
buffer overflow weakness that al-
lowed unauthenticated attackers 
to gain remote code execution or 
crash targets devices remotely. 250

Such vulnerability can be used for 
the lateralization of the cyber threat 
to compromise European systems 
and constitutes therefore a risk 
that should not be excluded.

According to Sophos researchers, 
the scale251 of  systems at risk 
could be significant, potentially 
affecting productivity tools such 
as Microsoft Teams or Slack, on 
which companies around the wor-
ld depend. These third-party ser-
vices that we have all become 
dependent on, especially during 
COVID, are well enough equipped 
to defend themselves, but remain 
vulnerable, especially if end users 
are negligent. The potential for the 
spread of such an attack remains 
low. On the other hand, the increa-
sing use of supply chain compro-
mises by attackers could pose an 
economic and cyber risk to com-
panies that depend on Ukrainian 
organisations for their supply.252 

NOTE 
A very recent example of a spillover 
risk concerns the attack on Toshi-
ba, Mitsubishi and AeroVironment 
on September 12, 2022. According 
to the Twitter account CyberKnow, 
these three companies were tar-
geted by the cybercriminal group 
Pheonix because they supply equip-
ment to Ukraine.253 
Phoenix Locker is believed to be a 
new ransomware family released by 
Evil Corp based on similarities in 
code. Evil Corp has historically used 
the WastedLocker ransomware in 
its attacks on compromised orga-
nisations.
Since the US government sanc-
tioned the hacking group in 2019, 
most ransomware trading compa-
nies would no longer facilitate Was-
tedLocker ransomware payments 
to avoid fines or legal action. 254 

 

More recently, a statement by the 
Council of the European Union 
suggested a real possible spill-over 
effect. Russia’s unprovoked and 
unwarranted military aggression 
against Ukraine has been accom-
panied by a significant increase in 
malicious cyber activity, including 
a striking and disturbing number of 
hackers and hacker groups indis-
criminately targeting key entities 
around the world. This increase 
in malicious cyber activity, in the 
context of the war on Ukraine, 
creates unacceptable risks of spill-
over effects, misinterpretation and 
possible escalation.255 

NOTE 
This risk of lateralisation with the 
phenomenon of spill-over is an ex-
tremely high risk. Indeed, as can 
be seen from the above examples, 
cybercriminal, state-sponsored (in 
this case Russian) or hacktivist at-
tacks can occur as soon as a state 
or private organisation takes part in 
the Russian-Ukrainian conflict. For 
now, spill over effect has mainly 
been observed in Ukraine. On the 
European continent, the major in-
cident was that target of Viasat, an 
American satellite communications 
company that provided support to 
the Ukrainian military. The attack 
ended up affecting other ground 
satellite components, causing hun-
dreds of thousands of people outside 
Ukraine to lose electrical power and 
their Internet connection. However, 
it must be considered that certain 
attacks are particularly discrete as 
they are conducted for espionage 
purposes. Therefore, it is possible 
lateralization has been used to pe-
netrate sensitive systems, but it 
will be uncovered later. That is why 
it is important to ensure detection 
rules are regularly updated and that 
new vulnerabilities are patched to 
limit the possibility of a malicious 
actor to remain undetected in the 
systems.

LATERALIZATION OF THE 
THREAT: THE RISK OF DIRECT 
ATTACKS ON WESTERN ORGA-
NISATIONS
The positions taken against the 
Russian Federation are not wit-
hout consequences. The Russian 
government has been extremely 
active in cyber espionage cam-
paigns through attacks using wi-
pers developed by cyber groups 
sponsored by states allied to Rus-
sia (case of Belarus) or even via 

pro-Russian groups doing hackti-
vism. Ukrainian government and 
civilian data leaks on a Tor ser-
vice called «Free Civilian» are attri-
buted to a Russian malicious actor 
using the nickname «Vaticano» on 
Raidforums.256

Indeed, Vladimir Putin has several 
«cyber» strings to his bow to coun-
ter his opposition and pursue his 
objectives regarding the expansion 
of his territory through Ukraine. 
The Moscow government initially 
thought that France would main-
tain a position close to neutrality 
in the event of intervention by the 
Russian Federation on Ukrainian 
territory. Such a positioning of the 
French government could have al-
lowed Russia to have to face only 
an Anglo-Saxon information front 
and relatively avoid the European 
sanctions it must face.257

Despite a continuous dialogue 
between the French President and 
Vladimir Putin with the idea of 
forcing Russia to stop its abuses, 
France supports quite clearly all 
the sanctions imposed on Russia. 
Russian cyberattacks are therefore 
possible either directly on French 
territory or through companies 
providing services used by France. 

NOTE 
This was seen especially with the 
attack on Viasat Inc (VSAT. O), a 
U.S.-listed satellite communica-
tions company, which said on Feb. 
28 that it was investigating an alle-
ged cyberattack causing a partial 
outage of its residential broadband 
services in Ukraine and other Euro-
pean countries like France. The at-
tack deprived tens of thousands of 
French people of the internet.258 The 
decision of France to send military 
equipment to Ukraine in February 
2023 was also followed by a se-
ries of cyberattacks against French 
entities operating in the defense 
sector. This example highlights the 
rapidity of the reaction of threat 
groups such as NoName057(16) to 
official French declarations.

Many European Union states have 
also shown their dissatisfaction 
with Russia. This is particularly the 
case for Germany, which turned 
its back on the Nord Stream 2 gas 
pipeline project shortly after the 
invasion of Ukraine. This has not 
been without consequences. Rus-
sia has started targeting some or-
ganisations in the energy sector. 

NOTE 
Some 6,000 installations at a Ger-
man wind farm no longer meet 
remote control. Technically, they 
work in automatic mode, but it is 
no longer possible to direct them 
remotely. However, this maneu-
verer is essential in case of wind 
greater than 80 km / h. The si-
tuation is even more damaging 
because after almost a week, the 
experts mobilized on the subject 
have not managed to remotely res-
tart the affected modems. The only 
solution would be to replace them. 
However, stocks are lacking, due 
to the shortage of semiconductors, 
especially. The Sustainable Environ-
ment Federation relayed the inci-
dent, expressing concern about the 
vulnerability of wind installations 
to computer attacks, including on 
French territory. 

Moreover, on the fourth day of 
the invasion (27 February 2022) of 
Ukraine by the Russian Federation, 
Russian President Vladimir Putin 
announced that he was putting 
on alert the deterrent force of the 
Russian army, which may include 
a nuclear component, but which 
can also be interpreted as mas-
sive cyberattacks by the Russian 
State against countries supporting 
Ukraine. This cyber deterrent can 
include cyberattacks against criti-
cal infrastructure against France, 
for example, including an attack 
causing significant material or 
even human damage. 
Today the term deterrence is to be 
taken with a wide margin of inter-
pretation, specifically with a state 
like Russia advocating disinforma-
tion.260

Russia continues to push disinfor-
mation campaigns that could af-
fect European countries. Outside 
Russia, these campaigns aimed at 
fracturing international support for 
Ukraine and at undermining the 
Ukrainian government. Vladimir 
Putin has already started sprea-
ding messages such as «Ukraine 
is historically illegitimate», «It is 
run by a junta of drug addicts and 
neo-Nazis», «It is guilty of anti-Rus-
sian genocide», «it is a NATO pup-
pet» and can do the same by dis-
seminating false information about 
threatening groups such as Ano-
nymous, NB65 etc. Even if these 
themes have found little traction 
abroad, it is important to remain 
vigilant with social networks that 
can serve as a payload for disinfor-
mation in France.261,262 
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Another risk in the telecommunica-
tions sector could have enormous 
consequences if the Russian Fede-
ration carries out attacks against 
these services. A lateralization of 
a compromise of this type of ser-
vices could spread to other pri-
vate or public organisations. Elon 
Musk’s announcement to make 
Starlink systems operational over 
Ukraine could prompt the Russian 
government to carry out attacks 
against this type of organisation 
that is not part of Ukraine.

NOTE 
Indeed, regarding the Ukrtelecom 
attack, Internet traffic collapsed in 
Ukraine in the morning of March 
28, 2022. Ukrtelecom, one of the 
largest Internet Service Providers 
(ISP) explained that it was the 
victim of a massive cyber attack, 
whose origin comes from the Rus-
sian Federation. Specifically, it is an 
attack on the supply chain where 
terminals, such as home routers, 
are slowly being disabled. A similar 
attack had been carried out against 
ViaSat on the day the invasion be-
gan, where the real damage only 
occurred after malicious updates or 
configuration changes were made 
within customer systems. However, 
the attack was repelled, without 
immediately restoring the connec-
tion for Ukrtelecom customers to 
preserve its network infrastructure 
and continue to provide services 
to the Ukrainian armed forces and 
other military formations.263

ANALYST'S OBSERVATION 
Cyberattacks against critical sec-
tors are disruptive and can lead to 
physical impacts for the population. 
For instance, Belarus suffered from 
an attack of Team One Fist against 
a hot water supply in Minsk that 
has been cut. It resulted in the in-
terruption of hot water supply for 
130 residential buildings, 3 medi-
cal and preventive institutions, 25 
public and administrative buildings 
and 8 schools on the street264.

After six months of conflict, seve-
ral direct cyberattacks targeting 
Western organisations continue 
to be observed in Europe and in 
North America. Those attacks are 
directed against countries and or-
ganisations in retaliation of inter-
national sanctions against Russia 
and the provision of weapons and 
financial support to Ukraine. The 
number of groups involved in these 
attacks is increasing, while the in-
tensity of attacks is not dimini-
shing throughout the time. 

An analysis provided by Cyberknow 
in July265 highlighted that 89 diffe-
rent groups were responsible for 
cyberattacks linked to the Rus-
sia-Ukraine conflict and pointed 
out on September 7th  that, for 
the first time since the begin-
ning of the war, more pro-Russia 
than pro-Ukraine groups were at 
the origin of cyberattacks related 
to the conflict. This observation 
raises awareness regarding the 
cyber capabilities of Russia that 
remain high, whereas Ukraine is 
confronted to limitations as its 
capabilities are mainly based on 
volunteers and hybrid actors that 
coordinate their action on a Tele-
gram canal completely open.

Groups that lend allegiance to 
Russia are more diverse and can 
conduct a wide range of types of 
attacks, such as DDoS, malware, 
wiper, phishing, spam, cyberes-
pionage, and defacement; whe-
reas groups that lend allegiance to 
Ukraine are more restricted in nu-
mber and conduct mainly hack and 
leak attacks, DDoS, ransomware 
and defacement.

Groups conduc-
ting more than 
ten attacks and 
lend allegiance to 
Russia

Types of attacks Groups conduc-
ting more than 
ten attacks and 
lend allegiance to 
Ukraine

Types of attacks

People’s Cyber 
Army

DDoS Anonymous Hack and Leak, 
Defacement, 
DDoS

NoName057(16) DDoS IT Army of 
Ukraine

DDoS, Hack and 
LeakKillNet/Zarya/

Xaknet/Mirai/Net-
side/Anonymous 
Sudan/Usersect

DDoS, Deface-
ment

Sandworm Wiper, Malware, 
Ransomware

Legion Cyber 
Spetsnaz

DDoS NB65 Hack and Leak, 
Ransomware

DEV-0586 Malware, Phi-
shing, Spam, 
Cyberespionage, 
Wiper

UNC1151 Defacement, Es-
pionage

Haydamaki DDoS

Russian Hackers 
Team

DDoS

Phoenix DDoS

National Hackers 
of Russia

DDoS

Table referring to major groups of hackers engaged in the 
conflict and the type of attacks they use, depending on their 
allegiance.

ANALYST'S OBSERVATION 
The table highlights hacktivists are 
using DDoS more and more in-
tensively in their support of Rus-
sia in the Ukraine conflict. It has 
to be noticed that they have also 
more and more resources at their 
disposal. Passion Botnet is part of 
this resource which is added to the 
DDoSia project of NoName057(16) 
and which allows them to increase 
their strike force which is now very 
far from what they had at the be-
ginning of the conflict. 
Far from going out of fashion, the 
DDoS attack is a perfect accompa-
niment to the new technical skills 
of spheres such as KillNet and gi-
ves them a way of reacting quickly 
to geopolitical events before adding 
more technical and time-consu-
ming attacks.

In terms of lateralization by spil-
lovers, malware and wiper repre-
sent major threats as they can 
spread easily through systems of 
the supply chain to target more 
critical and secure infrastructures. 
In the case of lateralization direc-
ted against Western organisations, 
the objective of attackers is mainly 
disruption of services for destabili-

zation. Therefore, critical organisa-
tions, both public and private, are 
to be expected to be still the main 
targets of those groups.

NOTE 
On August 29th, the hackers’ group 
NoName057(16) claimed to have 
conducted a DDoS attack against a 
bank267, a branch of a telecommuni-
cation company  and a company268 
providing IT services based in Li-
thuania.269  On August 25th, the 
Latvian healthcare system has also 
been targeted by the same group.270 

DDoS attacks were also conducted 
against an Estonian news agency  
and a real estate website272.

ANALYST'S OBSERVATION 
NoName057(16) is particularly ac-
tive since July 2022 and is targeting 
Eastern European countries and 
Ukraine. Victims are both public ad-
ministration and private companies. 
The type of attack used is DDoS and 
lead in majority to the disruption 
of a service. Attacks are related to 
political positions and are generally 
in retaliation to sanctions against 
Russia, such as the cyberattack 
against Norwegian transport com-
panies after they stopped the trans-
port of goods to Russia on July 1st. 
The Parliament and the police of 
Finland were also targeted after the 
country announced its willingness 
to join NATO. NoName057(16) relies 
on bots to launch DDoS attacks 
which are commanded from a ser-
ver in Romania which allow them 
to reach a wide range of targets. 
The consequences of these attacks 
are generally the inoperability of 
services from several hours to days. 
However, companies equipped with 
Web servers in the Cloud with an-
ti-DDoS solutions or with solutions 
to filter entrant traffic able to cut 
off requests from foreign countries 
manage to counter NoName057(16) 
DDoS attacks.

cal positions taken by governments 
or companies and aim at discou-
raging any sanctions against Rus-
sia. Their level of sophistication is 
not systematically high; however, 
many of those groups of attackers 
rely on bots to launch attacks on 
several targets at the same time. 
Therefore, they preserve a strike 
force not negligible. Governments 
and companies can however pro-
tect themselves by managing ex-
ternal traffic coming from foreign 
countries, as bots are generally 
managed from a country different 
from the one of the targets.

RISK OF USING CONFLICT THE-
MES TO CARRY OUT SOCIAL 
ENGINEERING ATTACKS.

« Offensive actors not directly lin-
ked to the warring parties are also 
likely to use the situation oppor-
tunistically to carry out targeted 
phishing actions « ANSSI.
ATK220 (aka: Mustang Panda, 
RedDelta, TA416, BRONZE PRE-
SIDENT) is a Chinese threat actor 
active since at least April 2017. It is 
known to use shared malware such 
as PlugX or PoisonIvy. In 2020, the 
group targeted entities associated 
with diplomatic relations between 
the Vatican and the Chinese Com-
munist Party, as well as entities 
in Myanmar. The Catholic Diocese 
of Hong Kong was among several 
organisations linked to the Catho-
lic Church that were also targe-
ted. The group uses self-extracting 
RAR archives for initial access. It 
was observed that he used Goo-
gle Docs and Dropbox URL in his 
phishing emails. ATK220 is ma-
king gradual changes to docu-
mented tools to remain effective in 
carrying out espionage campaigns 
against global targets.
Researchers at Proofpoint and 
Google recently highlighted the in-
creased activity of ATK220 since 
the beginning of the war. This at-
tack campaign is characterized by 
phishing techniques that take ad-
vantage of the conflict by distribu-
ting decoy documents containing 
malicious zip files. One of the do-
cuments is entitled «Situation at 
the EU’s borders with Ukraine.zip». 
The dissemination of this file was 
observed as early as February 28, 
the day on which atk220 hackers 
exploited the compromised email 
address of a diplomat from one Eu-
ropean country to share the mali-
cious file with the diplomatic office 

NOTE 
On August 23rd, the pro-Russia 
cybercriminal group KillNet claimed 
to be at the origin of the DDoS at-
tacks hit Moldavian companies and 
institutions. The Moldovan Informa-
tion Technology and Cyber Security 
Service (STISC) reported the cam-
paign of attacks lasted a minimum 
of 72 hours and targeted about 80 
information systems, platforms and 
portals.s273 We observed an enlar-
gement of the KillNet sphere with 
the multiplication of affiliated sub-
groups, such as Anonymous Sudan 
that has been particularly active re-
cently. We can suppose KillNet ma-
naged to uphold its image among 
Russian threat groups thanks to 
the improvement of the attacks 
it conducted. For instance, in No-
vember 2022, it conducted a DDoS 
attack against a satellite internet 
constellation operated by a US-
based corporation that disrupted 
the service for more than three 
hours.274 KillNet also launched a 
new forum, Infinity, and rented a 
new Botnet as a service, Passion 
Botnet, to conduct its attacks in 
a coordinated manner, which fa-
cilitates the cooperation between 
the different sub-groups. Passion 
Botnet replaced their old Botnet 
as a Service which was unstable. 
Its service works on a subscription 
basis. Customers can buy attack 
vectors for the duration and the in-
tensity they want.

KillNet is a threat actor first obser-
ved one month before the invasion 
of Ukraine by Russia. The group 
aims at targeting countries op-
pose to Russia in the conflict and 
operates mainly through DDoS at-
tacks. They are particularly active 
in actions of lateralization against 
Western organisations in coun-
tries member of NATO. As the 
conflict continues to severe, at-
tacks of KillNet against European 
institutions and companies are 
therefore to be expected.
Recently, KillNet targets many en-
tities in the health sector, that ap-
pears to be particularly vulnerable 
to cyberattacks. Even if these at-
tacks are numerous and cause 
major disruption, they also lead 
other pro-Russian threat groups, 
such as NoName057(16), to expli-
citly announce they are not part 
of the KillNet collective and do not 
support this type of attack.
The risk of lateralization by direct 
attacks against Western organisa-
tions remain high. However, these 
attacks lead by Pro-Russia groups 
are generally in retaliation of politi-
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of another European country. The 
group also used a tracking pixel, 
a very small digital image to col-
lect information. In this case, this 
tracking pixel was intended to rate 
the users who opened the email 
to recognize being the most likely 
to fall into the trap of phishing. 
This profiling system that allows 
for more accurate and effective 
targeting was observed from the 
beginning of the escalation of ten-
sions at the Ukrainian border in 
November 2021. 275,276

The November 2021 campaign 
shares similarities with the August 
2020 campaign led by the same 
actor. Both campaigns targeted 
European diplomatic entities and 
used SMTP2Go to impersonate 
external diplomatic organisations 
that could communicate with the 
final targets. The analysis rende-
red by the Proofpoint researchers 
reports the use, once again, of a 
new version of the PlugX malware 
showing the group’s systematic 
dependence on this malware.

PHISHING ATTACKS FOR FINAN-
CIAL GAIN

In July, the Cyber Police of Ukraine 
announced the arrestation of a 
group of hackers using phishing 
sites to obtain banking data of 
Ukrainian citizens. The fake web-
sites hosted an application form to 
fill out to receive financial assis-
tance from the EU. More than 400 
fake websites had been created 
and more than 5 000 citizens 
were tricked, generating more 
than seven million euros of finan-
cial gain.277 

WHAT ABOUT ATTACKS FROM 
CHINA? 

The recent cyberattacks against 
Ukraine have drawn the world’s 
attention to the potential for a wi-
der online conflict. We have those 
countries like Belarus have started 
supporting Russia since the be-
ginning of the invasion of Ukraine 
through cyberattacks. 
However, it should not be forgotten 
that China remains an extremely 
important player able to interve-
ne in support of Russia. As part 
of a potential Chinese intervention 
in the Russian-Ukrainian conflict, 
cyber means that will be set up 
remain evident. Indeed, Chinese 
cyberattacks will pass by groups 
sponsored by the State for the 

purpose of carrying out cyber es-
pionage and destabilization against 
the Ukrainian government. 
As stated above, it is now known 
that Chinese hackers are carrying 
out cyberattacks against Ukraine. 
We can only assume that these 
attacks were ordered, or at least 
approved, by the Chinese state. 
For the time being, it remains very 
certain that this will be approved by 
the Chinese state, because being 
the state that has not condemned 
Russia’s abuses against Ukraine, it 
is logical that the government does 
not pay any attention to territorial 
integrity and makes Ukraine an 
ideal target.

And this is what happened if we 
analyse the two examples below.

CHINESE ATTACKS BEFORE THE 
INVASION

According to intelligence memos 
obtained by Times magazine, the 
Chinese government staged a mas-
sive cyberattack campaign against 
Ukrainian military and nuclear fa-
cilities before Russia’s invasion.

Indeed, more than 600 Web sites 
belonging to the Ministry of De-
fense in Kiev and other institu-
tions have suffered thousands of 
hacking attempts, according to the 
notes titled «Chinese Attacks on 
Ukrainian Government, Medical & 
Education Networks.»278

The Ukrainian Intelligence Service 
(SBU) revealed that in an apparent 
sign of complicity in the invasion 
with the Russian Federation, the 
Chinese attacks began before the 
end of the Winter Olympics and 
reached their peak on February 23, 
the day before Russian troops and 
tanks crossed the border.279

So, China has shown that it can 
block websites at a key time, be-
fore the invasion, to come and 
help Russia destabilize Ukraine and 
start non-cyberattacks. 

Tweets about China’s involvement in cyberattacks in Ukraine

 Decoy used by the UAC-0026 (Scarab) malware group

Spear-phishing email sent to research institutions in Russia

UAC-0026 (SCARAB)

In addition, China intervened in the 
conflict with two campaigns of at-
tacks. Initially, the Ukrainian CERT 
(CERT-UA) has released new de-
tails about UAC-0026, which, ac-
cording to SentinelLabs, is asso-
ciated with the Chinese malicious 
actor known as Scarab. This at-
tack marks a major turning point 
in the new actors targeting Ukrai-
nian organisations. The UAC-0026 
activity is the first public example 
of a Chinese malicious actor tar-
geting Ukraine since the invasion 
began.280

Indeed, on 22 March 2022, CERT-
UA published the alert #4244, in 
which they shared a quick summa-
ry and indicators associated with 
a recent intrusion attempt by an 
actor they dubbed UAC-0026. In 
the alert, CERT-UA noted the de-
livery of a RAR file archive «Про 
збереження відеоматеріалів 
з фіксацією злочиних дій армії 
російської федерації. rar», trans-
lating to «On the preservation of 
video recordings of criminal ac-
tions of the army of the Russian 
Federation.rar». Furthermore, they 
note that the archive contains an 
executable file, which opens a de-
coy document and drops the DLL 
file «officecleaner.dat «and a batch 
file «officecleaner». CERT-UA na-
med the malicious DLL «HeaderTip» 
and notes that similar activity was 
recorded in September 2020.281

Specifically, the decoy docu-
ment reported by the CERT-AU 
launching the compromise imitates 
the Ukrainian National Police, on 
the theme of the need to preserve 
video material from crimes com-
mitted by the Russian army. The 
lured documents through the va-
rious campaigns contain metadata 
indicating that the original crea-
tor is using the Windows opera-
ting system in a Chinese-language 
environment. This includes the 
system username set as «用户» 
(user)282.  It is therefore possible 
to assess with great confidence 
that the recent activity of CERT-
UA attributed to UAC-0026 is the 
Chinese state-sponsored group 
known as Scarab. It therefore re-
presents the first publicly reported 
attack on Ukraine by a non-Rus-
sian APT. The HeaderTip malware 
and the associated phishing cam-
paign using macro-compatible do-
cuments appear to be a first-stage 

ANALYST'S OBSERVATION 
Chinese threat actors have been 
involved in cyberattacks targeting 
Ukraine and the USA at the begin-
ning of the conflict. However, their 
activity quickly decreased after 
March 2022. Indeed, this can be ex-
plained by the reaction to the inter-
national community that condemns 
the ambiguity of the behaviour of 
China regarding the Russia inva-
sion. Even if Chinese threat actors 
are becoming more aggressive in 
their attacks since 2019, China’s 
economic objectives require Pekin 
to preserve a good image interna-
tionally and to balance criticism re-
garding its support to Russia’s fo-
reign policy. The fact that Moscow 
is annexing another country is also 

contradictory with the principles 
of self-determination that China is 
defending at the international scale 
since the Cold War and that helps it 
to differentiate itself from European 
countries in Africa for instance. 
It seems China continues to sup-
port its Russian allies in internatio-
nal organisations, such as in the UN 
by blocking sanctions against Rus-
sia; by reaffirming its partnership 
with Moscow, as it was the case 
during the OCS summit that took 
place in Samarkand in September 
2022, and by maintaining strong 
economic ties.
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infection attempt.
CHINESE ATTACKS DURING THE 
INVASION

Chinese groups of hackers called 
Mustang Panda conducted phi-
shing campaigns against European 
entities using themes related to the 
European Union and NATO. Fake 
reports about the conflict and its 
consequences for NATO members 
were created to serve as lure to 
encourage victims to download 
the document that delivers the 
malware. Some reports also imi-
tated official Ukrainian memo on 
Russia’s war.283

However, Mustang Panda also di-
rected attacks against Russian 
organisations since March by sen-
ding fake reports about a Russian 
Border Guard Detachment of a 
Russian town of strategic impor-
tance located on the Sino-Russian 
border.  
It highlights the paradoxical po-
sition of China in the conflict. 
Indeed, on the one hand, Chi-
na did not condemn the invasion 
of Ukraine by Russia, but on the 
other hand, this country is taking 
advantage of the conflict to en-
gage cyberespionage and cyberat-
tacks against Russian critical sec-
tors. After the 2015 cyberattacks 
conducted against Ukraine by Rus-
sia, Chinese officials recognized 
the acute need to defend critical 
infrastructures against state-spon-
sored cyber threats and learned 
from Russia’s cyber activity. The-
refore, China seems to be aware 
of the cyber capabilities of Russia 
and tends to factor lessons from 
Russian techniques as much as 
possible to target Taiwan, or even 
Russia itself.

CHINA AND RUSSIA: A DOUBLE-
EDGED RELATIONSHIP

Already well applied with at-
tacks before and during the 
Russian-Ukrainian conflict, the 
Chinese government is redoubling 
its efforts but also its target by 
attacking both Ukrainian organi-
sations (see above) and Russian 
organisations.

Russia-based researchers have 
also reported a new group of hac-
kers of likely Asian origin, targe-
ting Russia’s space technology in-
dustry using previously unknown 
malware.288

Over the past two months, it has 
been possible to observe several 
state-sponsored groups that have 
been tempted to take advantage 
of the war between Russia and 
Ukraine as a decoy for espionage 
operations. It is not surprising that 
Russian entities themselves have 
become an attractive target for 
phishing campaigns that exploit 
sanctions imposed on Russia by 
Western countries. These sanc-
tions have put enormous pressure 
on the Russian economy, and more 
particularly on the organisations of 
several Russian industries.
Even though before launching his 
invasion of Ukraine, the Russian 
president had travelled to Beijing 
to meet with President Xi Jinping. 
At a subsequent press conference, 
the two leaders professed «boun-
dless friendship» and said there 
were «no forbidden areas» of coo-
peration.289

This boundless friendship, although 
interpreted in the West as unwave-
ring support between the two go-
vernments, can have a completely 
different interpretation. Indeed, 
despite a façade of friendship 
between the two powers, China’s 
attacks on the Russian Federation 
shows a certain willingness to take 
advantage of Russia’s weakening 
caused by the war and try to gain 
the upper hand by cyber means. 
However, the meeting of the Rus-
sian and Chinese presidents on 
15 and 16 September 2022 in Sa-
markand, Uzbekistan on the occa-
sion of a regional summit will still 
affirm Vladimir Putin’s ambition to 
turn to the side of Asia and sup-
port the joint declaration of Fe-
bruary 2022 calling for a «new era» 
in international relations as well 
as the end of American hegemony 
while denouncing the role of Wes-
tern military alliances, NATO and 
Aukus (Australia, United Kingdom 
and United States).290 

THE CHINESE/TAIWANESE 
CONFLICT: A POSSIBLE HYBRID 
WAR

Concern about a Taiwan-related 
contingency has grown rapidly 
since last year. This was triggered 
by the testimony of Admiral Phi-

Decoy document consisting of a report from the European 
Commission on the security status of EU borders with Belarus

Screenshot of the lure 
document sent to research 
institutions in Russia.

NOTE 
Checkpoint’s cybersecurity resear-
chers announced in May 2022 that 
a bait attack campaign was being 
used to attack Russian defence ins-
titutes, which are part of the Ros-
tec Corporation. It is Russia’s lar-
gest holding company in the radio 
electronics industry and the main 
purpose of the targeted research 
institutes is the development and 
manufacture of electronic warfare 
systems, specialised military on-
board radio equipment, airborne ra-
dar stations and state identification 
means. 
The investigation shows that this 
campaign is part of a larger Chinese 
espionage operation that has been 
ongoing against Russian-related en-
tities for several months. According 
to Checkpoint, the campaign was 
carried out by an experienced and 
sophisticated government-sponso-
red Chinese group. Specifically, on 

23 March 2022, malicious emails 
were sent to several Russian-based 
defence research institutes. The 
emails, which had the subject line 
«List of <target institute name> per-
sons under US sanctions for inva-
ding Ukraine», contained a link to a 
site controlled by an attacker im-
personating the Russian Ministry 
of Health minzdravros[.]comet 
and had a malicious document at-
tached. 
On the same day, a similar email 
was also sent to an unknown en-
tity in Minsk, Belarus, with the 
topic line «US Spread of Deadly 
Pathogens in Belarus». All attach-
ments are designed to look like of-
ficial documents from the Russian 
Ministry of Health, bearing its offi-
cial emblem and title. 

lip Davidson, then commander of 
the U.S. Indo-Pacific Command, in 
response to a question from Re-
publican Senator Dan Sullivan du-
ring a March 9, 2021, hearing of 
the U.S. Senate Armed Services 
Committee. Admiral Davidson said 
the threat of a Chinese invasion 
of Taiwan «is evident in this de-
cade, in fact in the next six years,» 
and added that it is a preliminary 
step in China’s ambition to wrest 
the leadership of the international 
order from the United States by 
2050.291

However, the Russian-Ukrainian 
conflict will have and already has a 
great influence on a possible inva-
sion of Taiwan by the Chinese go-
vernment. The strategy employed 
could have many similarities based 
on the lessons learned from the 
war in Ukraine. 
Since 2016, Taiwan has suffered 
manipulative cyberattacks targe-
ting the democratic process, in-
cluding the mass dissemination of 
opinions in favour of pro-Chinese 
candidates in presidential, state, 
and local elections, as well as mas-
sive posts attacking anti-Chinese 
candidates on social media. 

NOTE 
The cyberattacks were aimed at 
ousting Democratic Progressive 
Party candidates, who are seeking 
to move further away from main-
land China, and supporting Kuo-
mintang candidates, who want 
stronger ties with Beijing. In res-
ponse to this interference, Taiwan 
enacted the Anti-Infiltration Law 
in January 2021292, which prohibits 
election campaigning and lobbying 
by hostile foreign forces and, kee-
ping in mind China’s information 
war, prohibits the dissemination of 
election-related false information. 

As described above, attempts have 
been made for many years to unify 
Taiwan, mainly by the United Front 
Labor Department of the Commu-
nist Party of China, but in 2021, 
the phrase develop Taiwan’s patrio-
tic unification capacity appeared 
in the regulations of the United 
Front Labor Department. If the 
United Labor Front Department’s 
operations against Taiwan fail and 
peaceful unification seems out of 
reach, Beijing will become more li-
kely to decide on a special military 
operation to unify Taiwan through 
military force. It is easy to imagine 
a hybrid war in Taiwan, like the 
one taking place in Ukraine.
This was notably seen in 2022 by 
numerous Chinese cyberattacks 
targeting Taiwan. 

NOTE 
Government agencies reported an 
unprecedented number of cyberat-
tacks in early August 2022, when 
U.S. House speaker Nancy Pelosi 
arrived in Taiwan, as internet traffic 
volume reached 23 times the pre-
vious one-day record.
The presidential office, the Ministry 
of National Defense and the Ministry 
of Foreign Affairs continued to suffer 
cyberattacks on Wednesday, Execu-
tive Yuan spokesman Lo Ping-cheng 
(羅秉成) said at a press conference 
after the weekly Cabinet meeting.293

No information security flaws were 
discovered after the government ac-
tivated and strengthened prevention 
mechanisms, he said.
Meanwhile, Taiwan Power Co said 
yesterday it suffered 4.9 million cybe-
rattacks on Wednesday alone, sur-
passing the total number of attacks 
recorded in June and last month. 
Finally, the website of Taiwan 
Taoyuan International Airport, the 
country’s largest international airpo-
rt, was reportedly attacked by hac-
kers yesterday after several users 
said it took longer than usual to 
open the site. 

 



Cyber Solutions by Thales | 133132

Indeed, the arrival of the president 
of the US House Speaker, Nancy 
Pelosi, has only exacerbated an 
already dangerous situation. In-
deed, as stated above, many at-
tacks have impacted the country 
such as denial of service (DDoS) 
attacks. However, another element 
that was found at the beginning 
of the Russo-Ukrainian war, also 
arises: Disinformation. 
Major General Chen Yu-lin, de-
puty director of the Political and 
War Bureau of Taiwan’s Ministry 
of National Defense, told reporters 
on Monday that the current wave 
of «cognitive operations» began be-
fore the military exercises were an-
nounced. Chen said the hybrid war 
campaign was aimed at creating an 
atmosphere suggesting that China 
could invade Taiwan, attack the go-
vernment’s public image, and dis-
rupt the morale of civilians and the 
military. Numerous examples have 
shown that these attacks were ai-
med at destabilizing the Taiwanese 
population, bringing a sense of fear 
and above all undermining the mo-
rale of both civilians and military 
personnel.296

NOTE 
According to Chen Hui-min, editor-
in-chief of the Taiwan FactCheck 
Center, some of the images used 
by the disinformation posts used 
military footage from two years 
earlier to suggest that the PLA had 
fired rockets across the island.297

«It is wrong to say that the CCP’s 
long-range rockets flew over 
Taiwan. Even the People’s Libera-
tion Army (PLA) and Chinese state 
media reported that they landed in 
the Taiwan Strait, stopping before 
crossing Taiwan,»298 Chen said.
Finally, as Pelosi visited Taiwan 
and met with President Tsai Ing-
wen on August 3, messages began 
appearing on the digital signage at 
7-Eleven convenience stores across 
the country that said, «Pelosi war-
rior, get out of Taiwan!»299 Digital si-
gnage at a train station in the sou-
thern port city of Kaohsiung and 
at a government office in Nantou 
County also displayed a message 
calling Pelosi an «old witch.»300

ANALYST'S OBSERVATION 
Indeed, it is, without a doubt, pos-
sible to find the first stage of infor-
mation warfare and psychological 
warfare. China will try to discredit 
the Taiwanese government and di-
vide Taiwanese society by spreading 
disinformation, including fake news.
If China pursues its ambition to 
invade Taiwan militarily, it will li-
kely spread the narrative that the 
Taiwanese government, spurred on 
by American and Japanese intrigue, 
is considering declaring indepen-
dence from China, and that China 
has no choice but to use force to 
justify the use of force at the do-
mestic level.
In addition to this, to avoid falling 
into a rut as Russia did in Ukraine, 
the second stage of cyber warfare 
will be a more intense attack to 
completely block domestic and in-
ternational communications with 
Taiwan, disrupt internal commu-
nications, and cripple Taiwanese 
government functions and critical 
infrastructure.
Most communications between 
Taiwan and the rest of the region 
are via submarine cables, which 
land at four locations: Pali, Tam-
sui and Toucheng near Taipei, 
and Fangshan near Kaohsiung301. 
These submarine cables and satel-
lite communications operated by 
Taiwan’s Chunghwa Telecom would 
be the first targets to suffer elec-
tromagnetic, cyber and physical at-
tacks.

MAJOR ATTACKS AND HIGH-IN-
TENSITY CONFLICT.

In the event of an escalation of the 
means implemented and the radi-
cality of the conflict, the compu-
ter struggle can also increase in 
intensity.
It is important, in the first place, to 
return to the characteristics that 
it possesses, and it which allow, 
under certain conditions, to pro-
pose solutions where conventional 
means may be limited. 
-On the technical side, on the one 
hand, the globalization of the Inter-
net and the immediacy of connec-
tions generally make it possible to 
overcome distances and borders, 
as Russia has demonstrated se-
veral times with the destruction 
of Ukrainian systems considered 
out of reach. The level of automa-
tion that can be achieved with IT 
also makes it possible to achieve 
particularly entrenched targets or 
to multiply the magnitude of the 
initial impact through propagation 
and pivot capabilities. 

Being able to duplicate tools wit-
hout costs other than storage and 
computing power allows you to 
quickly increase the scale of ope-
rations. Concretely, these large-
scale manoeuvres make it possible 
to saturate certain communication 
channels and wage an information 
war, as Russia’s systematic efforts 
to disinformation and manipulate 
public opinion have once again 
shown.

ANALYST'S OBSERVATION 
Russia seems to adopt a strategy 
in which cyberattacks in Ukraine 
are integrated to ground operations 
on the battlefield. On the technical 
aspect, this strategy has been ana-
lysed by Mandiant and is fractioned 
in five phases presented below.
It is interesting to notice that wiper 
has been actively used all along the 
Russian campaign, in addition to 
intense DDoS campaigns conduc-
ted by pro-Russian hacktivists that 
are not indicated in the graph. It 
must be noticed that major sectors 
targeted are government entities, 
media, telecommunication, energy, 
and finance. 
Outside from Ukraine, visible cy-
berattacks have been in majority 
conducted by hacktivist groups. It 
can be supposed state-sponsored 
groups focused more on cyberes-
pionage campaigns.

-On the human and psychologi-
cal aspect, a computer implant 
has the particularities of being 
able to make itself invisible and to 
be potentially all powerful on the 
system. Indeed, as is the case for 
an advanced rootkit, a potentially 
compromised system can no lon-
ger offer a guarantee on the vera-
city of the information it returns. 
Russia has already demonstrated 
its interest and advanced capa-
bilities in this area with the UEFI 
LoJax rootkit, discovered in Sep-
tember 2018.
Regarding critical infrastructure 
(i.e., fuel, power grid, nuclear 
power plants, drinking water and 
wastewater treatment), a prior 
compromise of these systems 
would allow Russia to cut them off 
at will and without warning signs, 
as during the attacks targeting the 
power grid in 2015 with BlackEner-
gy and in 2016 with Industroyer/
CrashOverride. It should be noted 
that these two attacks were carried 
out in a different context, without 
the possibility of additional milita-
ry support; a hybrid attack could 
make restoring service much more 

delicate, if not impossible, without 
armed confrontation.
Beyond the supply disruption, it is 
theoretically possible to make run-
ning water toxic from the control 
of a water treatment plant. This is 
what happened in February 2021 in 
Florida, where the share of sodium 
hydroxide had been multiplied by 
more than 100 since the HMI of an 
operator.
During the last months of the 
conflict, we have also been able to 
observe new cyber action metho-
dologies with physical destruction 
objectives. Indeed, the intrusion 
allows the attack of IT systems 
related to crucial infrastructures, 
such as SCADA systems related to 
the management of power plants. 
The shutdown of certain sensi-
tive infrastructure functions can 
cause material damage equivalent 
to artillery strikes. The objective 
is focused on the destruction or 
disruption of infrastructure, or 
on the fact of helping, at a lower 
cost, one’s side to gain the upper 
hand during an armed conflict, by 
depriving the adversary of certain 
resources through unpredictable 
attacks at contrary to troop mo-
vements.

NOTE 
For example, the pro-Ukraine cy-
ber hacktivist group «GhostSec» 
has claimed responsibility for the 
explosion at a Russian power plant 
of Gysinoozerskaya in the Buryatia 
area. The explosion took place on 
June 23rd. According to the group 
and as confirmed by the company, 
no casualties were reported, howe-
ver the power plant has taken criti-
cal physicals damages.
The group says that their attack 
against the Russian power plant 
was successful by compromise ICS 
devices, causing a malfunction and 
a fire, resulting in an explosion. Tar-
geting ICS devices to cause physical 
destruction seems to fit in high-in-
tensity combat strategies. Integra-
ting units capable of carrying out 
sabotage strikes at the right time 
during the progression of a joint 
battle group would be of great va-
lue in addition to supporting artille-
ry units in their targeting of enemy 
supply areas. The use by hacktivists 
of this kind of method is an exa-
mple of the damage that can be 
done to a physical area. Potential 
targets range from a power plant 
to an airfield, which can sometimes 
withstand conventional artillery fire 
and continue for weeks if well de-
fended.

 

Phases of Russian cyber operations during the 2022 period

-Regarding intelligence, attempts 
to take control of the micro-
phones, cameras and communi-
cations of defenders may be to be 
expected. Several options are avai-
lable here, with different levels of 
intensity. At the lowest level, we 
could expect a traditional phishing 
campaign, by email and more spe-
cifically by SMS. Themes eliciting 
strong emotional reactions are not 
lacking, many variations of bait are 
possible; this implies the possibility 
of a real bludgeoning with a theme 
renewed with each wave. 
At the same time, the most relevant 
targets (decision-makers and infor-
mation nodes) could be targeted by 
campaigns designed specifically ac-

cording to their profile (spear-phi-
shing). It may also be conceivable 
that their channels of trust, es-
tablished with their relatives, bu-
siness, and political partners, etc., 
could be targeted to abuse them. 
Also, a computer offensive aimed 
at compromising drone control 
systems or those used to coordi-
nate artillery strikes and troop mo-
vement can be considered to have 
access to this critical data.
Finally, in the context of the in-
volvement of significant means, 
the use of vulnerabilities that are 
currently unknown and make it 
possible to achieve the compro-
mise of a smartphone without the 
intervention or knowledge of the 
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user is to be considered. Succes-
sive cases around NSO Group (to 
name just one) have shown that 
there is a private sector that seeks 
to develop this kind of capacity and 
should not be overlooked. 
Regarding its integration into 
high-intensity conflicts, whether 
through spyware, RAT or other 
malicious software, the theft of 
data via security breaches in ad-
verse computer networks gives the 
cyber the possibility of being the 
one of the most effective sensors 
in the field of military intelligence. 
It can replace many others in most 
situations given the ubiquity of IT 
systems. From targeting intelli-
gence on a personal phone to spy-
ing on enemy development secrets 
or eavesdropping on communica-
tions, data theft and cyber espio-
nage allows for complex intelligence 
manoeuvrers at a lower cost. 

ANALYST'S OBSERVATION 
Major cyberattacks from pro-Russian 
threat actors are influenced by the way 
ground operations are running. Indeed, 
when the Russian army struggled 
against Ukrainian soldiers, we obser-
ved an intense activity from pro-Rus-
sian hacktivist groups that launched 
massive DDoS attacks with a relatively 
limited impact. These attacks were nu-
merous in number, but the technical 
level remained low, to a point cyberse-
curity experts regularly scoffed about 
the inefficiency of KillNet’s attacks.
However, since the Russian army is 
regaining the advantage in the battle-
field, the activity of hacktivists slight-
ly changed, to switch towards more 
sophisticated attacks, relying on new 
infrastructures, such as Passion Bot-
net and the Infinity platform developed 
by KillNet collective to improve the 
coordination between the several sub 
threat groups. Mirai, which is affiliated 
to KillNet, was identified using a new 
malware that infects Linux devices to 
build DDoS botnet and that uses four 
different XOR encryption keys instead 
of just one, making reverse enginee-
ring the malware’s code and decoding 
its functions more challenging .
Therefore, we observed technical im-
provements of pro-Russian hacktivist 
threat groups throughout the time, 
while pro-Ukrainian actors appear to 
be less active. This can be explained 
by the massive bombings that impac-
ted Kiev and its neighbourhood for last 
months. For instance, the IT army of 
Ukraine communicates much less 
since November 2022. This trend was 
especially highlighted by CyberKnow, 
that monitors the activity of threat 
groups 
related to the conflict and that shared 
a list of pro-Russian and pro-Ukrainian 
hacktivist groups and their activity303.  

For example, Spyware has become 
extremely publicized following the 
Pegasus affair. Nevertheless, it can 
take different forms that allow it to 
be used to compensate for many 
technical shortcomings in the 
fields of military intelligence. Used 
to be injected into a local milita-
ry network or simply on targeted 
phones upstream, it alone can re-
place many interception and liste-
ning tasks.

NOTE 
Of course, this type of operation 
only has an impact if the principles 
of digital hygiene and informa-
tion compartmentalization are not 
respected, sensitive information 
passes (orally or digitally) through 
or in the presence of unsecured de-
vices, etc.

-Finally, regarding the psychologi-
cal field, computer warfare capa-
bilities would be deployed in the 
information space. The objectives 
would be multiple: to undermine 
the morale of the defenders, to 
mislead them, to disrupt the de-
fence or to conceal an operation. 
Here, the techniques are already 
known, and for the most part 
already actively implemented: sa-
turation of information channels 
with contradictory versions, iden-
tity theft to broadcast false ads, 
manipulation of opinion through 
a tide of fake accounts, dissemi-
nation of old videos or fake videos 
prepared in advance.
During the last months of the 
Russo-Ukrainian conflict, we have 
been able to see a new aspect of 
cyber warfare that can influence 
not only the information war but 
also participate in the war of in-
fluence to target the morale of the 
opposing population.

ANALYST'S OBSERVATION 
Even if Russia disinformation cam-
paigns are aggressive in Western 
countries and DDoS attacks aimed 
at fragilizing the confidence of popu-
lations in their institutions, the recent 
election in the Czech Republic were 
won by the pro-NATO candidate, Petr 
Pavel, against Andrej Babis, that was 
suspected to have ambiguous links 
with Moscow. It demonstrates the in-
fluence of pro-Russian narratives in 
Europe is contained in some extent by 
pro-Western ones.  

First, the DDoS attack was widely 
used during the Russian-Ukrainian 

conflict to convey political mes-
sages and to ensure a certain vi-
sibility on the part of pro-Russian 
groups. Short-lived, this type of at-
tack is involved in information war-
fare and not in attacks with mate-
rial impacts. This visibility through 
the disruption of public systems 
(websites of administration, large 
companies, etc.) can then be used 
to set up propaganda, sponsored 
or not by the states, and to under-
mine the morale of the opposing 
populations by a feeling of public 
instability but also of impunity on 
the part of the attackers who do 
not seem to be able to be stopped 
by the governments. The real and 
material impact on the population 
remains quite weak but noticeably 
marks the spirit of the public be-
cause of its spectacular and me-
diatized aspect.
Russia used it very frequently 
during the conflict, thanks to its 
hacktivist groups like KillNet. The 
action methodology fits perfectly 
into a high intensity conflict but 
also a hybrid conflict where pro-
paganda takes on a new, very cy-
ber-oriented appearance.
We note as an example the DDoS 
attacks against the Estonian par-
liament and the Lithuanian govern-
ment during the month of August.

NOTE 
It is technically possible for Russia 
to isolate Ukraine from the inter-
net by intervening, for example, at 
physical data exchange points that 
are spread across the country, or 
by directly attacking infrastructure. 
However, the jamming of telecom-
munications networks and the in-
terruption of the Internet was main-
ly part of an axis of psychological 
warfare and information control: al-
though communications represent 
a certain strategic objective, their 
shutdown does not seem to be an 
appropriate response when there 
are a multitude of auxiliary chan-
nels that could be deployed if the 
country’s Internet infrastructure is 
decommissioned. Especially, the US 
has the capacity to deploy satellite 
internet coverage at a lower cost 
thanks to equipment and the Star-
link constellation. Such a shutdown 
would, however, have the effect of 
cutting off the population from so-
cial networks and the rest of the 
world, making it difficult to release 
certain information, crucial in the 
context of the war of images.

 

RISKS OF FOCUS ON THE 
UKRAINIAN SUBJECT LEADING 
TO IGNORING OTHER CYBER 
RISKS

With the Russian-Ukrainian 
conflict, many cyberattacks have 
been the subject of special inten-
tions in recent weeks. The expec-
ted effect of Russian or Ukrainian 
cyberattacks has had an extremely 
important impact around the world.  

However, it is important not to 
forget that the Russian cyber risk, 
despite its rather large and deci-
sive magnitude, should not be the 
only risk to be considered. Indeed, 
as during the COVID-19 pandemic, 
it was of fundamental importance 
to consider the cyber risk related 
to COVID-19 but also the other 
threats that still exist. 
Just because a risk or threat re-
lated to a particular situation do-
minates the overall intention does 
not mean that attackers who 
are not interested in the Rus-
sian-Ukrainian conflict will stop 
carrying out their attacks. 
We can see that cyberattacks 
quite far removed from the Ukrai-
nian conflict have taken place. This 
is particularly the case for several 
Israeli government websites that 
were shut down on Monday fol-
lowing a cyberattack. The Israeli 
cyber authority confirmed that this 
was a distributed denial of service 
(DDoS) attack that blocked access 
to government websites, and that 
all sites were back online. The we-
bsites of the Ministries of the In-
terior, Health, Justice and Social 
Welfare had been taken offline, as 
had the Prime Minister’s Office. A 
defence establishment source says 
this is the largest cyberattack ever 
carried out against Israel. It belie-
ves that a state actor or large or-
ganisation carried out the attack 
but cannot yet determine who is 
behind it.304 
Iranian state-sponsored threat 
groups have remained also par-
ticularly active and continue to 
intensively attack European and 
American actors. In September, 
Microsoft warned about the ac-
tion of DEV-0270 that has been 
abusing the BitLocker Windows 
feature to encrypt victims’ sys-
tems.305  This group has demons-
trated abilities to exploit quickly 
new disclosed security vulnerabi-
lities and therefore, represents an 

important threat. The US Treasury 
Department also announced sanc-
tions against Iran’s Ministry of In-
telligence and Security (MOIS) and 
its Minister of Intelligence in reta-
liation of their role in the cyberat-
tack in July against Albania, a US 
ally and NATO member.306

ANALYST'S OBSERVATION 
It seems relations between Iran and 
Russia has become closer in the 
context of the war, as it was illus-
trated by the launch of more than 80 
Iranian-made drones by the Russian 
Army to shot down over Ukraine. The 
war seems to have encourage Moscow 
to embrace Iran as one of its top forei-
gn partners, notably to secure its pro-
vision in military supplies. Therefore, a 
growing involvement of Iranian threat 
actors can be expected, especially to 
target Western countries.

North Korea also continues tar-
geting actors of critical sectors, 
especially energy organisations ac-
cording to a report of Cisco Ta-
los researchers307. In September, 
energy providers in the United 
States, Japan and Canada had 
been attacked by the Lazarus, 
which tried to access corporate 
networks. In this type of attack, 
the aim of Lazarus is generally 
to establish long term access to 
exfiltrate data of interest to the 
adversary’s nation-state by using 
malwares. Lazarus also operates 
for financial gain and demonstrate 
a high level of sophistication in its 
attacks. On March 23rd, the group 
stole $620 million in Ethereum, 
the second most important cryp-
tographic currency, by the bridge 
between the Ronin Network, which 
is an Ethereum sidechain, and the 
blockchain platform Axie Infinity. 
The bridge was a protocol used to 
transfer assets from Ethereum to 
Ronin Network. It is considered as 
one of the biggest attacks exploi-
ting security vulnerabilities of De-
centralized Finance platforms308.
It is therefore essential to remain 
vigilant about other cyber risks 
and not to focus solely on the 
Ukrainian subject to limit attacks 
facilitated by the negligence of pu-
blic/private organisations. 

THE ISSUE OF PRE-POSITIO-
NING 

On February 18, 2022, White 
House spokeswoman Jen Psa-
ki spoke at a press conference 
about Russia’s pre-positioning in 

government systems and critical 
infrastructure networks, allowing 
them to carry out destructive at-
tacks in the event of an invasion. 
Since the beginning of December, 
Russia’s cyber operations against 
Ukraine had intensified, targeting 
key networks both government 
and civilian with the aim of prepo-
sitioning malware that could then 
be activated at any time via the C2 
link. 
This technique offers considerable 
room for manoeuvre for Moscow, 
which can therefore coordinate 
military movements on the ground 
and actions in cyberspace. Cisco 
researchers determined that the 
attackers responsible for activating 
the WhisperGate wiper had gained 
initial access to the networks of 
government sites probably a few 
months before the attack was 
launched. Similarly, HermeticWi-
per’s compilation dates (the oldest 
was December 28, 2021) as well 
as its deployment by GPO in at 
least one case show that the at-
tacker had access to one of the 
victim’s Active Directory servers 
before the attack was launched. 
In defining credible scenarios, the 
issue of prepositioning is essential 
because it allows Russia to define 
a precise niche for an attack on an 
organisation, therefore maximizing 
tactical and strategic fallout.

ANALYST'S OBSERVATION 
To prevent pre-positioning of Russian 
actors in Ukrainian systems to be ef-
fective, the United States conduct ac-
tions of hunting forward to disactivate 
offensive capacities of Russian threat 
actors that already compromised 
Ukrainian infrastructure. It is accom-
panied by the durable implantation of 
American services in Ukrainian sys-
tems to monitor malicious activity.

NOTE 
According to information dated Fe-
bruary 28 , 2023, the Russian-lin-
ked sponsored group UAC-0056 
was observed in malicious cam-
paigns targeting Ukraine by exploi-
ting the phishing attack vector in 
July 2022. 
In the discovered attack, threat 
actors sought to disrupt the in-
tegrity and availability of govern-
ment websites by exploiting several 
backdoors. 
On February 23, 2023, CISA is-
sued an alert urging US and Eu-
ropean organisations to increase 
their cyber vigilance in response to 
potential cyber attacks by Russian 
attackers, following the detection of 
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malicious disruptive activity against 
Ukrainian government websites. 
Researchers found that the adver-
sary activity could be attributed to 
the hacking collective UAC-0056 
or Ember Bear, an alleged Rus-
sian-backed cyber espionage group. 
The threat actors communi-
cated with the web shell using IP 
addresses, including those belon-
ging to neighbouring devices of 
other hacked organisations due to 
their previous account abuse and 
additional VPN connection to the 
corresponding organisations. 
The hackers also applied other 
malware samples, including the 
GOST (Go Simple Tunnel) and 
Ngrok utilities, to deploy the Hoax-
Pen backdoor.
According to the CERT-UA, one of 
the backdoors use in the attack was 
deployed back in February 2022 for 
code execution, a year ago before 
launching a malicious campaign. It 
highlights the way some hackers 
can pre-position to conduct later 
attacks.

POSSIBLE RESURGENCE OF 
MALWARE-AS-A-SERVICE 
(MAAS) 

Now, it’s important to know that al-
most everything is available in «as-
a-service» mode. In recent years, 
MaaS (Malware-as-a-Service) or 
CaaS (Cybercrime-as-a-Service) 
has emerged. Behind the cybe-
rattacks that many organisations 
around the world are victims of 
is a flourishing industry, a black 
market incrementing the cyber-
crime market. And as in any mar-
ket, everything is bought, and eve-
rything is sold. 
With the rise of state and non-
state cyber actors in the context 
of the Russian-Ukrainian conflict, 
it has been seen that the Russian 
and Ukrainian states are using 
their populations on the one hand 
and large cybercriminal groups 
to carry out cyber warfare. This 
was notably seen with the Ukrai-
nian Government on the Telegram 
IT Army channel, asking anyone 
with technical skills to carry out 
attacks against Russian institu-
tions. 
However, whether on the Russian 
or Ukrainian side, there is a si-
gnificant risk that malware-as-a-
service sales will emerge and lead 
to an upsurge in attacks concer-
ning either the Russian-Ukrainian 
conflict or any other attacks un-
related to the said conflict. 

ANALYST'S OBSERVATION 
We observed an intense activity of 
ransomware groups that offer Ran-
somware-as-a-Service. It is the case of 
Hive ransomware, Lockbit, BlakcBas-
ta for instance. However, this trend 
has to be understood in a more glo-
bal context of only the war between 
Ukraine and Russia, as the growing 
use of Ransomware-as-a-Service 
seems to be a global trend in the cyber 
threat landscape in 2022, that appears 
to continue in 2023.
This was intensified by the exploitation 
of the vulnerability on several versions 
of the ESXI OS (CVE-2021-21974) that 
allows an attacker to execute arbitra-
ry code remotely. This vulnerability 
has been massively exploited since the 
beginning of February 2023 to launch 
ransomware attacks, affecting notably 
French entities.

C2-AS-A-SERVICE

In recent months, no advanced or-
ganisation has involved malware-
as-a-service in the Russian-Ukrai-
nian conflict. It is notable, 
however, that C2aaS interfaces 
and extension software are beco-
ming increasingly available on the 
market. These C2-as-a-service 
are often designed to offer tech-
nically inexperienced malicious 
actors the ability to launch cybe-
rattacks with little resources. For 
example, this service offers a fleet 
of pre-serviced bots to be used for 
DDoS attacks. These possibilities 
suggest that the number of cyber 
actors in the Russian-Ukrainian 
conflict could increase along with 
the potential of these low-cost 
services.

NOTE 
The most recent example is the 
DarkUtilities service. DarkUtilities 
is a C2 platform launched in ear-
ly 2022 available on the clear web 
or via TOR. It offers for a rather 
low-price various services inclu-
ding C2 communications, remote 
access, command execution, cryp-
to-mining and DDoS capabilities. It 
hosts payloads in the Interplanetary 
File System (IPFS), a decentralised 
network system for storing and 
sharing data that does not depend 
on centralised servers, which en-
sure resilience against content mo-
deration or takedowns.
For attackers seeking to conduct 
remote operations, it allows them 
to maintain connections to infected 
systems and deploy various pay-
loads remotely by providing them 
with a network of infected botnets, 
therefore avoiding the need to use 

their own botnet. 
Usually, these C2-as-a-service also 
offer an ergonomic web-interface 
that strongly helps cybercriminals 
to overview and carry out their at-
tack campaigns.
Priced at only €9.99, DarkUtilities 
already has more than 3 000 re-
gistered users, and that number is 
growing. Its low cost and features 
set make it attractive to a wide va-
riety of cybercriminals, especially 
those with low experience.

RISK OF HACKER-FOR-HIRE

The cyber activity observed in 
Ukraine since the beginning of the 
war is essentially centred around 
attacks with a low degree of so-
phistication and can be carried 
out by non-state groups. These 
attacks do not require a high level 
of coordination between groups 
or high funding. Russia’s choice 
to use a hacker-for-hire proxy 
for the pursuit of its tactical and 
strategic objectives allows them 
to maintain a high level of denial 
of responsibility. During the 2008 
Russo-Georgian war, hackers tar-
geted Georgian sites as well as 
communication nodes. The modus 
operandi as well as the tools used 
made it possible to attribute the 
attack to the cybercriminal gang 
Russian Business Network, which 
is strongly suspected of receiving 
instructions from the Russian in-
telligence services. Similarly, the 
cybercriminal group Void Balaur, a 
priori motivated by financial gain, 
has been linked to a series of cy-
berespionage and data theft activi-
ties targeting thousands of entities 
as well as human rights activists, 
politicians, and government of-
ficials around the world since at 
least 2015. The group could there-
fore maintain links with APT28, a 
group linked to the GRU, and even 
be a subcontractor. Several clues, 
including similarities in the targe-
ting of victims, tend to consider 
this hypothesis. The hack and data 
theft that Yahoo suffered310 in 2017 
had already shown the blurring 
of the border between the crimi-
nal milieu and state services311. In 
North Korea, the Lazarus group 
has repeatedly shown that it relies 
on cybercriminal gang tools and 
techniques to support strategic 
missions in cyberspace.312

ANALYST'S OBSERVATION 
Since January 2023, we observed a 
new group that aligned with Russian 
interests, Anonymous Sudan, while 
justifying its attacks against European 
countries by the burning of a Qu-
ran. In February, they officially joined 
the KillNet collective and participated 
in the campaign of attacks launched 
against European countries in reta-
liation to the supply of military equip-
ment to Ukraine. 
On their Telegram channel, they ex-
change in Russian, which can let think 
they are a hacker-for-hire proxy used 
for the pursuit of Russian objectives.

SPACE-RELATED RISKS

CHRONOLOGY OF SPACE-RELATED 
ACTIVITY AMID THE CONFLICT 

Below is provided a short chronology 
of events related to space cybersecu-
rity in the ongoing war. These events 
testify to an intensification of the ac-
tivities aimed at negating the functio-
ning of space-based systems.
•  The National Reconnaissance Office 

(NRO), a U.S. structure that coordi-
nates a fleet of spy satellites, warned 
as early as February 23, 2022, about 
the possibility of attacks on govern-
ment and commercial satellite sys-
tems by Russian cyber actors313.

•  The group NB65, affiliated with 
Anonymous has taken offline the 
control centre of the Russian ci-
vil space agency ‘Roscosmos’. The 
hackers claimed on March 1 that 
they had cut off Russia’s access to 
its satellite images, a claim that was 
immediately rejected by the director 
general of the agency314.

•  The VIASAT operator, which ma-
nages a network of Ka-Sat staellites, 
has experienced partial malfunctions 
that are the result of a cyberattack. 
These satellites serve European 
countries including Ukraine. This 
cyber event has generated concrete 
consequences, depriving thousands 
of French homes of internet and af-
fecting nearly 6000 German wind 
turbines315.

•  The American company HawkEye 
360 has observed the appearance of 
massive interference in radio com-
munications between the ground 
and the GPS system on the border 
between Ukraine and Belarus, a few 
days before the invasion of Ukraine. 
The intensification of jamming acti-
vities in the region since November 
2021 seems to be strongly corre-
lated with the escalation of the Rus-
sian-Ukrainian conflict316.

•  After donating Starlink terminals 

to Ukraine, Elon Musk warned that 
they could be targeted for attack317

•  The Finnish Transport and Com-
munications Agency has issued an 
alert about the increase of GPS in-
terference on its eastern border318.

•  The CISA issued an alert, laying 
the groundwork for a series of re-
commendations to strengthen the 
cybersecurity of SATCOM network 
providers and customers319. The we-
bsite of a US agency responsible for 
the civil space program, aeronautic 
research, and space research was 
targeted by a DDoS attack launched 
by Mirai, a pro-Russian hacktivist 
group affiliated to the KillNet collec-
tive.320

•  Anonymous Russia conducted two 
DDoS attacks against the website 
of an American space technolo-
gy company, Maxar, and disrupted 
connectivity for several hours321.

RISK OF ESCALATION OF THE 
CONFLICT IN THE SPACE FIELD

Satellite infrastructures are essential 
systems in wartime: they allow the 
coordination of ground troops via ima-
gery and telecommunications. There-
fore, disrupting the functioning of the 
adversary’s satellite infrastructure in 
wartime allows important tactical ad-
vantages to be obtained on the milita-
ry field. Here, it is crucial to consider 
cyberattacks within the broader infor-
mation domain and therefore include 
Electronic War capacities for two 
main reasons. 
•  First, when we talk about a country’s 

counterspace capabilities or ASAT 
(anti-satellite) capabilities, we distin-
guish two large sets of capabilities 
namely kinetic ones, inflicting physi-
cal damages to space in-based sys-
tems (I.e., missiles) and non-kinetic 
ones, capable of inflicting physical 
damages but also virtual damages. 
This category comprises both Elec-
tronic War (EW) tools (jamming no-
tably) and cyber tools. Their milita-
ry utility is similar: they are flexible, 
they can inflict reversible and targe-
ted damages and they render attri-
bution complex.

•  Russia military leadership consider 
cyber weapons as both a substitute 
and a complement of EW tool, im-
plying their possible use conjointly 
in an operation (an EW operation 
could precede a cyberattack on a 
space-based system and vice-versa). 

Other elements should be considered 
when assessing the risks of an esca-
lation of the conflict to the space filed. 
What capabilities Russia has and how 
willing they are to use those. 

Regarding capabilities in the space 
domain, Russia has invested heavily 
in this field because they perceive the 
importance of possessing space ca-
pabilities to win modern wars. The 
focus has been placed on the deve-
lopment of an arsenal to compromise 
the availability of data from space 
systems serving the Western adver-
sary. An example of this the develop-
ment of jamming platforms such as 
the R-330Zh, dubbed «Zhitel,» which 
can interfere with GPS data and the-
refore provide a tactical advantage in 
a conflict322. Likewise, the Tirada-2 
EW system, which has come into 
operation in 2019 is allegedly able to 
overwhelm the satellites’ electronic 
protection systems, depriving them 
of their ability to relay signals to the 
ground. Such a weapon could be used 
to perform jamming of SATCOM, 
potentially infecting permanent da-
mages. 
One can assess their willingness to 
use non-kinetic weapons in the light 
of previous campaigns by Russian af-
filiated actors. Regarding EW opera-
tions, multiple sources have reported 
the use of jamming techniques in eas-
tern Ukraine since the outbreak of the 
war in 2014, pointing towards an inte-
gration of those capabilities into the 
Russian military apparatus. Moscow 
has taken advantage of the conflicts in 
the theatres of operations in Syria and 
Ukraine to organize its EW forces and 
use them in support of ground ope-
rations. Regarding cyber operations, 
only one large-scale campaign from a 
Russian-based group has been obser-
ved. This campaign was conducted by 
the APT group Turla and consisted in 
the hijacking of DVB-S (Digital Video 
Broadcasting) links. They used a man-
in-the-middle type of attack to pursue 
cyber-espionage operations on coun-
tries ranging from the US to former 
Soviet republics323,324,325,326.
In brief, there are only few elements 
from which one could assess Russia 
cyber arsenal specific to the space do-
main. Yet, several weak signals point 
towards an increasing cyber activity in 
space: the investments in EW capabi-
lities, the importance for Russia of de-
veloping space capabilities to win mo-
dern wars, the ability of those tools to 
inflict virtual damages, the reliance of 
western countries on SATCOM and 
GPS systems, among other things. 
The VIASAT cyberattack, the spike in 
jamming activity in eastern Europe 
and the alert issued by the CISA are, 
in this respect, relevant and should be 
considered in a larger frame.
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RECOMMENDATIONS

GENERAL

It is recommended that you be pre-
pared for all types of threats. The-
refore, it is advisable to confirm 
reporting processes and minimize 
monitoring blind spots in IT/OT secu-
rity coverage. 
In addition, it is recommended that 
you create, maintain, and exercise an 
incident response plan, a resilience 
plan and a business continuity plan 
so that critical functions and ope-
rations can continue to operate if 
technology systems are disrupted or 
need to be taken offline.
It is also advisable to improve your 
organisation’s cyber posture while 
following best practices in identity 
and access management, protec-
tion controls and architecture, and 
vulnerability and configuration ma-
nagement.
It is relevant to come and increase 
organisational vigilance by keeping up 
to date with reports of cyber threats 
from Russia or its allied countries. 
This will involve monitoring through 
the search for open-source informa-
tion. 
Many organisations (public-private) 
specialized in the cybersecurity sec-
tor regularly share information to stay 
up to date on cyber news about the 
latest attacks of the Ukraine-Russia 
conflict: 
•  https://www.ssi.gouv.fr/

uploads/2022/02/20220226_me-
sures-cyber-preventives-prio-
ritaires.pdfwhere, the National 
Agency for the Security of Infor-
mation Systems (ANSSI) recom-
mends the implementation of 5 
priority preventive measures:

•  Strengthen authentication on 
information systems, 

•  Increase security supervision, 
 •  Back up critical data and applica-

tions offline, 
•  Establish a prioritized list of the 

entity’s critical digital services
•  Ensure the existence of a crisis 

management system adapted to a 
cyberattack

•  https://www.cert.ssi.gouv.fr/cti/
CERTFR-2022-CTI-001/

•  https://www.bleepingcomputer.
com/

•  https://therecord.media/
•  https://thehackernews.com/
•  https://www.cisa.gov/uscert/ncas/

alerts
•  https://www.ssi.gouv.fr/
•  https://www.sans.org/blog/ukraine-

russia-conflict-cyber-resource-
center/

Social networks such as Twitter 
react to the latest announcements 
made by some moral or physical 
organisations (official people, hackti-
vists helping Ukraine):
•  https://twitter.com/YourAnonTV
•  https://twitter.com/xxNB65
•  https://twitter.com/DAlperovitch
•  https://twitter.com/ciaranmartinoxf
•  https://twitter.com/fedorovmykhai-

lo
•  https://twitter.com/campuscodi
In addition, to avoid any lateraliza-
tion effects of the cyber conflict, it 
is recommended:
•  Inventory your B2B VPNs
•  Block high-risk protocols on all 

B2B VPNs.
•  If specific commercial require-

ments require them, to limit 
destination traffic for high-risk 
protocols, 

•  Implement net flow monitoring at 
all exit points.

•  Put contingency plans in place to 
disconnect B2B VPNs, especially 
those that are high risk.

To monitor and counter disinforma-
tion, it is recommended to monitor 
rising trends on social networks 
(Hashtag, topics of the moment). In 
the context of the upcoming French 
presidential elections, it will be ne-
cessary to regularly monitor the di-
gital presence of main actors (can-
didates and their close circles) to 
detect campaigns highlighting false 
information about them. Finally, it 
will be advisable to raise awareness 
by all possible means of the risks of 
disinformation while creating simple 
alert channels to effectively report 
any disinformation campaigns. 

TECHNIQUE

NOTE 
These recommendations are not 
exhaustive.

GENERAL RECOMMENDATIONS

•  Enable multi-factor authentication 
(MFA) to mitigate potentially com-
promised credentials.

•  Educate employees about healthy 
password hygiene.

•  Configure network segmentation.
•  Keep your software and systems 

up to date.
•  Ensure that all non-essential ports 

and protocols are disabled.
•  Follow the principle of least privile-

ge by granting users and pro-
grams only the privileges necessa-
ry to accomplish their tasks.

•  Back up data using best practices 
and test it regularly.

•  Conduct regular disaster recove-
ry exercises to test and improve 
processes.

•  Apply a policy restricting the 
execution of unauthorized applica-
tions («application whitelisting»).

•  Make a regular inventory of all 
sensitive assets and data.

WIPER AND RANSOMWARE 

Detect
•  Install an anti-ransomware and/or 

anti-wiper solution to detect ab-
normal actions, such as opening 
and encrypting many files.

•  Monitor programs that allow pri-
vilege abuse.

Limiting the impact
•  Enable Controlled Folder Access 

(CFA) in Microsoft Defender for 
Endpoint to prevent MBR/VBR 
modification.

PHISHING

•  Apply automatic sandbox scanning 
to email attachments and monitor 
phishing attempts.

•  Implement a security solution 
that can detect, filter and block 
a potential risky email before it 

reaches the user.
•  Train users to detect and respond 

to a suspicious email.

WHISPERGATE

Detect
•  Implement the signature ‘implant_

win_whispergate.yar’ available in 
our feed.

CADDYWIPER

Detect
•  Implement the Yara signature 

‘implant_win_caddywiper.yar’ avai-
lable in our feed.

HERMETICWIZARD

Detect
•  Monitor traffic on the ports that 

HermeticWizard uses to sneak 
into networks.

HERMETICWIPER

Detect
•  Implement the Yara signature 

‘implant_win_hermeticwiper.yar’ 
available in our feed.

•  Monitor access to user configura-
tion files (‘C:\Users\<>\ntuser*’).

•  Monitor services whose name 
follows the format used by Herme-
ticWiper (cf. section 4).

PARTYTICKET /HERMETICRAN-
SOM

Detect
•  Implement the Yara signature ‘im-

plant_win_partyticket.yar’ available 
in our feed.

ISAACWIPER

Detect
•  Implement the Yara signature ‘im-

plant_win_isaacwiper.yar’ available 
in our feed.

Limiting the impact
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

MICROBACKDOOR

Detection at the network exchange 
level is very tricky given the use of 
end-to-end encryption. On the other 
hand, multiple files are deposited and 
executed during the infection chain, 
giving just as much opportunity to 
detect this backdoor or interrupt the 

infection sequence. Also, most of the 
recommendations below help limit 
the impact of an infection or prevent 
it.
Limiting the impact
•  Follow the principle of least pri-

vilege by granting programs and 
users only the privileges necessa-
ry to accomplish their tasks.

Countering the abuse of legitimate 
programs
•  Where possible:
•  Disable the Windows Script Host 

feature by creating a DWORD 
variable in the registry with the 
path «HKEY_LOCAL_MACHINE\
SOFTWARE\Microsoft\Windows 
Script Host\Settings», named «En-
abled» and containing «0».

•  Restrict the direct invocation of 
compiled HTML files («.chm») by 
the user.

•  Restrict the use of the regasm.exe 
program.

DOUBLEZERO

Detect
•  Implement the Yara signature ‘im-

plant_win_doublezero.yar’ available 
in our feed.

ARGUEPATCH

Detect
•  Implement the Yara signature 

‘implant_win_arguepatch.yar’ avai-
lable in our feed.

CREDOMAP

Detect
•  Implement the Yara signature ‘im-

plant_win_credomap.yar’ available 
in our feed.

RANSOMBOGGS

Detect
•  Implement the Yara signature 

‘implant_win_ransomboggs.yar’ 
available in our feed.

SWIFTSLICER
Detection
•  Implement the YARA signature 

‘implant_win_swiftslicer.yar’ avai-
lable in our feed.
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